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Valplanerad trea med balkong i soderlage, hiss och forening

Valkommen till Fredsgatan 8 och denna valplanerade trerummare omgiven av lugn och grénska mitt i citypulsen! Har bor
du i en stabil férening med tillgang till bade bastu och tréningsrum, vilket skapar en perfekt balans mellan bekvamt
boende och praktiska faciliteter. Laget ar optimalt for dig som vill ha narhet till resecentrum, mataffarer, restauranger och

gym — allt ligger bara ett stenkast bort.

Bostaden omfamnas av en trivsam innergard som erbjuder en skyddad oas fran stadens brus. Lagenheten ar belagen pa
forsta vaningen, men tack vare att innergarden ar upphdjd kdnns den anda privat. Har méts du av en ljus hall med plats
for avhangning och forvaring. Fran hallen nar du badrummet, inrett med vatrumstapet i modern design och utrustat med
badkar samt egen tvattmaskin. Har finns ocksa tva generdsa sovrum, varav det ena passar perfekt som hemmakontor

eller barnrum.

Maja Nyman

Reg. Fastighetsmaklare
0708401362
maja.nyman@wallenstedt.se

wallenstedt.se



med bastu & motionsrum!

Utgangspris: 0 kr

Avgift 5.476 kr/man.
Boarea: 83.5 m?
Biarea: 0 m?

Antal rum: 3 rok

Vaning: 2avb

Hiss: Hiss finns.
Forening: BRF Gillet
Byggnadsar: 1984
Tilltrade: Efter

overenskommelse.
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- INTERIOR -

Koket ar en frojd for hemmakocken — renoverat 2016, med vita
luckor, vitt kakel och en snygg, ljus bankskiva. Har finns plats fér
en matgrupp vid fonstret dar du kan njuta av morgonkaffet. Alla
vitvaror ar integrerade, inklusive en stor kyl och frys, ugn,
spishall, diskmaskin och mikrovagsugn. Det rymliga
vardagsrummet bjuder in till umgange och avkoppling.
Ekparkettgolv och malade vaggar i harmoniska toner. Harifran
nar du balkongen i séderlage dar solen skiner fran férmiddag till
eftermiddag. Perfekt for att koppla av med en bok eller bjuda in
till en middag i kvallssolen.

Bostadsrattsforeningen ar en trygg forening med god ekonomi
och erbjuder sina medlemmar bade bastu, traningsrum,
overnattningslagenhet och fina cykelférrad. Du har dven
mojlighet att hyra garageplats i foreningens garage (ko-system
tillampas). Innergarden ar nagot alldeles extra med sina
sittplatser, grill och lekytor — har umgas du garna med grannarna
pa sommarhalvaret.

Valkommen hem till ett bekvamt boende i hjartat av Orebro —
perfekt for dig som soker lugn, trygghet och narhet till stadens
alla bekvamligheter!

Fran den valkomnande hallen nas bade kdk och vardagsrum,
medan de tva rymliga sovrummen ligger avskilt fér en mer privat
kansla. Vardagsrummet ar bostadens naturliga mittpunkt med
utgang till balkongen i soligt séderlage. Koket ligger separat med
matplats intill fonstret, och badrummet &r placerat i anslutning till
hallen. Lagenheten rymmer aven en praktisk kladkammare.

Hall

Véalkomnande hall med goda avhangningsmajligheter och plats
for forvaring. Golvet ar klatt i slitstarkt laminat och vaggarna ar
malade i en ljusgron ton som ger ett frascht intryck. Harifran nas
bostadens olika delar.

Kok

Stilrent vitt kdk som totalrenoverades 2016 enligt tidigare
uppgifter. Vita luckor matchas av ett vitt kakel och en ljus
bankskiva. Fullt utrustat med hel kyl och frys, spishall, ugn,
diskmaskin och integrerad mikrovagsugn. Har finns ocksa en
trivsam matplats vid fonstret, perfekt for fyra personer. Vaggarna
pryds av en charmig tapet i dovt gront monster.

Vardagsrum

Rymligt vardagsrum med gott om plats fér bade soffgrupp och
matsalsmdblemang om sa dnskas. De stora fonsterpartierna ger
ett fint ljusinslapp och héarifran nas den trivsamma balkongen.
Vaggarna ar malade i en mjuk gra ton och golvet i ekparkett
skapar en varm kansla.

Badrum
Rymligt badrum med vatrumstapet i ett modernt bladverk och

plastmatta pa golvet. Har finns wc, handfat med kommaod,
spegelskap, badkar med dusch samt en praktisk tvattmaskin
som underlattar vardagen.

Tva sovrum

Sovrum 1

Generost sovrum med plats for dubbelsang och forvaring.
Vaggarna ar malade i en harmonisk gronton och golvet ar i ljus
laminat. Fonster i norrlage ger ett behagligt ljus utan att rummet
blir for varmt.

Sovrum 2

Perfekt som barnrum, gastrum eller kontor. Vaggarna ar malade i
en harmonisk brun nyans och golvet &r av laminat. Rummet ar
lattmoblerat och har ett stort fonster med utsikt mot innergarden.

Balkong

Trevlig balkong i sdderlage med sol fran formiddag till
eftermiddag. Har finns gott om plats for bade sittgrupp och
planteringar, och utsikten &r mot féreningens grénskande
innergard.






- BOSTADSBESKRIVNING -

Avgift

5.476 kr/man. inkl. Varme, el, vatten, bredband/tv

Storlek

Boarea 83.5 m?. 3 rum varav 2 sovrum. Utdrag
lagenhetsregister.

Lagenhetsnummer
Bostadsrattslagenhet: 54
For folkbokforing: 1102

Adress
Fredsgatan 8, 70362 OREBRO. Belégen i Orebro kommun.
Skattesats 33,943.

Vaningsplan/Hiss
Vaning 2 av 5
Hiss finns.

Byggnadsar
1984

Uppvarming

Fjarrvarme

Driftskostnad

Driftskostnad ar 167 kr/man; och hemforsakring 167 kr.
Uppgifterna om driftskostnaden bygger pa nuvarande agares
kostnader med 3 personer i hushallet. Kontakta maklaren for
mer information eller om du 6nskar en personlig kalkyl.

Andelstal

Andel i féreningen ar 0.60521 % och andel av arsavgiften ar
0.60521 %.

Bostadrattens indirekta nettoskuldséattning &r 517.339 kr

Ekonomi

Bostadsratten ar pantsatt. Uppgifterna ar kontrollerade
(2025-02-24).

Inre reparationsfond finns e;.

Uteplats/Balkong

Balkong:Ja

Uteplats:Nej

Parkeringsplats:Nej

Majlighet att hyra garageplats i féreningens garage (ko-system).
Kostnad enligt tidigare uppgift: 456 kr/man.

Bostadsrattsforening
BRF Gillet. Féreningen &r en Bostadsratt. | féreningen finns 174
st Igh varav 0 st hyresratter och 1 st lokaler.

Gemensamma utrymmen

Gemensam tvéttstuga i varje trapphus. Finns dven
grovtvattstuga, bastu, traningslokal, samt en gastlagenhet i
kallaren pa Gamla gatan 15.

Bilplats

| kéllaren finns garage for 56 bilar och 3 motorcyklar som finns
att hyra for 465 kr/manad

Mojlighet att hyra garageplats i foreningens garage (ko-system).
Kostnad enligt tidigare uppgift: 456 kr/man.

TV/internet

TV och bredband levereras via Tele2 och ingar i
manadsavgiften.

Tilltrade

Efter bverenskommelse.

Nuvarande Agare
Jesper H66g och Amanda Notstam



Hitta Hem

Wallenstedts Spekulantregister

i

Hos oss far du drOmma stort!

En takvaning i city med 5 rum och ksk, egen terrass, privat pool, elbilsladdare
och bastu - allt for under 3 mi|joner kronor. Later det som en drom?

Vi p& Wallenstedt hjdlper dig att komma s& ndra som majligt

a

@ Automatisk Sokprofil

med vért speku|onfregisfer.

Upptack vér smarta tjanst "Hitta Hem”

Skl’glddarg\’dd SOkpl‘Oﬁl som lar sig av dina visningar och bud for att

skraddarsy en sékprofil som standigt forbattras.
Vi anpassar din profil efter dina unika énskemail Varje gang du tittar pa eller budar pé& en

- fran spechciko |'dgen till person|igo preferenser. bostad, anpassas din profi| euemetigkt
Fyll i formularet for en profil som matchar just dig, Med tjansten far du bade dromobjekt och

och lat oss hjglpa dig att hitta din drémbostad. realistiska alternativ, s& att du har bdasta
mojliga chans att hitta ditt hem.

Tjéinsten ar gratis och kan avslutas nér som helst.

&

Skicka in din matchning idag!

WALLENSTEDT.SE/HITTAHEM

WALLENSTEDT

FASTIGHETSMAKLERI







Sa har gar vi vidare med

forsaliningen

Fastighetsmaklaren

Din fastighetsmaklare &r med genom hela
affaren och ska tillvarata bade kdparens och
saljarens intressen, och ge rad till bade
spekulanter och saljare (men samtidigt
sarskilt beakta saljarens ekonomiska
intressen).

Objektsbeskrivning

Maklaren upprattar en objektsbeskrivning
som beskriver fastigheten. Uppgifterna
kommer fran saljaren och
myndighetsregister, och kontrolleras
normalt sett inte av maklaren.

Boarea

Uppgiften om boarean kan av olika skal
avvika fran den verkliga boarean, beroende
pé att standarden for hur man méater bo-
och biarea har varierat 6ver tid. Darfor
uppmanas den kdpare som anser att den
exakta arean ar av vasentlig betydelse att
gora en uppmatning innan kopet.

Intresserad av detta objekt?

Ar du intresserad av att g4 vidare - meddela
maklaren ditt intresse sa riskerar du inte att
missa vid ett snabbt avslut. Forsok att vara
forberedd med lanel6fte fran bank och ev.
vardering av din nuvarande bostad.

Undersokningsplikt

Képaren har en mycket omfattande
undersokningsplikt. Detta innefattar att
koéparen efter kopet inte kan gora fel
gallande som borde upptackts vid en
noggrann undersdkning av bostaden.
Undersok darfor bostaden noga fore kopet,
garna med hjalp av en sakkunnig.

Glom inte att dven ta med foreningen i din
undersokning (t.ex. genom att ga igenom
arsredovisning och stadgar m.m.), da dess
ekonomi beror dig som kopare.

Budgivning
Om det finns flera intressenter kan det bli

budgivning och da kan slutpriset bli ett
annat &n utgangspriset. Beratta innan
budgivningen om dina 6nskemal om
tilltradesdag, eventuella l&nevillkor,
forsaljning av din nuvarande bostad etc. Det
finns ingen lag som reglerar hur en
budgivning ska ga till. Det &r saljaren som
bestdammer om, hur och till vem denne
saljer. Maklaren framfor alla bud till séljaren
och upprattar en forteckning éver buden.
Budgivningslistan ldmnas aven till kdparen,
med namn och kontaktuppgifter till
budgivarna. Budgivare kan darfor inte vara
anonyma (men kan lagga bud via ombud).

Avtalsskrivning

Fastighetsmaklaren upprattar
képehandlingarna och garigenom dessa
med parterna. Muntliga avtal ar inte
bindande. Ett bindande kop foreligger forst
sedan ett skriftligt 6verlatelseavtal har
undertecknats och utvéxlats. Darfér brukar
det ligga i alla parters intresse att skriva
avtal s& snart som moijligt. Kontrollera noga
att alla avtalshandlingar stammer 6verens
med vad som sagts/Overenskommits samt
med det material du tidigare fatt. Fraga
fastighetsmaklaren om nagot ar oklart.

Handpenning

Maklaren ska verka for att kdparen betalar
en handpenning (i regel 10 %) som vanligtvis
deponeras pa ett sarskilt
klientmedelskonto. Detta sker da kopet ar
villkorat, t.ex. av att kdparen beviljas
medlemskap i féreningen. Resten av
kopeskillingen betalas vid tilltradet.

Tilltrade

Pa tilltradesdagen traffas parterna vanligtvis
hos méaklaren, dar slutbetalning hanteras.
Maklaren upprattar innan en likvidavrakning
dar det framgér for parterna och deras
banker, vad som redan betalats och vad
som aterstar att betala. Maklaren
overlamnar &ven en journal 6ver

formedlingen. Vid tilltradet far kdparen
dessutom nycklar m.m.

Overlatelseavgift och pantsattningsavgift
Oftast tar bostadsrattsforeningens
forvaltare ut en sa kallad Gverlatelseavgift
for att hantera sin del av
Overlatelsehandlaggningen och en
pantsattningsavgift for varje pantsattning.
Avgifterna belastas kdparen. Beloppet ligger
pa runt 2000 kr for verlatelseavgiften och
runt 600 kr for en pantsattning.

Uppforandekod

Wallenstedt och Wallenstedts
fastighetsmaklare ar medlemmari
Maklarsamfundet och har darigenom atagit
sig att folja branschorganisationens etiska
regler.

Personuppgifter

Som visningskund och senare eventuellt
som budgivare eller kopare, sa hanterar
maklarforetaget dina personuppgifter, enligt
GDPR, for att kunna ge dig service och
uppfylla lagkrav. For vidare information om
hur dina personuppgifter behandlas bestk
wallenstedt.se/integritetspolicy.

Information om sidoverksamhet

Som kund hos Wallenstedt erbjuds du
skradddarsydda losningar med produkter och
tjanster fran vara samarbetspartners. For
detta kan Wallenstedt Sverige AB erhalla en
ersattning for kopta tjanster. For t. ex. en
bostadsannons pa hemnet.se kan
Wallenstedt Sverige AB erhalla upp till
mellan 30-50% av priset for den kdpta
tjdnsten. For en energideklaration och
overlatelsebesiktning genom Husbesiktning
Nerike upp till 1600 kr. Kopt forsakring
genom Gallagher upp mot 800 kr. Kontakta
din fastighetsmaklare om du vill veta mer
om vara tillaggstjanster och
samarbetspartners.
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Firma, andamal och séte

81

Foreningen, vars firma ar Bostadsrattsforeningen Gillet har till andamal att framja medlemmarnas ekonomiska
intressen genom att forvalta hus i Orebro kommun och att &t medlemmarna upplata lagenheter med nyttjanderatt
under obegrénsad tid, ndmnd bostadsratt.

Upplatelsen kan antingen avse bostadsldgenhet eller lokal.
Styrelsen har sitt séte i Orebro.

§2
Upplatelse och utévande av bostadsratt sker pa villkor som anges i allmén lag samt i foreningens ekonomiska
plan och dessa stadgar. Medlem som innehar bostadsrétt bendmns bostadsrattshavare.

Medlemskap
83
Medlems bostadsratt &r den nyttjandertt i foreningen, som en medlem har pa grund av upplatelse.

84

Foreningens medlemmar utgors av:

a) Fysiska och juridiska personer som tecknat eller dvertagit avtal om upplatelse av bostadsratt eller del av
bostadsratt i foreningen eller tillhor sadan fysisk persons familjehushall och av styrelsen antagits som medlem i
foreningen. Juridisk person som forvérvat bostadsratt till bostadslagenhet far vagras medlemskap.

b) Ovriga fysiska och juridiska personer som antagits som medlemmar i de fall dé styrelsen finner det vara av
sérskild fordel for foreningen. Dérutdver kan styrelsen anta kommunen eller landstingskommunen som medlem i
féreningen.

For varje bostadsratt far inte beviljas fler an tva medlemskap om det inte kan anses vara till sarskild fordel for
féreningen.

Ansokan fran den som forvarvat bostadsrétt eller andel i bostadsratt behandlas enligt bestammelser i
bostadsrattslagen och §§ 10 och 12 i dessa stadgar.

For att anta forvarvaren som medlem skall styrelsen ha tillgang till en enligt féreningens anvisningar upprattad
overlatelsehandling, varav overlatelsevillkoren framgar.

Forvarvare av bostadsrétt skall inte antagas som medlem med mindre det kan antas att han avser att utéva
bostadsratten.

Styrelsen ar skyldig att snarast, normalt inom en manad fran det att skriftlig ansékan om medlemskap kom in till
foreningen, avgora fragan om medlemskap.

Medlem vars medlemskap grundas pa anknytning till viss bostadsratt, uttrader som medlem om denna
anknytning upphor, sdvida inte annat bestams av styrelsen.

85
Medlemskap i foreningen skall stkas skriftligen enligt foreningens anvisningar.

Avgifter och fonder

86

Insats, &rsavgift och i forekommande fall upplételseavgift faststills av styrelsen. Andring av insats skall dock
alltid beslutas av foreningsstdmman.

Féreningens lopande kostnader och utgifter samt avsattning till fonder skall finansieras genom att
bostadsrattshavarna betalar arsavgift till foreningen.

Med foreningens kostnader avses dels sddana som uppkommer i anslutning till 4gandet och forvaltandet av
foreningens egendom, dels sddana som uppkommer i foreningens egen verksamhet for medlemmarna.

§7
Arsavgifterna faststélls av styrelsen och férdelas pa bostadsrattshavarna i forhallande till insatserna.

Om inte styrelsen bestamt annat skall bostadsrattshavarna betala &rsavgift i forskott senast sista vardagen fore
varje kalenderménads borjan och kvartalsvis i forskott for annan lagenhet an bostad.



Styrelsen faststéller avgifter eller hyror for garage, bilplatser och andra utrymmen eller formaner som lamnas
bostadsréttshavare.

Styrelsebeslut om dndrade avgifter skall snarast meddelas bostadsrattshavarna.

88
Inom foreningen skall bildas féreningens gemensamma underhélisfond.

Den gemensamma underhallsfonden bildas genom arliga avsattningar baserade pa beraknade kostnader enligt
langsiktig underhallsplan.

Avgifter och fonder

§9

Overlételse- och pantsittningsavgift samt avgift for andrahandupplatelse.

Avgifterna far tas ut efter beslut av styrelsen. Overlatelseavgiften far uppga till hogst 2,5 % och
pantsittningsavgiften till hogst 1 % av gallande prisbasbelopp. Avgiften for andrahandsupplatelse far uppga till
hogst 10 % arligen av géllande prisbasbelopp. Upplats en lagenhet under en del av ett &r far avgiften tas ut efter
det antal kalenderménader som upplatelsen omfattar. Overlatelseavgift betalas av forvérvaren, pantsittnings-
avgift av pantsattaren och avgift for andrahandsupplatelse av bostadsrattshavaren.

Avgifterna ska betalas pa det sétt som styrelsen bestammer. Om inte avgiften betalas i ratt tid utgar drojsmals-
ranta enligt rantelagen pé den obetalda avgiften fran forfallodagen till dess full betalning sker samt pdminnelse-
avgift enligt forordningen (1981:1057) om erséttning for inkassokostnader mm.

Andrahandsupplatelse

En bostadsrattshavare far uppléta sin lagenhet i andra hand till annan for sjalvstandigt brukande endast om
styrelsen ger sitt skriftliga samtycke. Bostadsrattshavaren ska skriftligen anséka hos styrelsen om samtycke till
upplatelsen. | ansokan ska skélet till upplatelsen anges, vilken tid den ska pdga samt till vem lagenheten ska
upplatas. Tillstand ska lamnas om bostadsrattshavaren har skal for upplatelsen och foreningen inte har nagon
befogad anledning att vagra samtycke. Styrelsens beslut kan dverprévas av hyresndmnden.

Forverkandegrunder

Nyttjanderatten till en lagenhet som innehas med bostadsratt kan forverkas och foreningen saledes bli berattigad
att sdga upp bostadsréttshavaren till avflyttning ibland annat féljande fall:

- bostadsrattshavaren drojer med att betala arsavgift eller avgift for andrahandsupplatelse.

Overgang av bostadsréatt

8§10

Bostadsrattshavaren far fritt Gverlata sin bostadsratt. Forvarvare av bostadsratt skall skriftligen anséka om
medlemskap i bostadsréttsféreningen. | ansékan skall anges personnummer och hittillsvarande adress.
Overlétaren skall till styrelsen anméla sin nya adress.

Bostadsrattshavare som Gverlatit sin bostadsrétt till annan medlem skall till bostadsrattsféreningen inlamna
skriftlig anmalan om overlatelsen med angivande av verlatelsedag samt till vem Gverlatelsen skett.

Styrkt kopia av forvéarvshandlingen skall alltid bifogas anmalan/ansékan.

Overgéng av bostadsritt avseende annan lagenhet &n bostad far inte ske om forvarvaren avser bedriva
verksamhet som kan vara till avsevart men for foreningen eller annan medlem.

Den till vilken bostadsratt dvergatt ar jamte overlataren solidariskt ansvarig for alla de forpliktelser gentemot
foreningen som avilar overlataren i dennes egenskap av bostadsrattshavare.

Overlatelseavtalet

8§11

Ett avtal om Gverlatelse av bostadsratt genom kop skall upprittas skriftligen och skrivas under av saljaren och
koparen. | avtalet skall anges den lagenhet som overlatelsen avser samt kopeskillingen. Motsvarande skall galla
vid byte eller gava. En Gverlatelse som inte uppfyller dessa foreskrifter &r ogiltig.



8§12

Nar en bostadsratt overlatits till en ny innehavare, far denne utéva bostadsratten och flytta in i lagenheten endast
om han har antagits som medlem i foreningen. En Gverlatelse &r ogiltig om den som en bostadsratt Gverlatits till
inte antas som medlem i féreningen.

Ett dodsbo efter en avliden bostadsrattshavare far utéva bostadsratten trots att dodsboet inte ar medlem i
foreningen. Efter tre &r fran dodsfallet far foreningen dock anmana dédsboet att inom sex manader fran
anmaningen visa att bostadsratten ingatt i bodelning eller arvsskifte med anledning av bostadsrattshavaren déd
eller att nagon, som inte far vagras intrade i foreningen, forvérvat bostadsrétten och sokt medlemskap. Om den
tid som angetts i anmaningen inte iakttas, far bostadsratten saljas genom tvangsforsaljning for dodsboets rakning.

Ratt till medlemskap vid 6vergang av bostadsratt

§13

Den som en bostadsratt har dvergatt till far inte vagras medlemskap i féreningen om foreningen skaligen bor
godta forvarvaren som bostadsrattshavare.

Om det kan antas att forvéarvaren for egen del inte permanent skall bosatta sig i bostadsrattsldgenheten har
féreningen rétt att vagra medlemskap.

Om forvérvaren i strid med 12 § 1 st utdvar bostadsratten och flyttar in i lagenheten innan han antagits till
medlem har foreningen ratt att vagra medlemskap.

Den som har forvarvat andel i bostadsratt far viagras medlemskap i foreningen om inte bostadsratten efter
forvarvet innehas av makar eller sddana sambor pa vilka lagen om sambors gemensamma hem skall tillampas.

8§14

Om en bostadsratt évergatt genom bodelning, arv, testamente, bolagsskifte eller liknande forvérv och
forvarvaren inte antagits som medlem, far foreningen anmana forvarvaren att inom sex manader fran
anmaningen visa att nagon, som inte far vagras intrade i foreningen, forvarvat bostadsratten och sokt
medlemskap. lakttas inte den tid som angetts i anmaningen, far bostadsratten séljas genom tvangsforsaljning for
forvarvarens rakning.

Foreningens och bostadsrattshavarens rattigheter och skyldigheter

8§15

Bostadsrattshavaren skall pd egen bekostnad hélla lagenhetens inre med tillhérande 6vriga utrymmen i gott
skick. Det galler &ven mark om sadan ingar i upplatelsen.

Foreningen svarar i ovrigt for att fastigheten halls i gott skick.

Styrelsen ma for varje sarskilt fall besluta att kostnader for reparation av hastigt eller ovéantat uppkommen skada
i lagenheten, dar det med skl kan goras géllande att skadan beror pa brist i féreningens fastighet, dess inredning
eller underhall och bostadsrattshavaren inte brustit i omvardnad, skall bestridas av féreningen. Om foreningen
vid intraffad skada blir ersattningsskyldig gentemot bostadsrattshavare for lagenhetsutrustning eller personligt
16s6re skall ersattningen berdknas med hansyn till den skadade egendomens varde omedelbart fore
skadetillfallet.

Styrelsen ma ocksa besluta att kostnader for reparationer, som éver en langre tidsperiod kan antas drabba alla
bostadsrattshavare lika skall bestridas av foreningen om arbetet utforts i dess regi och hénsyn tas till avséttningen
till foreningens gemensamma underhallsfond.

Bostadsréttshavarens ansvar for lagenheten omfattar:

- rummens vaggar, golv och tak samt underliggande fuktisolerande skikt.

- inredning och utrustning i kok, badrum och 6vriga rum och utrymmen tillhérande lagenheten — sdsom
ledningar och 6vriga installationer for vatten, avliopp, varme, ventilation och el till de delar dess befinner sig
inne i lagenheten och inte &r stamledningar; svagstromsanliggningar; mélning av vattenfyllda radiatorer och
stamledningar; i fraga om elledningar svara bostadsrattshavaren endast fr o m ldgenhetens undercentral.

- golvbrunnar, inner- och ytterdorrar samt glas och bagar i inner- och ytterfonster; bostadsrattshavaren svarar
dock inte for malning av yttersidorna av ytterdérrar och ytterfonster.

- till lagenheten hérande mark.



Bostadsrattshavaren svarar for reparation i anledning av brand- eller vattenledningsskada endast om skadan
uppkommit genom bostadsrattshavarens eget vallande eller genom vardsloshet eller forsummelse av nagon som
hor till hans hushéll eller gastar honom eller av annan som han inrymt i lagenheten eller som dar utfor arbete for
hans rdkning. Samma ansvarsfordelning géller om ohyra forekommer i lagenheten.

| fréga om brandskada som bostadsrattshavaren sjalv inte vallat galler dock vad som sagts nu endast om
bostadsrattshavaren brustit i den omsorg och tillsyn han bort iakttaga.

Awven andra skador pa féreningens fastighet eller gemensamma utrymmen an brand- eller vattenledningsskador
ersattas av bostadsrattshavaren om han varit véllande eller brustit i den omsorg och tillsyn han bort iakttaga.

Bostadsrattshavaren svarar for renhallning och snéskottning av till Iagenheten hérande balkong, terrass eller
uteplats.

Bostadsrattshavaren svarar for atgarder som vidtagits av tidigare bostadsréttshavare sdsom reparationer,
underhall, installationer med mera.

Bostadsrattsforeningen far ata sig att utfora sédan underhallsatgard, som enligt vad ovan sagts
bostadsrattshavaren skall svara for. Beslut harom skall fattas pé& foreningsstimma och far endast avse atgérder
som foretas i samband med omfattande underhéll eller ombyggnad av féreningens hus, som berér
bostadsrattshavarens lagenhet.

§16
Bostadsrattshavaren far inte géra nagon vasentlig forandring i lagenheten utan tillstand av styrelsen.

En forandring far aldrig innebéra bestaende olagenheter for foreningen eller annan medlem. Underhalls- och
reparationsatgarder skall utforas pa ett fackmannamassigt sétt.

Som vasentlig foréndring raknas bl a alltid férandring som kréver bygglov eller innebér &ndring av ledning for
varme, vatten, avlopp eller el.

Bostadsrattshavaren svarar for att erforderliga myndighetstillstand erhalls.
Om l&genhet av bostadsréttshavare tillfors extra utrustning, inventarier eller annat, ansvarar han for de
merkostnader foreningen i egenskap av fastighetens &gare darigenom kan komma att drabbas av.

8§17

Bostadsrattshavaren ar skyldig att ndr han anvénder lagenheten och andra delar av fastigheten iaktta allt som
fordras for att bevara sundhet, ordning och skick inom fastigheten. Han skall ratta sig efter de sédrskilda regler
som foreningen meddelar i dverensstammelse med ortens sed. Bostadsrattshavaren ska halla noggrann tillsyn
over att detta ocksa iakttas av den som hor till hans hushall eller gastar honom eller av ndgon annan som han
inrymt i lagenheten eller som dér utfor arbete for hans rékning.

Foremal som enligt vad bostadsrattshavaren vet ar eller med skal kan misstankas vara behaftat med ohyra far inte
foras in i lagenheten.

8§18

Foretradare for bostadsrattsforeningen har ratt att f& komma in i lagenheten nar det behovs for tillsyn eller for att
utféra arbete som féreningen svarar for. Skriftligt meddelande om detta skall l1aggas i 1dgenhetens brevinkast
eller anslas pa anslagstavlan i trappuppgangarna.

Nar bostadsratten ska séljas genom tvangsforséljning, ar bostadsrattshavaren skyldig att lata visa lagenheten pé
lamplig tid. Foreningen skall se till att bostadsrattshavaren inte drabbas av storre oldgenhet &n nddvéandigt.

Bostadsrattshavaren ar skyldig att tala sddana inskrankningar i nyttjanderétten som foranleds av nodvandiga
atgarder for att utrota ohyra i fastigheten, aven om hans lagenhet inte besvéras av ohyra.

Om bostadsrattshavaren inte l&mnar foreningen tilltrade till lagenheten, nér féreningen har ratt till det, kan
styrelsen ans6ka om handréckning.



Det aligger bostadsrattshavaren att teckna och vidmakthélla hemforséakring och dartill s kallad
tillaggsforsakring som innebdr att bostadsrattshavarens eventuella skyldighet att betala féreningens sjalvrisk
elimineras.

Upplatelse av lagenhet i andra hand

8§19

En bostadsrattshavare far uppléta sin lagenhet i andra hand endast om styrelsen ger sitt samtycke. Vagrar
styrelsen att ge sitt samtycke till en andrahandsupplatelse far bostadsrattshavaren anda uppléta hela sin lagenhet i
andra hand, om han under viss tid inte har tillfalle att anvanda lagenheten och hyresnamnden lamnar tillstand till
uppléatelsen. Ett tillstand till andrahandsupplételse kan begransas till viss tid och forenas med villkor.

Bostadsrattshavare som 6nskar upplata sin ldgenhet i andra hand skall skriftligen hos styrelsen ansoka om
medgivande till upplételsen. | ansokan skall anges skalet till upplatelsen, under vilken tid den skall paga samt
namnet pa den till vilken lagenheten skall upplatas i andra hand.

8§20

Bostadsrattshavaren far inte inrymma utomstaende personer i lagenheten, om det kan medféra men for
foreningen eller annan medlem.

§21
Bostadsrattshavaren far inte anvinda lagenheten for annat andamal &n det avsedda. Foreningen far dock endast
aberopa avvikelse som ar av avsevard betydelse for foreningen eller ndgon annan medlem i foreningen.

Om ingenting annat 6verenskoms svarar bostadsrattshavaren for kostnader for l&genhetens iordningstéllande for
annat andamal samt for kostnader for dndringar i lagenheten som pafordras av berérda myndigheter liksom for
de 6kade kostnader for foreningen som kan félja av en dndrad anvandning av lagenheten.

Medlems- och lagenhetsférteckning

§22

Styrelsen skall fora forteckning éver bostadsréttsforeningens medlemmar (medlemsforteckning) samt
forteckning over de lagenheter som &r upplatna med bostadsratt (Iagenhetsforteckning).

Héavning av upplatelseavtal

8§23

Om bostadsrattshavaren inte i ratt tid betalar insats eller upplatelseavgift som skall betalas innan lagenheten far
tilltradas och sker inte heller rattelse inom en méanad fran anmaningen far foreningen hava upplatelseavtalet.
Detta galler inte om lagenheten tilltratts med styrelsens medgivande. Om avtalet havs har féreningen rétt till
skadestand.

Forverkande, uppséagning

8§24

Nyttjanderétten till en lagenhet som innehas med bostadsrétt och som tilltrétts & med de begrénsningar som
foljer nedan forverkad och féreningen séledes beréattigad att saga upp bostadsrattshavaren till avflyttning:

1) om bostadsrattshavaren dréjer med att betala insats eller upplatelseavgift utdver tva veckor frén det att
foreningen efter forfallodagen anmanat honom att fullgéra sin betalningsskyldighet eller om
bostadsrattshavaren dréjer med att betala arsavgift utéver tva vardagar fran forfallodagen,

2) om bostadsrattshavaren utan behévligt samtycke eller tillstand upplater lagenheten i andra hand,

3) om lagenheten anvands i strid med § 20 eller § 21 forsta stycket,

4) om bostadsrattshavaren eller den, till vilken lagenheten upplatits i andra hand, genom vardsloshet ar
véllande till att det finns ohyra i lagenheten eller om bostadsrattshavaren, genom att inte utan oskaligt drojsmal
underréttat styrelsen om att det finns ohyra i lagenheten, bidrar till att ohyran sprids i fastigheten,

5) om lagenheten pa annat sétt vanvardas eller om bostadsrattshavaren eller den, som lagenheten upplatits till i

andra hand, &sidosétter ndgot av vad som skall iakttas enligt 17 § vid lagenhetens begagnande eller brister i den
tillsyn som enligt samma paragraf aligger bostadsrattshavare,



6) om bostadsrattshavaren inte 1dmnar tilltréade till I&genheten enligt 18 § och han inte kan visa giltig ursakt for
detta,

7) om bostadsrattshavaren inte fullgor annan skyldighet och det méste anses vara av synnerlig vikt for
féreningen att skyldigheten fullgors, samt

8) om lagenheten helt eller till vasentlig del anvénds for naringsverksamhet eller ddrmed likartad verksamhet,
vilken utgor eller i vilken till inte ovasentlig del ingar brottsligt forfarande eller for tillfalliga sexuella
férbindelser mot erséttning.

Nyttjanderétten ar inte forverkad, om det som ligger bostadsrattshavaren till last &r av ringa betydelse.

8§25
Uppsagning som avses i 24 § forsta stycket punkt 2, 3 eller 5-7 far ske endast om bostadsréattshavaren later bli att
efter tillsagelse vidta rattelse utan drojsmal.

| fréga om en bostadslagenhet far uppsagning pa grund av forhallanden som avses i 24 § forsta stycket punkt 2
inte heller ske om bostadsrattshavaren efter tillsigelse utan dréjsmal ansoker om tillstand till upplételsen och far
ansokan beviljad.

826

Ar nyttjanderatten forverkad pa grund av férhallanden som avses i 24 § forsta stycket punkt 1-3 eller 5-7 men
sker réttelse innan féreningen gjort bruk av sin rétt till uppségning, kan bostadsréttshavaren inte darefter skiljas
frén lagenheten pa den grunden. Detsamma géller om foreningen inte har sagt upp bostadsrattshavaren till
avflyttning inom tre manader fran den dag foéreningen fick reda pa forhallande som avses i 24 § forsta stycket
punkt 4 eller 7 eller inte inom tvd manader fran den dag da foreningen fick reda pa forhallanden som avses i 24 §
forsta stycket punkt 2 sagt till bostadsréttshavaren att vidta réattelse.

8§ 27

Ar nyttjanderatten enligt 24 § forsta stycket punkt 1 férverkad pé& grund av dréjsmal med betalning av arsavgift,
och har foreningen med anledning av detta sagt upp bostadsrattshavaren till avflyttning far denne pa grund av
dréjsmalet inte skiljas fran lagenheten om avgiften betalats senast tolfte vardagen fran uppsagningen.

| vintan pa att bostadsrattshavaren visar sig ha fullgjort vad som fordras for att fa tillbaka nyttjanderatten far
beslut om avhysning inte meddelas forran efter fjorton vardagar frén den dag da bostadsréttshavaren sades upp.

§28

Ségs bostadsrattshavaren upp till avflyttning av ngon orsak som anges i 24 § forsta stycket punkt 1, 4-6 eller 8
ar han skyldig att flytta genast, om inte annat foljer av 27 §. Sigs bostadsrattshavaren upp av ndgon annan i 24 §
forsta stycket angiven orsak, far han bo kvar till det manadsskifte som intraffar narmast efter tre manader frén
uppsagningen, om inte rattsligt beslut &ldgger honom att avflytta tidigare.

Skadestand
§29
Om féreningen sager upp bostadsréttshavaren till avflyttning, har foreningen rétt till ersattning for skada.

Tvangsforsaljning

8§30

Har bostadsrattshavaren blivit skild fran lagenheten till foljd av uppsagning i fall som avses i § 24, skall
bostadsratten tvangsforsaljas sa snart det kan ske om inte féreningen, bostadsrattshavaren och de kanda
borgenérer vars ratt berdrs av forsaljningen kommer Gverens om nagot annat. Forsaljningen far dock ansta till
dess att brister som bostadsrattshavaren svarar for blivit atgardade.

Av vad som influtit genom forséljningen far foreningen uppbéara s& mycket som behdvs for att tacka foreningens
fordran hos bostadsrattshavaren. VVad som aterstar tillfaller denne.

8§31
Tvangsforsaljning genomfors av kronofogdemyndigheten efter ansokan av bostadsattsforeningen. | fraga om
forfarandet finns bestdimmelser i 8 kapitlet bostadsréattslagen.



Styrelsen

8§32

Foreningens angelégenheter skall i 6verensstammelse med lag om ekonomiska féreningar handhas av en
styrelse, vars uppgift ar att foretrada féreningen och ansvara for att féreningens organisation, ekonomi och andra
angelagenheter skots pa ett tillfredsstallande sétt.

Styrelsen skall arbeta for att l6sa foreningens skétsel sé att medlemmarnas trivsel och aktiva deltagande i
verksamheten framjas.

8§33
Styrelsen skall fortlopande foreta erforderliga besiktningar av féreningens egendom och i sin arsredovisning
avge redogorelse for underhalisbehov och vidtagna underhallsatgarder av stérre omfattning.

Befinns bostadsrattshavare ha eftersatt det underhall som aligger honom enligt § 15 i sédan omfattning att det till
nagon del dventyrar fastighetens goda bestand, skall styrelsen anmoda denne att vidtaga nodvandiga atgarder.

8§34

Styrelsen bestar av minst tre och hogst sju ledamaéter med minst en och hogst fyra suppleanter.
Styrelseledaméter och suppleanter valjs av féreningsstamman for hogst tva ar. Ledamot och suppleant kan
omvéljas.

Till styrelseledamot och suppleant kan forutom medlem véljas dven make till medlem och sambo till medlem
samt narstaende som varaktigt ssmmanbor med medlemmen. Valbar &r endast myndig person som ar bosatt i
foreningens fastighet. Den som &r underarig eller i konkurs eller har forvaltare enligt foraldrabalken kan inte
véljas till styrelseledamot eller suppleant.

Minst tva av de styrelseledamoter som viljs av foreningsstamman skall ha anknytning till viss bostadsrétt i
féreningen.

Om féreningen har statligt eller kommunalt bostadslan kan en ledamot och en suppleant utses i enlighet med
villkor for lanets beviljande.

§35

For de av foreningsstdmman valda styrelseledaméterna skall utses suppleanter varvid samma regler skall
tillampas som vid val av ordinarie ledaméter. For suppleanter faststélls den turordning efter vilken de skall
ersatta ordinarie ledamot, savida inte foreningsstimman beslutar att personliga suppleanter skall utses.

Protokoll

836

Vid styrelsens sammantréden skall det foras protokoll, som justeras av ordféranden och den ytterligare ledamot,
som styrelsen utser. Protokoll skall forvaras pé betryggande satt och skall féras i nummerféljd.

Beslutsforhet

8§37

Styrelsen &r beslutsfor nér antalet nérvarande ledaméter vid sammantrédet dverstiger hélften av samtliga
styrelseledamdter. Som styrelsens beslut galler den mening for vilken mer &n hélften av de nérvarande rostat
eller vid lika rostetal den mening som bitrads av ordférande, dock fordras for giltigt beslut enh&llighet nér for
beslutsforhet minsta antalet ledaméter &r nérvarande.

Styrelsen kan utse sérskilt utskott/arbetsgrupper att inom faststallda ramar handl&gga I6pande eller tillfalliga
arbetsuppgifter.

Konstituering, firmateckning

§38

Styrelsen konstituerar sig sjalv. Styrelsen utser inom sig ordférande, sekreterare och andra befattningar
foreningsstamman beslutat om. Stimman kan dock vélja att utse ordforande. Om sa sker skall styrelsen inom sig
utse en vice ordforande.

§39
Foreningens firma tecknas av styrelsen i dess helhet. Denna kan dessutom utse styrelsens ledaméter, antingen tva
i forening eller en av dessa i férening med annan dartill utsedd person att teckna foreningens firma.



Styrelsen kan utse ledamot eller annan person att ensam foretrada foreningen for sarskilt angivet fall.

Styrelsen eller firmatecknare far inte utan foreningsstimmans bemyndigande avhénda foreningen dess fasta
egendom eller tomtrétt och inte heller riva eller féreta mer omfattande till- eller ombyggnadsatgarder av sadan
egendom.

Styrelsen eller av styrelsen befullmaktigad foretradare for foreningen far besluta om inteckning eller annan
inskrivning i féreningens fasta egendom eller tomtratt.

Rakenskapsar

§40

Foreningens rakenskapsar omfattar tiden 1/7-30/6.

Senast sex veckor fore ordinarie foreningsstamma varje ar skall styrelsen till revisorerna aviamna arsredovisning
med forvaltningsberattelse, resultatrdkning och balansrékning.

Arsredovisningen skall innehélla forslag till anvandande av 6verskott eller téckande av underskott. Eventuellt
overskott skall balanseras eller fonderas pa satt som foreningsstamman beslutar.

Revisorer

8§41

For granskning av styrelsens forvaltning och foreningens rakenskaper utses arligen vid ordinarie
foreningsstamma for tiden fram till dess nésta ordinarie stimma hallits tva revisorer och tva revisorssuppleanter,
av vilka en revisor och en suppleant bor vara kvalificerad revisor.

Till revisor kan aven utses auktoriserat eller godkant revisionsbolag. For sddan revisor utses ingen suppleant.

Om foreningen har statligt bostadslan kan en ordinarie revisor och en suppleant utses i enlighet med villkor for
l&nets beviljande.

Den kan inte vara revisor som &r gift eller sambo med eller &r syskon eller slakting i ratt upp- eller nedstigande
led till en styrelseledamot eller ar besvagrad med en sadan person pé sétt som sags i 8 kap. 7 § 1 stycket 3
punkten i lag om ekonomiska féreningar.

8§42

Revisorerna skall granska foreningens redovisning enligt de anvisningar som ges i lagen om ekonomiska
foreningar och av foreningsstdmman och dartill tillse att styrelsens beslut inte strider mot allmén lag eller
féreningens stadgar.

Revisorerna skall avge berattelse dver verkstalld revision och i denna ange huruvida arsredovisningen har
uppgjorts enligt lagen om ekonomiska foreningar och yttra sig angaende faststéllelse av resultatrakning och
balansréakning, till- eller avstyrka ansvarsfrihet at styrelsens ledaméter samt yttra sig dver styrelsens forslag till
anvéndande av dverskott eller tdckande av underskott.

8§43
Revisorerna skall bedriva sitt arbete s att revisionen ar avslutad och revisionsberattelsen avgiven senast fyra
veckor innan den ordinarie féreningsstdmman.

Styrelsens arsredovisning och revisionsherattelsen skall hallas tillgéangliga for medlemmarna minst en vecka fore
den foreningsstamma pa vilken drendet skall forekomma till behandling.

Foreningsstdmma
844
Féreningsmedlemmarnas rétt att besluta i féreningens angelédgenheter utévas vid foreningsstdimman.

§ 45
Ordinarie féreningsstamma halls arligen senast sex manader efter verksamhetsarets slut.



Motionsratt

8 46

Medlem som 6nskar fa visst arende behandlat vid ordinarie foreningsstamma skall skriftligen anmala arendet till
styrelsen senast fyra veckor fore stdmman.

Styrelsen skall pa satt som anges i § 49 limna meddelande om arenden som anmélts i denna ordning och
foreldgga stamman forslag senast tva veckor fore foreningsstamman.

Extra foreningsstimma

847

Extra foreningsstamma skall héllas nér styrelsen eller revisor finner skl till det eller nar minst en tiondel av
samtliga rostberattigade medlemmar skriftligen begér det hos styrelsen med angivande av drende som dnskas
behandlas.

Kallelse till extra foreningsstdmma skall ske senast en vecka fore stdmman, varvid det eller de &renden for vilka
stdmman utlyses skall anges.

Dagordning

8§48

P4 ordinarie foreningsstamma skall till behandling forekomma:

1) Stdmmans dppnande

2) Godkéannande av dagordningen

3) Val av stdmmoordftrande

4) Val av sekreterare

5) Val av tva justeringsman tillika réstraknare

6) Fraga om stamman blivit i stadgeenlig ordning utlyst

7) Uppgorande av forteckning dver narvarande medlemmar samt faststallande av réstlangd
8) Foredragning av styrelsens arsredovisning

9) Foredragning av revisorernas beréttelse och styrelsens eventuella yttrande

10) Beslut om faststéllande av resultat- och balansrékning

11) Beslut om resultatdisposition

12) Fréga om ansvarsfrihet for styrelseledaméterna

13) Fraga om arvoden at styrelseledaméter, suppleanter och revisorer for nastkommande verksamhetsar.
14) Beslut om antalet styrelseledaméter, suppleanter, revisorer och revisorssuppleanter

15) Val av styrelseledamdter och suppleanter

16) | forekommande fall val av ordférande

17) Val av revisorer och revisorssuppleanter

18) Val av valberedning

19) Fréaga om tillsattande av andra funktionarer &n styrelseledamoter

20) Ovriga val som beslutats av stimman eller av styrelsen hanskijutits till stimman

21) Av styrelsen till stamman hanskjutna fragor samt av féreningsmedlem anmalt arende enligt 46 §
22) Stdmmans avslutande

Vid extra foreningsstdmma skall férutom drenden enligt punkt 1-7 ovan endast férekomma de drenden for vilka
stdmman blivit utlyst och vilka angetts i kallelsen till stimman.

Kallelse till féreningsstémman

§49

Kallelse till foreningsstimma skall innehdlla uppgift om vilka drenden som skall behandlas pa stimman. Aven
&rende som anmalts av styrelse eller foreningsmedlem enligt 46 § skall anges i kallelsen. Denna ska utfardas
genom personlig kallelse till samtliga medlemmar genom utdelning eller genom postbefordran senast tva veckor
fore ordinarie och en vecka fore extra foreningsstdmma, dock tidigast fyra veckor fore stamman.

Om det krévs for att ett foreningsstammobeslut skall bli giltigt att det fattas pa tva stammor, far kallelsen till den
senare stimman inte utfardas innan den forsta stamman hallits. I en sadan kallelse skall anges vilket beslut den
forsta stdmman fattat.

Om forslag till andring av stadgarna skall behandlas, skall det huvudsakliga innehallet av andringen anges i

kallelsen. Styrelsens ledaméter och suppleanter for dessa liksom revisorer och suppleanter for dessa bor om sa
erfordras kallas personligen.

10



Styrelsen skall senast en vecka fore ordinarie stdmma i forekommande fall underratta om drenden utéver dem
som angetts i kallelsen. Varje i stadgeenlig ordning inkommet arende skall anges for sig.

Rostratt

§50

Vid foreningsstdmma har varje medlem en rost. Om flera medlemmar innehar bostadsrétt gemensamt har de
dock tillsammans endast en rost. Rostratt har endast den medlem som fullgjort sina dtaganden mot foreningen
enligt dessa stadgar eller enligt lag.

Medlem vilken féreningen med stdd av 8§ 24, punkt 1, sagt upp till flyttning, dger inte rostratt.

Ombud, fullmakt

§51

Medlem far utéva sin rostratt genom ombud. Endast annan medlem, make eller narstdende, som varaktigt
sammanbor med medlemmen far vara ombud.

Ombud far inte foretrada mer &n en medlem.
Ombudet skall forete en skriftlig, dagtecknad fullmakt. Fullmakten galler hogst ett ar fran utfardandet.

Bitrade
§52
Medlem far pa foreningsstamma medfora hogst ett bitrade.

Beslut vid stamma

8§53

Foreningsstammans beslut utgérs av den mening som fétt mer &n halften av de avgivna résterna eller vid lika
réstetal den mening som ordféranden bitrader. Vid val anses den vald som har fatt de flesta rosterna. Vid lika
rostetal avgors valet genom lottning om inte annat beslutats av stdmman innan val forrattas.

Forsta stycket géller inte beslut for vilka erfordras kvalificerad majoritet enligt bostadsrattslagen.

Omrostning vid foreningsstamma sker dppet, om inte narvarande rostberattigad medlem pakallar sluten
omrostning.

Valberedning

§54

Vid ordinarie féreningsstimma utses valberedning for tiden intill dess nasta ordinarie foreningsstimma hallits.
Valberedningen skall foresla kandidater till de fortroendeuppdrag till vilka val skall forrattas pa
féreningsstamma.

Protokoll

§55

Ordfdranden skall sorja for att protokoll fors vid foreningsstaimma. | fraga om protokollets innehall galler:

1) Att rostlangd, om sédan uppréttats, skall tas in i eller bildggas protokollet

2) Att stdmmans beslut skall foras in i protokollet

3) Om omrostning har &gt rum, att resultatet skall anges.

Det justerade protokollet fran foreningsstamman skall hallas tillgangligt for medlemmarna senast tre veckor efter
stamman.

Meddelanden till medlemmarna

§ 56

Meddelanden till medlemmarna anslas pa lamplig plats inom foreningens fastighet eller genom utdelning eller
postbefordran av brev.

Fonder
§57
Inom foreningen skall bildas fond for yttre underhall.

Till fond for yttre underhéll skall arligen goras avsattning enligt § 8 i dessa stadgar.
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Den vinst som kan uppsta pa foreningens verksamhet skall disponeras i enlighet med féreningsstammans beslut.

Upplésning, likvidation m m

§58

Om foreningen uppldses skall behallna tillgangar tillfalla medlemmarna i férhallande till lagenheternas insatser.
Om foreningsstdamman beslutar att uppkommen vinst skall delas ut skall vinsten fordelas mellan medlemmarna i
forhallande till lagenheternas insatser.

Andring av stadgar

8§59

Andring av dessa stadgar &r giltigt om samtliga rostberattigade i féreningen ar ense om det. Beslutet &r dven
giltigt, om det fattats pa tva pa varandra féljande féreningsstimmor och minst 2/3 av de rostande pa den senare
stdmman varit ense om beslutet.

Om beslutet avser andring av de grunder enligt vilka arsavgiften skall beréknas fordras dock att minst 3/4 av de
rostande pa den senare stimman gétt med pa beslutet.

Om beslutet innebar att en medlems ratt till foreningens behallna tillgangar vid dess upplésning inskranks,
fordras att samtliga rostande pé den senare stimman gétt med pé beslutet.

Ovrigt
Utdver dessa stadgar géller bostadsréattslagen, lagen om ekonomiska foreningar samt dvrig lagstiftning.

Om tvingande bestammelser i lag som ingér i dessa stadgar andras eller tillkommer skall motsvarande &ndring
eller tilldgg i stadgarna anses beslutad av féreningsstamma.

Att ovanstaende stadgar blivit antagna av Bostadsrattsforeningen Gillet vid stimma den 03 /01 1999 betygar

undertecknade.
Reviderade arsstamman 29/11 2016
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Styrelsen for BRF Gillet far harmed

FOrvaltningsberattelse Smeee"

2023-07-01 till 2024-06-30

Arsredovisningen &r uppréttad i svenska kronor, SEK. Beloppen i &rsredovisningen anges i hela kronor om inte annat
anges.

Verksamheten
Allméant om verksamheten

Foreningen dr ett privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en ékta
bostadsrattsforening. Foreningen har till andamal att framja medlemmarnas ekonomiska intressen genom att forvalta
hus i Orebro kommun och att 4t medlemmarna uppléta lagenheter med nyttjanderatt. Féreningen har sitt séte i
Orebro kommun.

Styrelsen har sedan ordinarie stimma 2023-11-21 haft foljande sammanséttning:

Ordinarie ledamoter:

Carina Laurin Stensson Ordférande
Lars-Goéran Jobo Vice ordférande
Mats Valstedt Sekreterare

Margareta Lilja
Marie Karlsson
Jonas Tornqvist
Caroline von Post Ledamot Orebro kommun

Suppleanter:
Eva-Britt Ullenius

Gordana Dzever
Goran Hulphers Vice sekreterare
Jimmy Sander

Mandatperioden gar ut for foljande personer vid kommande ordinarie foreningsstimma: Mats Valstedt, Jonas Térnqvist,
Lars-Goran Jobo, Eva-Britt Ullenius och Gordana Dzever.

Revisorer:

Magnus Gustafsson Auktoriserad revisor

Séren Johansson Féreningsrevisor

Cecilia Eriksson Féreningsrevisor, suppleant

Valberedning:
Johan Sverker, Jenny Hilphers och Peder Jensen.

STYRELSEMOTEN
Styrelsen har under verksamhetsaret avhallit 11 protokollférda ordinarie styrelsemdten samt ett konstituerande mote.

FASTIGHETS- OCH LAGENHETSFORDELNING

Fastighetsbeteckning ar Orebro Gillet 17, byggar 1984, byggherre Riksbyggen med BPA som entreprendr. Féreningen
frikopte Orebro Gillet tomt nr 17 under varen 2018. Fastigheten bestar av sju huskroppar med 174 lagenheter. 31
lagenheter ags av Orebro kommun samt gemensamhetslokalen Traffpunkt Gillet. 1 kallaren finns garage for 56 bilar och
3 motorcyklar.
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Lagenhetsférdelning

9 1 rum och kdk

79 2 rum och koék

54 3 rum och kék

20 4 rum och kok

10 5 rum och kok

2 6 rum och kok

Lagenhetsyta: 12 978,5 kvm. Traffpunkt Gillet 236,5 kvm. Totalt 13 215 kvm. Féreningen har dven hyresréattslokaler
med en totalyta pa 335 kvm.

Utover tvattstuga i varje trapphus finns grovtvittstuga, bastu, traningslokal, samt en gastlagenhet i kallaren pd Gamla
Gatan 15.

FASTIGHETSFORVALTNING

Fastighetsforvaltare under verksamhetsaret har varit Riksbyggen. De har hand om all teknisk och ekonomisk forvaltning
samt lokalvard av gemensamhetsutrymmen. Darut6ver har foreningen under aret haft andra samarbetspartner nar det
galler forvaltningen av foreningen och fastigheten samt gard.

Forsdkring
Fastigheten har varit fullvardesforsiakrad genom Lansforsakringar. Forsakringen tacker bland annat skador pa
fastigheten och ansvarsforsakring for styrelsen.

EKONOMI

Manadsavgiften har okat med 5% fran 2023-01-01. Avgifterna har hajts med 3 % fr o m 2024-01-01. Fran och med
2009-07-01 ingar forutom varme och vatten dven hushallselen samt tv och bredband. Sedan augusti -22 ingar aven
bostadstillagget i géllande forsékring. Féreningens ekonomi &r i god balans.

LAGENHETERNA

Avségelser
Ingen lagenhet har atergatt till féreningen under verksamhetséret.

Andrahandsuthyrning
Sju andrahandsuthyrningar har férekommit under verksamhetsaret.

Lagenhetsoverlatelser och medlemmar

Samtliga lagenheter har haft bostadsrattshavare. Vid rakenskapsarets bérjan uppgick foreningens medlemsantal till 209
personer. Foreningens medlemsantal p& bokslutsdagen uppgar till 205 personer (féregaende ar 209 medlemmar).
Baserat pa kontraktsdatum har under verksamhetsaret 5 Gverlatelser av bostadsratter skett (foregaende ar 12 st.)
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Forsaljningspriser
De genomsnittliga forsaljningspriserna under aren framgar av foljande:

Bokforingsar Pris/kvm.kr
1984/1985 468
1994/1995 1197
2004/2005 5921
2014/2015 23 253
2015/2016 24 112
2016/2017 28 815
2017/2018 25400
2018/2019 25 467
2019/2020 26 506
2020/2021 27 894
2021/2022 30 703
2022/2023 27 692
2023/2024 26 457

For att bevara foreningens hus i gott skick utfors I6pande reparationer av uppkomna skador samt planerat underhall av
normala forslitningar. Foreningen har en underhallsplan. Foreningen har under verksamhetsaret utfort reparationer for
761 tkr och planerat underhdll for 1 587 tkr. Eventuella underhéllskostnader specificeras i avsnittet ”Arets utforda
underhall”.

Avrets utforda underhall

Beskrivning Belopp
Gemensamma utrymmen 19 407
Installationer 755 916
Huskropp utvéndigt 625 642
Garage och p-platser 186 053
SLUTORD

Styrelsens framsta uppgift ar att se till s fastigheten halls i gott skick. Men det ar ocksa viktigt med
en god miljo sdval ute som inne och trivsel i foreningen. Styrelsen arbetar déarfor kontinuerligt med
att forsoka hoja kvaliteten pa fastigheten bade invandigt och utvandigt samt uppmuntrar forslag till
forbattringar och delaktighet av de boende. Det &r viktigt att alla vi i féreningen tar ansvar, inte bara
for den egna lagenheten, utan dven for fastigheten och dess kringmiljo. Detta regleras i véra stadgar.
Nér du kdpt en bostadsritt blir du indirekt ”deldgare” 1 bostadsrittsforeningens tillgdngar och
skulder. Det ar ett 4gande som ger bade réttigheter och skyldigheter.

Styrelsens vision &r ocksa att ett boende i Brf Gillet ska praglas av gemenskap, att grannar tar hand
om varandra, ingen ska vara anonym hos 0ss.
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Flerarsoversikt

Resultat och stallning - 5 arsoversikt

Nyckeltal i tkr 2023/2024 2022/2023 2021/2022 2020/2021 2019/2020
Nettoomséttning* 10 769 10 352 10 095 10081 10 085
Resultat efter finansiella poster* 784 4802 1631 1310 1929
Soliditet %* 38 38 35 33 32
Arsavgift andel i % av total

'ra'(\jrseallsgintaitg?* R ol 94 % % 9

rsavgift kr/lkvm upplaten med

osta d%rétt* PP 778 748 730 730 730
Driftkostnader kr/kvm 526 582 438 464 414
Driftkostnader exkl underhall kr/kvm 409 524 424 416 389
Energikostnad kr/kvm* 207 192 175 164 157
Sparande kr/kvm* 269 518 234 243 267
Skuldséttning kr/kvm* 6 658 6970 7233 7407 7 899
g'g:tgj;:rt;'t‘t',[‘g kr/kvm upplaten med 6 826 6 970 7233 7 407 7 899
Réantekanslighet %* 8,8 9,3 9,9 10,1 10,8

* obligatoriska nyckeltal
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Forklaring till nyckeltal

Nettoomséttning:
Intakter fran arsavgifter, hyresintakter m.m som ingar i féreningens normala verksamhet med avdrag for lamnade
rabatter.

Resultat efter finansiella poster:
Ar resultatet som &terstar efter att man har dragit bort alla kostnader, exkl eventuella skatter. Se resultatrakning.

Soliditet:
Beraknas som eget kapital i procent av balansomslutningen. Soliditeten talar om hur stor del av féreningens totala
tillgdngar som har finansierats av eget kapital. Det ar ett matt pa féreningens betalningsférmaga pa lang sikt.

Arsavgift andel i % av totala rorelseintékter:

Beradknas pa totala arsavgifter (inklusive 6vriga avgifter som normalt ingdr i arsavgiften) for bostader delat med totala
intakter i bostadsrattsforeningen (%). Visar pa hur stor del av foreningens intakter som kommer fran arsavgifterna
(inklusive Gvriga avgifter som normalt ingér i arsavgiften).

Arsavgift kr/kvm upplaten med bostadsratt:

Beraknas pa totala intdkter fran arsavgifter (inklusive 6vriga avgifter som normalt ingér i arsavgiften) delat pa totalytan
som &r upplaten med bostadsratt. Visar ett genomsnitt av medlemmarnas arsavgifter (inklusive dvriga avgifter som
normalt ingér i arsavgiften) per kvm for yta upplaten med bostadsratt.

| begreppet arsavgift ingar eventuella andra obligatoriska avgifter.

Energikostnad kr/kvm:
Ar den totala energikostnaden delat pa den totala intaktsytan i féreningen. | energikostnaden ingar vatten, varme och el.

Sparande:

Beraknas pa arets resultat med aterlaggning av avskrivningar, kostnader for planerat underhall, eventuella utrangeringar
samt eventuella exceptionella/jamforelsestérande poster delat med kvadratmeter for den totala ytan. Nyckeltalet visar pa
foreningens utrymme for sparande for ett langsiktigt genomsnittligt underhall per kvadratmeter.

Skuldsattning kr/kvm:
Beraknas pa totala rantebarande skulder (banklén och ev andra skulder som medfor rantekostnader) per kvadratmeter
for den totala intaktsytan. Mattet visar hur stora lan foreningen har per kvadratmeter.

Skuldsattning kr/kvm upplaten med bostadsratt:
Beraknas pa totala rantebarande skulder (banklan och ev andra skulder som medfér rantekostnader) per kvadratmeter
for ytan som ar upplaten med bostadsrétt.

Rantekanslighet:

Beridknas pa totala rantebarande skulder (banklan och ev andra skulder som medfér rantekostnader) delat med totala
arsavgifter (inklusive Gvriga avgifter som normalt ingér i arsavgiften) delat med 100. Visar pa hur en procentenhet
forandring av rantan kan paverka arsavgifter, om allt annat lika.
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Forandringar i eget kapital

Eget kapital i kr Bundet Fritt

Medlemsinsatser Uppskrivnings-  Underhalls- Balanserat Arets resultat
fond fond resultat

Belopp vid rets borjan 4293 896 30 276 752 7142 232 10 122 007 4802271

Disposition enl. arsstaimmobeslut 4802 271 —4.802 271

Reservering underhallsfond 1,000 000 -1 000 000

lanspraktagande av underhallsfond 772 117 772 117

Arets resultat 783 745

Vid arets slut 4293 896 30276 752 7370115 14 696 395 783 745

Resultatdisposition

Till arsstammans forfogande finns féljande medel i kr

Balanserat resultat 14 696 395

Arets resultat 783 745

Summa 15 480 140

Styrelsen foreslar foljande disposition till arsstimman:

Avsittning till underhallsfond 1000 000

lansprakstagande av underhallsfond -1587 018

Att balansera i ny réakning 16 067 158

Summa 15 480 140

Avsittning till och uttag ur underhéllsfonden gors under nistkommande rakenskapsar, dvs samma ar som arsstamman
beslutar om detta. Vad betraffar foreningens resultat och stéllning i 6vrigt, hanvisas till efterféljande resultat- och
balansrakning med tillhérande bokslutskommentarer.
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Resultatrakning

2023-07-01 2022-07-01
Belopp i kr 2024-06-30 2023-06-30
Rdorelseintdkter m.m.
Nettoomsattning Not 2 10 768 736 10 352 148
Ovriga rorelseintakter Not 3 483 270 207 388
Summa rorelseintakter 11 252 006 10 559 536
Rorelsekostnader
Driftskostnader Not 4 —7 128 828 —7 694 379
Ovriga externa kostnader Not 5 —610 938 —265 117
Personalkostnader —197 864 —204 722
Av- och nedskrivningar av materiella och immateriella
anlaggningstillgangar —1269 212 —1269 212
Summa rorelsekostnader —9 206 842 —9 433 430
Rorelseresultat 2 045 164 1126 106
Finansiella poster
Resultat fran 6vriga finansiella anlaggningstillgangar 27 155 25 853
Ovriga ranteintakter och liknande resultatposter 118 537 4 691 055
Réantekostnader och liknande resultatposter -1 407 111 -1 040 744
Summa finansiella poster -1 261 419 3676 164
Resultat efter finansiella poster 783 745 4802271
Arets resultat 783 745 4802271

Brf Gillet 716411-5904
8

Transaktion 09222115557530947618

Signerat CLS, MK, LJ, CvP, JT, MV, ML, MG, SJ



[ Riksbyggen

Balansrakning

Belopp i kr 2024-06-30 2023-06-30
TILLGANGAR

Anlaggningstillgangar

Materiella anlaggningstillgangar

Byggnader och mark Not 6 140 253 362 141 522 574
Summa materiella anlaggningstillgangar 140 253 362 141 522 574
Finansiella anlaggningstillgangar

Aktier och andelar i intresseféretag 5000 5000
Andra langfristiga fordringar Not 7 1999 996 1999 996
Summa finansiella anlaggningstillgangar 2 004 996 2 004 996
Summa anlaggningstillgadngar 142 258 358 143 527 570
Omsattningstillgangar

Kortfristiga fordringar

Kund-, avgifts- och hyresfordringar 60 3
Ovriga fordringar 660 29 098
Forutbetalda kostnader och upplupna intékter 247 568 194 784
Summa kortfristiga fordringar 248 288 223 885
Kassa och bank

Kassa och bank 6 840 214 6 630 365
Summa kassa och bank 6 840 214 6 630 365
Summa omséattningstillgangar 7 088 502 6 854 250
Summa tillgangar 149 346 859 150 381 820
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Balansrakning

Belopp i kr 2024-06-30 2023-06-30

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital

Medlemsinsatser 4 293 896 4 293 896
Uppskrivningsfond 30 276 752 30 276 752
Fond for yttre underhall 7370115 7142232
Summa bundet eget kapital 41940 763 41712 880

Fritt eget kapital

Balanserat resultat 14 696 395 10 122 007
Arets resultat 783 745 4802271
Summa fritt eget kapital 15 480 140 14 924 278
Summa eget kapital 57 420 903 56 637 158
SKULDER

Langfristiga skulder

Ovriga skulder till kreditinstitut Not 8 62 025 000 90 211 204
Summa langfristiga skulder 62 025 000 90 211 204
Kortfristiga skulder

Ovriga skulder till kreditinstitut Not 8 28 186 204 1900 000
Leverantdrsskulder 333728 214 486
Skatteskulder 35249 29 462
Ovriga skulder 304 717 293 563
Upplupna kostnader och férutbetalda intakter 1041 058 1095 947
Summa kortfristiga skulder 29 900 956 3533 458
Summa eget kapital och skulder 149 346 859 150 381 820
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Kassaflodesanalys

Belopp i kr 2023/2024 2022/2023
DEN LOPANDE VERKSAMHETEN
Rorelseresultat 2 045 164 1126 106
Justeringar for poster som inte ingdr i kassaflodet
Avskrivningar 1269 212 1269 212
Utdelningar 27 155 25853
3341531 2421171
Erhéllen ranta 115024 4 687 825
Erlagd ranta -1308 732 -1139 654
Kassaflode fran forandringar i rorelsekapital
Rorelsefordringar (6kning -, minskning +) —20 890 17 155
Rorelseskulder (6kning +, minskning -) —17 085 =572 749
Kassaflode fran den I6pande verksamheten 2109 849 5413748
INVESTERINGSVERKSAMHETEN
Minskning/6kning av finansiella anlaggningstillgangar 0 2 000 000
Kassaflode fran investeringsverksamheten 0 2 000 000
FINANSIERINGSVERKSAMHETEN
Amortering av lan -1900 000 -3 475000
Kassaflode fran finansieringsverksamheten —1 900 000 -3 475 000
ARETS KASSAFLODE
Arets kassaflode 209 849 3938748
Likvida medel vid &rets borjan 6 630 365 2691617
Likvida medel vid arets slut 6 840 214 6 630 365
Kassa och Bank BR 6 840 214 6 630 365
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Noter

Not 1 Allmanna redovisningsprinciper
Arsredovisningen &r uppréttad i enlighet med &rsredovisningslagen och Bokféringsndmndens allmanna rad (BFNAR
2016:10 samt 2023:1) om arsredovisning i mindre foretag.

Redovisning av intakter

Arsavgifter och hyror aviseras i férskott men redovisas sé att endast den del som beléper pé rakenskapsaret redovisas
som intakter. Ranta och utdelning redovisas som en intakt nar det ar sannolikt att foreningen kommer att fa de
ekonomiska fordelar som ar forknippade med transaktionen samt att inkomsten kan beraknas pa ett tillforlitligt satt.

Avskrivningstider for anlaggningstillgangar

Anlaggningstillgadngar Avskrivningsprincip Antal &r
Byggnader Linjar 1,5%
Markanlaggningar Linjar 5%

Mark &r inte foremal for avskrivningar.
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Beloppen i arsredovisningen anges i hela kronor om inte annat anges.

Not 2 Nettoomsattning

2023-07-01 2022-07-01

2024-06-30 2023-06-30
Arsavgifter, bostader 10 048 965 9 664 626
Arsavgifter, lokaler 224 826 216 230
Hyror, bostader 4 800 4800
Hyror, lokaler 163 630 156 987
Hyror, garage 332793 320 034
Hyres- och avgiftsbortfall, lokaler —6 828 —6 564
Hyres- och avgiftsbortfall, garage 0 -1 365
Rabatter -9 450 —12 600
Elavgifter 10 000 10 000
Summa nettoomsaéttning 10 768 736 10 352 148
Not 3 Ovriga rorelseintakter

2023-07-01 2022-07-01

2024-06-30 2023-06-30
Ovriga ersattningar 19 256 33146
Rorelsens sidointakter & korrigeringar 0 -8
Erhalina statliga bidrag 333302 0
Erhéllna skadestand 14 187 0
Ovriga rorelseintéakter 108 236 79 956
Forsakringsersattningar 8 289 94 294
Summa 6vriga rorelseintakter 483 270 207 388
Not 4 Driftskostnader

2023-07-01 2022-07-01

2024-06-30 2023-06-30
Underhall —1587 018 =772 117
Reparationer =760 944 —1 708 645
Fastighetsavgift och fastighetsskatt -330 120 —321 426
Samfallighetsavgifter —58 650 —40 800
Forsékringspremier —207 806 —187 547
Kabel- och digital-TV —355 903 —357 647
Systematiskt brandskyddsarbete =17 131 —38 691
Serviceavtal —19 809 —54 727
Obligatoriska besiktningar —16 445 —318 105
Bevakningskostnader —61 372 —55 320
Ovriga utgifter, kopta tjanster —3 553 —6 796
Sno- och halkbekdmpning —78 217 —58 532
Forbrukningsinventarier -6 270 —11 985
Vatten —364 189 —364 584
Fastighetsel och hushallsel -1 343010 —1 185505
Uppvéarmning —1 097 108 —991 397
Sophantering —471 805 —564 994
Forvaltningsarvode (flyttat till not 5 fr o m 2024) —349 477 —655 562
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Pi

Summa driftskostnader —=7 128 828 =7 694 379
Not 5 Ovriga externa kostnader
2023-07-01 2022-07-01
2024-06-30 2023-06-30
Férvaltningsarvode inkl drift -509 203 —160 794
IT-kostnader 0 -125
Arvode, yrkesrevisorer -13 125 -12 375
Ovriga forvaltningskostnader —47 461 —48 360
Kreditupplysningar —-210 -611
Pantforskrivnings- och dverlatelseavgifter —12 033 —26 513
Kontorsmateriel —11 091 —249
Konstaterade forluster hyror/avgifter -3 0
Medlems- och foreningsavgifter -9770 -9695
Bankkostnader —8 042 —6 397
Summa 6vriga externa kostnader -610 938 -265 117
Not 6 Byggnader och mark
Anskaffningsvéarden
2024-06-30 2023-06-30
Vid arets borjan
Byggnader 81 280 794 81 280 794
Mark 89 885 000 89 885 000
Markanlaggning 1 000 000 1 000 000
Summa anskaffningsvarde vid arets slut 172 165 794 172 165 794
Ackumulerade avskrivningar enligt plan
Vid arets borjan
Byggnader —29 843 221 —28 624 009
Markanlaggningar —800 000 —750 000
-30 643 221 -29 374 009
Arets avskrivningar
Arets avskrivning byggnader -1219 212 —1219 212
Avrets avskrivning markanlaggningar —50 000 —50 000
-1269 212 -1269 212
Summa ackumulerade avskrivningar vid arets slut -31 912 433 -30 643 221
Restvarde enligt plan vid arets slut 140 253 361 141 522 573
Varav
Byggnader 50 218 361 51 437 573
Mark 89 885 000 89 885 000
Markanlaggningar 150 000 200 000

Taxeringsvéarden
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Pi

Bostéder 252 000 000 252 000 000
Lokaler 6 650 000 6 650 000
Totalt taxeringsvarde 256 650 000 256 650 000
varav byggnader 163 942 000 163 942 000
varav mark 92 708 000 92 708 000
Not 7 Andra langfristiga fordringar

2024-06-30 2023-06-30
Andra langfristiga fordringar 1999 996 1999 996
Summa andra langfristiga fordringar 1999 996 1 999 996
Not 8 Ovriga skulder till kreditinstitut

2024-06-30 2023-06-30
Inteckningslan 90 211 204 92 111 204
Nésta ars amortering pa langfristiga skulder till kreditinstitut -1 400 000 -1 400 000
Nasta ars omfaérhandling pa skulder till kreditinstitut -26 786 204 -500 000
Langfristig skuld vid arets slut 62 025 000 90 211 204

Tabell och kommentar nedan anges i hela kronor.

Kreditgivare Rantesats” Villkorsandringsdag Ingaende skuld Nya lan/ Arets amorteringar ~ Utg&ende skuld
Omsatta 1an

STADSHYPOTEK 1,71 % 2024-03-30 6 000 000 -5 650 000 350 000 0
STADSHYPOTEK 0,75 % 2024-09-30 26 786 204 0 0 26 786 204
STADSHYPOTEK 0,81 % 2025-09-30 14 000 000 0 0 14 000 000
STADSHYPOTEK 0,93 % 2026-03-30 18 000 000 0 0 18 000 000
STADSHYPOTEK 1,71 % 2027-03-01 20 000 000 0 0 20 000 000
STADSHYPOTEK 3,67% 2028-03-30 6825 000 0 700 000 6 125 000
STADSHYPOTEK 4,17 % 2028-06-30 0 5 650 000 350 000 5300 000
STADSHYPOTEK 3,95 % 2023-07-26 500 000 500 000 0
Summa 92 111 204 0 1900 000 90 211 204

*Senast kanda rantesatser

Under nasta rakenskapsar ska féreningen amortera 1 400 000 kr och omsétta 26 786 204 kr varfor den delen av skulden
betraktas som Kkortfristig skuld. Foreningen maste redovisa skulder som forfaller inom ett &r efter balansdagen som
kortfristiga skulder. Darfor redovisar vi 1&n som omsatts inom ett ar efter bokslutsdagen som kortfristig skuld.
Foreningen har inte avsikt att avsluta lanefinansieringen inom ett ar da fastighetens lanefinansiering ar Ingsiktig.
Foreningen har avsikt att omforhandla eller férlanga lanen under kommande ér.

Stallda sakerheter

2024-06-30

2023-06-30

Stallda sakerheter
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Revisionsherattelse

Till féreningsstamman i Brf Gillet, org. nr 716411-5904

Rapport om arsredovisningen

Uttalanden

Vi har utfort en revision av arsredovisningen for Brf Gillet for rakenskapsaret 2023-07-01—2024-06-30.

Enligt var uppfattning har arsredovisningen upprattats i enlighet med arsredovisningslagen och ger en i alla vasentliga avseenden réattvisande
bild av féreningens finansiella stallning per den 30 juni 2024 och av dess finansiella resultat och kassaflode for rakenskapsaret enligt arsredo-
visningslagen. Forvaltningsberattelsen ar forenlig med arsredovisningens évriga delar.

Vi tillstyrker darfor att foreningsstdmman faststaller resultatrakningen och balansrakningen.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Revisorernas ansvar enligt denna sed beskrivs ndrmare i avsnitten Det registrerade

revisionsbolagets ansvar samt Den fértroendevalda revisorns ansvar.

Vi ar oberoende i férhallande till féreningen enligt god revisorssed i Sverige. Vi som registrerat revisionsbolag har fullgjort vart yrkesetiska

ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och andamalsenliga som grund for vara uttalanden.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for att arsredovisningen upprattas
och att den ger en rattvisande bild enligt arsredovisningslagen. Sty-
relsen ansvarar &ven for den interna kontroll som den bedémer ar
noédvandig for att uppratta en arsredovisning som inte innehaller
nagra vasentliga felaktigheter, vare sig dessa beror pa oegentlig-
heter eller misstag.

Vid upprattandet av arsredovisningen ansvarar styrelsen fér bedém-
ningen av féreningens formaga att fortsatta verksamheten. Den upp-
lyser, nar sa ar tillampligt, om forhallanden som kan paverka for-
magan att fortsatta verksamheten och att anvanda antagandet om
fortsatt drift. Antagandet om fortsatt drift tilldmpas dock inte om be-
slut har fattats om att avveckla verksamheten.

Det registrerade revisionsbolagets ansvar

Vi har att utféra revisionen enligt International Standards on Auditing
(ISA) och god revisionssed i Sverige. Vart mal ar att uppna en rimlig
grad av sakerhet om huruvida arsredovisningen som helhet inte in-
nehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oe-
gentligheter eller misstag. Rimlig sékerhet ar en hég grad av saker-
het, men ar ingen garanti for att en revision som utférs enligt ISA och
god revisionssed i Sverige alltid kommer att upptacka en vasentlig
felaktighet om en sadan finns. Felaktigheter kan uppsta pa grund av
oegentligheter eller misstag och anses vara vasentliga om de enskilt
eller tillsammans rimligen kan forvantas paverka de ekonomiska be-
slut som anvandare fattar med grund i arsredovisningen.

Som del av en revision enligt ISA anvander vi professionellt omdéme
och har en professionellt skeptisk instéllning under hela revisionen.
Dessutom:

— identifierar och bedémer vi riskerna for vasentliga felaktigheter i
arsredovisningen, vare sig dessa beror pa oegentligheter eller
misstag, utformar och utfér granskningsatgarder bland annat ut-
ifran dessa risker och inhamtar revisionsbevis som ar tillrackliga
och andamalsenliga for att utgéra en grund for vara uttalanden.
Risken for att inte upptacka en vasentlig felaktighet till foljd av
oegentligheter ar hdgre an for en vasentlig felaktighet som beror
pa misstag, eftersom oegentligheter kan innefatta agerande i
maskopi, forfalskning, avsiktliga utelamnanden, felaktig inform-
ation eller asidosattande av intern kontroll.

—— skaffar vi oss en forstaelse av den del av féreningens interna
kontroll som har betydelse for var revision for att utforma
granskningsatgarder som ar lampliga med hansyn till omstan-
digheterna, men inte for att uttala oss om effektiviteten i den in-
terna kontrollen.

—— utvarderar vi lampligheten i de redovisningsprinciper som an-
vands och rimligheten i styrelsens uppskattningar i redovis-
ningen och tillhérande upplysningar.

—— drar vi en slutsats om lampligheten i att styrelsen anvander an-
tagandet om fortsatt drift vid upprattandet av arsredovisningen.
Vi drar ocksa en slutsats, med grund i de inhdmtade revisions-
bevisen, om huruvida det finns nagon vasentlig osakerhetsfak-
tor som avser sadana handelser eller férhallanden som kan
leda till betydande tvivel om féreningens férmaga att fortsatta
verksamheten. Om vi drar slutsatsen att det finns en vasentlig
osakerhetsfaktor, maste vi i revisionsberattelsen fasta uppmark-
samheten pa upplysningarna i arsredovisningen om den vasent-
liga osakerhetsfaktorn eller, om sadana upplysningar ar otill-
rackliga, modifiera uttalandet om arsredovisningen. Vara slut-
satser baseras pa de revisionsbevis som inhamtas fram till da-
tumet for revisionsberattelsen. Dock kan framtida handelser el-
ler férhallanden gora att en férening inte langre kan fortsatta
verksamheten.

—— utvarderar vi den 6vergripande presentationen, strukturen och
innehallet i arsredovisningen, daribland upplysningarna, och om
arsredovisningen aterger de underliggande transaktionerna och
handelserna pa ett satt som ger en rattvisande bild.

Vi maste informera styrelsen om bland annat revisionens planerade
omfattning och inriktning samt tidpunkten for den. Vi maste ocksa in-
formera om betydelsefulla iakttagelser under revisionen, daribland de
eventuella betydande brister i den interna kontrollen som vi identifie-
rat.

Den fortroendevalda revisorns ansvar

Jag har att utféra en revision enligt bostadsrattslagen och tillampliga delar av lagen om ekonomiska féreningar och darmed enligt god revis-
ionssed i Sverige. Mitt mal &r att uppna en rimlig grad av sékerhet om huruvida arsredovisningen har uppréattats i enlighet med arsredovis-
ningslagen och om arsredovisningen ger en rattvisande bild av féreningens resultat och stallning.
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Rapport om andra krav enligt lagar och andra forfattningar

Uttalanden

Utdver var revision av arsredovisningen har vi aven utfort en revision av styrelsens forvaltning for Brf Gillet for rakenskapsaret 2023-07-01—
2024-06-30 samt av forslaget till dispositioner betraffande féreningens vinst eller forlust.

Vi tillstyrker att féreningsstdmman disponerar vinsten enligt forslaget i férvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrinet

for rakenskapsaret.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart ansvar enligt denna beskrivs narmare i avsnittet Revisorns ansvar. Vi &r obero-
ende i forhallande till féreningen enligt god revisorssed i Sverige. Vi som registrerat revisionsbolag har i évrigt fullgjort vart yrkesetiska ansvar

enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och andamalsenliga som grund for vara uttalanden.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for forslaget till dispositioner be-
traffande foéreningens vinst eller forlust. Vid férslag till utdelning inne-
fattar detta bland annat en bedémning av om utdelningen ar férsvar-
lig med hansyn till de krav som féreningens verksamhetsart, omfatt-
ning och risker stéller pa storleken av foreningens egna kapital, kon-
solideringsbehov, likviditet och stallning i 6vrigt.

Styrelsen ansvarar for féreningens organisation och forvaltningen av
féreningens angeldgenheter. Detta innefattar bland annat att fortlo-
pande bedéma féreningens ekonomiska situation och att tillse att for-
eningens organisation ar utformad sa att bokféringen, medelsforvalt-
ningen och féreningens ekonomiska angelagenheter i dvrigt kontroll-
eras pa ett betryggande satt.

Revisorns ansvar

Vart mal betraffande revisionen av férvaltningen, och darmed vart ut-
talande om ansvarsfrihet, ar att inhamta revisionsbevis for att med en
rimlig grad av sakerhet kunna bedéma om nagon styrelseledamot i
nagot vasentligt avseende:

— foretagit nagon atgard eller gjort sig skyldig till ndgon férsum-
melse som kan foranleda ersattningsskyldighet mot féreningen,
eller

—— pa nagot annat satt handlat i strid med bostadsrattslagen, till-
lampliga delar av lagen om ekonomiska féreningar, arsredovis-
ningslagen eller stadgarna.

Vart mal betraffande revisionen av forslaget till dispositioner av fore-
ningens vinst eller forlust, och darmed vart uttalande om detta, ar att
med rimlig grad av sékerhet bedéma om férslaget ar forenligt med
bostadsrattslagen.

Rimlig sékerhet ar en hog grad av sakerhet, men ingen garanti for att
en revision som utfoérs enligt god revisionssed i Sverige alltid kommer
att upptécka atgarder eller forsummelser som kan féranleda ersatt-
ningsskyldighet mot féreningen, eller att ett forslag till dispositioner
av foreningens vinst eller forlust inte ar forenligt med bostadsrattsla-
gen.

Karlskoga 2024-

KPMG AB

Magnus Gustafsson Sdren Johansson

Auktoriserad revisor
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Foértroendevald revisor

Som en del av en revision enligt god revisionssed i Sverige anvander
det registrerade revisionsbolaget professionellt omdéme och har en
professionellt skeptisk instalining under hela revisionen. Gransk-
ningen av forvaltningen och forslaget till dispositioner av féreningens
vinst eller férlust grundar sig framst pa revisionen av rakenskaperna.
Vilka tillkommande granskningsatgarder som utférs baseras pa det
registrerade revisionsbolagets professionella bedémning och évriga
valda revisorers bedémning med utgangspunkt i risk och vasentlig-
het. Det innebar att vi fokuserar granskningen pa sadana atgarder,
omraden och férhallanden som ar vasentliga for verksamheten och
dar avsteg och dvertradelser skulle ha sarskild betydelse for fore-
ningens situation. Vi gar igenom och prévar fattade beslut, besluts-
underlag, vidtagna atgarder och andra férhallanden som ar relevanta
for vart uttalande om ansvarsfrihet. Som underlag for vart uttalande
om styrelsens forslag till dispositioner betraffande féreningens vinst
eller forlust har vi granskat om forslaget ar forenligt med bostads-
rattslagen.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-11-04 14:15:54.310459 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      213.115.12.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Ena Hadzismajlovic (EH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-11-30 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-11-04 14:15:54.310459 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (carina.laurin.stensson@gmail.com) to Carina Laurin Stensson (CLS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-04 14:15:54.310459 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (marie@miakredovisning.se) to Marie Karlsson (MK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-04 14:15:54.310459 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lagjob@telia.com) to Lars-Göran Jöbo (LJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-04 14:15:54.310459 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (caroline.von.post@orebro.se) to Caroline von Post (CvP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-04 14:15:54.310459 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonas.tornqvist68@gmail.com) to Jonas Törnqvist (JT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-04 14:15:54.310459 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mats@valstedt.com) to Mats Valstedt (MV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-04 14:15:54.310459 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (margaretalilja53@gmail.com) to Margareta Lilja (ML). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-04 14:15:57.894314 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars-Göran Jöbo (LJ) was delivered.

      


    

  



  

  

    		2024-11-04 14:15:57.909944 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Törnqvist (JT) was delivered.

      


    

  



  

  

    		2024-11-04 14:16:03.62982 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Carina Laurin Stensson (CLS) was delivered.

      


    

  



  

  

    		2024-11-04 14:16:03.644473 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Marie Karlsson (MK) was delivered.

      


    

  



  

  

    		2024-11-04 14:16:03.683562 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Caroline von Post (CvP) was delivered.

      


    

  



  

  

    		2024-11-04 14:16:03.699568 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mats Valstedt (MV) was delivered.

      


    

  



  

  

    		2024-11-04 14:16:03.714099 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Margareta Lilja (ML) was delivered.

      


    

  



  

  

    		2024-11-04 14:18:35.079481 UTC ±4 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      95.193.36.190

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/26.0 Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Jonas Törnqvist (JT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-04 14:40:04.152114 UTC ±6 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      95.193.36.190

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/26.0 Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jonas Törnqvist (JT) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-04 14:40:13.988466 UTC ±6 ms

    		2024-11-04 13:43:14.512041 UTC

    		

      95.193.36.190

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/26.0 Chrome/122.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Jonas Törnqvist (JT) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: JONAS TÖRNQVIST
  
ID number: 
  *Redacted by author*

  
IP: 95.193.36.190

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-04 15:20:51.039906 UTC ±13 ms

    		2024-11-04 14:43:16.396066 UTC

    		

      188.149.181.74

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Mats Valstedt (MV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-04 15:21:25.755519 UTC ±14 ms

    		2024-11-04 14:43:16.396066 UTC

    		

      188.149.181.74

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Mats Valstedt (MV) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-04 15:21:40.088884 UTC ±14 ms

    		2024-11-04 14:43:16.396066 UTC

    		

      188.149.181.74

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Mats Valstedt (MV) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: MATS VALSTEDT
  
ID number: 
  *Redacted by author*

  
IP: 188.149.181.74

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-04 19:45:13.163226 UTC ±9 ms

    		2024-11-04 19:43:26.926279 UTC

    		

      188.149.163.6

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/129.0.0.0 Safari/537.36 Edg/129.0.0.0

      

    

    		

      

        The party Carina Laurin Stensson (CLS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-04 19:45:24.026135 UTC ±9 ms

    		2024-11-04 19:43:26.926279 UTC

    		

      95.209.202.165

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.0.0 Safari/537.36

      

    

    		

      

        The party Carina Laurin Stensson (CLS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-04 19:45:31.541303 UTC ±9 ms

    		2024-11-04 19:43:26.926279 UTC

    		

      95.209.202.165

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.0.0 Safari/537.36

      

    

    		

      

        The party Carina Laurin Stensson (CLS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-04 19:45:38.533765 UTC ±9 ms

    		2024-11-04 19:43:26.926279 UTC

    		

      188.149.163.6

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/129.0.0.0 Safari/537.36 Edg/129.0.0.0

      

    

    		

      

        The signatory Carina Laurin Stensson (CLS) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-04 19:45:57.66139 UTC ±9 ms

    		2024-11-04 19:43:26.926279 UTC

    		

      188.149.163.6

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/129.0.0.0 Safari/537.36 Edg/129.0.0.0

      

    

    		

      

        The document was signed by Carina Laurin Stensson (CLS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: CARINA LAURIN STENSSON
  
ID number: 
  *Redacted by author*

  
IP: 188.149.163.6

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-04 20:05:59.363895 UTC ±9 ms

    		2024-11-04 19:43:26.926279 UTC

    		

      83.249.78.208

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Safari/605.1.15

      

    

    		

      

        The party Margareta Lilja (ML) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-04 20:26:03.156427 UTC ±10 ms

    		2024-11-04 19:43:26.926279 UTC

    		

      83.249.78.208

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Safari/605.1.15

      

    

    		

      

        The signatory Margareta Lilja (ML) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-04 20:26:37.862517 UTC ±10 ms

    		2024-11-04 19:43:26.926279 UTC

    		

      83.249.78.208

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Safari/605.1.15

      

    

    		

      

        The document was signed by Margareta Lilja (ML) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: MARGARETA LILJA
  
ID number: 
  *Redacted by author*

  
IP: 83.249.78.208

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-05 08:19:55.762164 UTC ±9 ms

    		2024-11-05 07:43:57.581144 UTC

    		

      194.103.205.25

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The party Caroline von Post (CvP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-05 08:20:53.481389 UTC ±9 ms

    		2024-11-05 07:43:57.581144 UTC

    		

      194.103.205.25

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The signatory Caroline von Post (CvP) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-05 08:21:05.157679 UTC ±9 ms

    		2024-11-05 07:43:57.581144 UTC

    		

      194.103.205.25

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The document was signed by Caroline von Post (CvP) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: CAROLINE VON POST
  
ID number: 
  *Redacted by author*

  
IP: 90.230.123.129

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-06 09:15:39.558585 UTC ±10 ms

    		2024-11-06 08:44:53.587677 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Marie Karlsson (MK) at the request of the Scrive system.

      


    

  



  

  

    		2024-11-06 09:15:39.558585 UTC ±10 ms

    		2024-11-06 08:44:53.587677 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Lars-Göran Jöbo (LJ) at the request of the Scrive system.

      


    

  



  

  

    		2024-11-06 09:16:34.490937 UTC ±10 ms

    		2024-11-06 08:44:53.587677 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Marie Karlsson (MK) was delivered.

      


    

  



  

  

    		2024-11-06 09:16:34.512075 UTC ±10 ms

    		2024-11-06 08:44:53.587677 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars-Göran Jöbo (LJ) was delivered.

      


    

  



  

  

    		2024-11-06 10:50:48.519341 UTC ±7 ms

    		2024-11-06 10:44:57.000821 UTC

    		

      81.233.190.19

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36

      

    

    		

      

        The party Marie Karlsson (MK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-06 11:00:29.538568 UTC ±10 ms

    		2024-11-06 10:44:57.000821 UTC

    		

      81.233.190.19

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Marie Karlsson (MK) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-06 11:00:41.065076 UTC ±10 ms

    		2024-11-06 10:44:57.000821 UTC

    		

      81.233.190.19

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Marie Karlsson (MK) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: MARIE KARLSSON
  
ID number: 
  *Redacted by author*

  
IP: 81.233.190.19

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-07 12:48:22.773871 UTC ±2 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      213.115.12.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Lars-Göran Jöbo (LJ) at the request of the user Ena Hadzismajlovic (EH).

      


    

  



  

  

    		2024-11-07 12:48:24.110312 UTC ±2 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars-Göran Jöbo (LJ) was delivered.

      


    

  



  

  

    		2024-11-07 12:49:05.151604 UTC ±2 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      78.79.168.77

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars-Göran Jöbo (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-07 12:49:13.333823 UTC ±2 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      78.79.168.77

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/130.0.6723.90 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars-Göran Jöbo (LJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-07 12:50:20.551037 UTC ±3 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      78.79.168.77

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/130.0.6723.90 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lars-Göran Jöbo (LJ) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-07 12:50:58.504733 UTC ±3 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      78.79.168.77

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/130.0.6723.90 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Lars-Göran Jöbo (LJ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: Lars-Göran Jöbo
  
ID number: 
  *Redacted by author*

  
IP: 78.79.168.77

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-07 12:50:58.504733 UTC ±3 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (magnus.gustafsson@kpmg.se) to Magnus Gustafsson (MG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-07 12:50:58.504733 UTC ±3 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (maudeosoren@gmail.com) to Sören Johansson (SJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Nu finns Brf Gillets årsredovisning tillgänglig för signering. Gå till dokumentet och signera med BankID. 

      


    

  



  

  

    		2024-11-07 12:51:06.183489 UTC ±3 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Magnus Gustafsson (MG) was delivered.

      


    

  



  

  

    		2024-11-07 12:51:06.248208 UTC ±3 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sören Johansson (SJ) was delivered.

      


    

  



  

  

    		2024-11-07 12:51:43.698932 UTC ±4 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      94.234.114.207

      

        Mozilla/5.0 (Linux; U; Android 14; sv-se; Xiaomi 11T Build/UP1A.231005.007) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/112.0.5615.136 Mobile Safari/537.36 XiaoMi/MiuiBrowser/14.10.1.3-gn

      

    

    		

      

        The party Sören Johansson (SJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-07 12:51:54.175729 UTC ±4 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      213.115.12.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Magnus Gustafsson (MG) at the request of the user Ena Hadzismajlovic (EH).

      


    

  



  

  

    		2024-11-07 12:52:00.273624 UTC ±4 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Magnus Gustafsson (MG) was delivered.

      


    

  



  

  

    		2024-11-07 12:52:02.369513 UTC ±4 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      94.234.114.207

      

        Mozilla/5.0 (Linux; U; Android 14; sv-se; Xiaomi 11T Build/UP1A.231005.007) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/112.0.5615.136 Mobile Safari/537.36 XiaoMi/MiuiBrowser/14.10.1.3-gn

      

    

    		

      

        The signatory Sören Johansson (SJ) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-07 12:52:10.946019 UTC ±4 ms

    		2024-11-07 12:46:00.95981 UTC

    		

      94.234.114.207

      

        Mozilla/5.0 (Linux; U; Android 14; sv-se; Xiaomi 11T Build/UP1A.231005.007) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/112.0.5615.136 Mobile Safari/537.36 XiaoMi/MiuiBrowser/14.10.1.3-gn

      

    

    		

      

        The document was signed by Sören Johansson (SJ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: Sören Johannes Johansson
  
ID number: 
  *Redacted by author*

  
IP: 94.234.114.207

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-07 15:25:07.111111 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      98.128.167.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The party Magnus Gustafsson (MG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-07 15:25:18.863298 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      54.243.174.75

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The party Magnus Gustafsson (MG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-07 15:25:23.250462 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      98.128.167.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The signatory Magnus Gustafsson (MG) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-07 15:25:32.564413 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      98.128.167.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The document was signed by Magnus Gustafsson (MG) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsredovisning 230701-240630 Brf Gillet" med transaktionsnummer 9222115557530947618.







Data returned from 
  the BankID network
:
  
Name: BO MAGNUS GUSTAFSSON
  
ID number: 
  *Redacted by author*

  
IP: 98.128.167.97

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-07 15:25:32.564413 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2024-11-07 15:25:32.885964 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-11-07 14:22:20.834276 UTC ±16 ms

    		2024-11-07 13:46:02.614695 UTC

    		

      213.115.12.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Ena Hadzismajlovic (EH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-02-05 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-11-07 14:22:20.834276 UTC ±16 ms

    		2024-11-07 13:46:02.614695 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (magnus.gustafsson@kpmg.se) to Magnus Gustafsson (MG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2024-11-07 14:22:20.834276 UTC ±16 ms

    		2024-11-07 13:46:02.614695 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (maudeosoren@gmail.com) to Sören Johansson (SJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2024-11-07 14:22:23.481265 UTC ±16 ms

    		2024-11-07 13:46:02.614695 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Magnus Gustafsson (MG) was delivered.

      


    

  



  

  

    		2024-11-07 14:22:23.489679 UTC ±16 ms

    		2024-11-07 13:46:02.614695 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sören Johansson (SJ) was delivered.

      


    

  



  

  

    		2024-11-07 15:26:43.787116 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      98.128.167.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The party Magnus Gustafsson (MG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-07 15:26:56.432867 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      52.20.196.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The party Magnus Gustafsson (MG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-07 15:27:24.086705 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      98.128.167.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The signatory Magnus Gustafsson (MG) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-07 15:27:33.177996 UTC ±8 ms

    		2024-11-07 14:46:05.482885 UTC

    		

      98.128.167.97

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/130.0.0.0 Safari/537.36 Edg/130.0.0.0

      

    

    		

      

        The document was signed by Magnus Gustafsson (MG) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Revisionsberättelse Brf Gillet" med transaktionsnummer 9222115557531217302.







Data returned from 
  the BankID network
:
  
Name: BO MAGNUS GUSTAFSSON
  
ID number: 
  *Redacted by author*

  
IP: 98.128.167.97

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-07 15:59:45.593767 UTC ±4 ms

    		2024-11-07 15:46:07.079523 UTC

    		

      83.253.249.157

      

        Mozilla/5.0 (Linux; U; Android 14; sv-se; Xiaomi 11T Build/UP1A.231005.007) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/112.0.5615.136 Mobile Safari/537.36 XiaoMi/MiuiBrowser/14.10.1.3-gn

      

    

    		

      

        The party Sören Johansson (SJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-11-07 16:00:37.818779 UTC ±4 ms

    		2024-11-07 15:46:07.079523 UTC

    		

      83.253.249.157

      

        Mozilla/5.0 (Linux; U; Android 14; sv-se; Xiaomi 11T Build/UP1A.231005.007) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/112.0.5615.136 Mobile Safari/537.36 XiaoMi/MiuiBrowser/14.10.1.3-gn

      

    

    		

      

        The signatory Sören Johansson (SJ) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2024-11-07 16:00:48.206966 UTC ±4 ms

    		2024-11-07 15:46:07.079523 UTC

    		

      83.253.249.157

      

        Mozilla/5.0 (Linux; U; Android 14; sv-se; Xiaomi 11T Build/UP1A.231005.007) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/112.0.5615.136 Mobile Safari/537.36 XiaoMi/MiuiBrowser/14.10.1.3-gn

      

    

    		

      

        The document was signed by Sören Johansson (SJ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Revisionsberättelse Brf Gillet" med transaktionsnummer 9222115557531217302.







Data returned from 
  the BankID network
:
  
Name: Sören Johannes Johansson
  
ID number: 
  *Redacted by author*

  
IP: 83.253.249.157

















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2024-11-07 16:00:48.206966 UTC ±4 ms

    		2024-11-07 15:46:07.079523 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2024-11-07 16:00:48.429498 UTC ±4 ms

    		2024-11-07 15:46:07.079523 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.12 ms

		standard deviation: 1.53 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.721%

		|e| < 5 ms: ≈99.890%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-09-26 23:07:26.633884 UTC and 2024-11-07 14:46:05.482885 UTC:







  		Time collected

  		Clock offset







  

    		2024-09-26 23:07:26.633884

    		-1.2 ms

  





  

    		2024-09-27 00:07:28.816976

    		-0.1 ms

  





  

    		2024-09-27 01:07:31.013521

    		-1.7 ms

  





  

    		2024-09-27 02:07:33.445938

    		-0.8 ms

  





  

    		2024-09-27 03:07:36.486108

    		-0.9 ms

  





  

    		2024-09-27 04:07:38.474655

    		-0.4 ms

  





  

    		2024-09-27 05:07:41.310726

    		3.1 ms

  





  

    		2024-09-27 06:07:43.760859

    		2.5 ms

  





  

    		2024-09-27 07:07:46.060637

    		-0.6 ms

  





  

    		2024-09-27 08:07:48.892988

    		1.1 ms

  





  

    		2024-09-27 09:07:50.951527

    		-1.0 ms

  





  

    		2024-09-27 10:07:52.912506

    		0.8 ms

  





  

    		2024-09-27 11:07:56.122932

    		0.2 ms

  





  

    		2024-09-27 12:07:58.630022

    		0.8 ms

  





  

    		2024-09-27 13:08:01.416817

    		1.8 ms

  





  

    		2024-09-27 14:08:03.313146

    		0.0 ms

  





  

    		2024-09-27 15:08:06.470901

    		1.2 ms

  





  

    		2024-09-27 16:08:08.055487

    		-0.6 ms

  





  

    		2024-09-27 17:08:10.111072

    		-1.0 ms

  





  

    		2024-09-27 18:08:12.578253

    		-1.5 ms

  





  

    		2024-09-27 19:08:15.500327

    		-0.2 ms

  





  

    		2024-09-27 20:08:17.888733

    		0.3 ms

  





  

    		2024-09-27 21:08:19.50986

    		-1.1 ms

  





  

    		2024-09-27 22:08:21.648708

    		0.8 ms

  





  

    		2024-09-27 23:08:23.811344

    		-2.2 ms

  





  

    		2024-09-28 00:08:26.20909

    		-1.6 ms

  





  

    		2024-09-28 01:08:29.03118

    		0.6 ms

  





  

    		2024-09-28 02:08:31.868643

    		-1.4 ms

  





  

    		2024-09-28 03:08:34.554034

    		-0.3 ms

  





  

    		2024-09-28 04:08:36.855078

    		2.3 ms

  





  

    		2024-09-28 05:08:39.50956

    		0.6 ms

  





  

    		2024-09-28 06:08:41.311365

    		-0.1 ms

  





  

    		2024-09-28 07:08:43.120124

    		0.7 ms

  





  

    		2024-09-28 08:08:45.491572

    		3.0 ms

  





  

    		2024-09-28 09:08:47.093306

    		-1.2 ms

  





  

    		2024-09-28 10:08:49.086084

    		0.2 ms

  





  

    		2024-09-28 11:08:50.783218

    		-0.6 ms

  





  

    		2024-09-28 12:08:52.390209

    		0.7 ms

  





  

    		2024-09-28 13:08:54.747814

    		3.3 ms

  





  

    		2024-09-28 14:08:56.390614

    		-0.1 ms

  





  

    		2024-09-28 15:08:58.693933

    		1.8 ms

  





  

    		2024-09-28 16:09:01.136909

    		-0.7 ms

  





  

    		2024-09-28 17:09:03.054791

    		1.4 ms

  





  

    		2024-09-28 18:09:06.572138

    		-1.2 ms

  





  

    		2024-09-28 19:09:08.643163

    		0.0 ms

  





  

    		2024-09-28 20:09:10.368074

    		-1.7 ms

  





  

    		2024-09-28 21:09:12.348602

    		-2.1 ms

  





  

    		2024-09-28 22:09:14.129303

    		-0.9 ms

  





  

    		2024-09-28 23:09:17.098182

    		-1.0 ms

  





  

    		2024-09-29 00:09:19.431677

    		-2.1 ms

  





  

    		2024-09-29 01:09:21.758828

    		-1.0 ms

  





  

    		2024-09-29 02:09:24.608629

    		-0.1 ms

  





  

    		2024-09-29 03:09:27.127044

    		-0.3 ms

  





  

    		2024-09-29 04:09:30.119564

    		-0.2 ms

  





  

    		2024-09-29 05:09:33.170894

    		2.9 ms

  





  

    		2024-09-29 06:09:35.935475

    		1.0 ms

  





  

    		2024-09-29 07:09:37.725837

    		3.0 ms

  





  

    		2024-09-29 08:09:39.554152

    		0.2 ms

  





  

    		2024-09-29 09:09:41.633053

    		-0.8 ms

  





  

    		2024-09-29 10:09:43.388479

    		0.7 ms

  





  

    		2024-09-29 11:09:45.027987

    		-0.8 ms

  





  

    		2024-09-29 12:09:47.915515

    		0.7 ms

  





  

    		2024-09-29 13:09:49.431659

    		-1.5 ms

  





  

    		2024-09-29 14:09:53.542024

    		0.0 ms

  





  

    		2024-09-29 15:09:55.231471

    		-0.6 ms

  





  

    		2024-09-29 16:09:56.802747

    		-0.2 ms

  





  

    		2024-09-29 17:09:59.764265

    		1.1 ms

  





  

    		2024-09-29 18:10:01.735658

    		-1.7 ms

  





  

    		2024-09-29 19:10:04.00124

    		-2.0 ms

  





  

    		2024-09-29 20:10:05.627347

    		-0.2 ms

  





  

    		2024-09-29 21:10:07.335861

    		2.2 ms

  





  

    		2024-09-29 22:10:09.88149

    		2.0 ms

  





  

    		2024-09-29 23:10:12.703103

    		1.3 ms

  





  

    		2024-09-30 00:10:15.239943

    		-0.9 ms

  





  

    		2024-09-30 01:10:16.939518

    		-2.7 ms

  





  

    		2024-09-30 02:10:19.909148

    		0.0 ms

  





  

    		2024-09-30 03:10:21.633303

    		0.6 ms

  





  

    		2024-09-30 04:10:24.53442

    		-0.5 ms

  





  

    		2024-09-30 05:10:27.038837

    		1.5 ms

  





  

    		2024-09-30 06:10:29.301153

    		0.3 ms

  





  

    		2024-09-30 07:10:32.503641

    		-0.1 ms

  





  

    		2024-09-30 08:10:34.571463

    		-0.5 ms

  





  

    		2024-09-30 09:10:36.35262

    		0.1 ms

  





  

    		2024-09-30 10:10:39.25849

    		-1.4 ms

  





  

    		2024-09-30 11:10:41.64769

    		-0.6 ms

  





  

    		2024-09-30 12:10:44.174435

    		-1.4 ms

  





  

    		2024-09-30 13:10:45.641012

    		-1.3 ms

  





  

    		2024-09-30 14:10:47.620004

    		0.3 ms

  





  

    		2024-09-30 15:10:49.144615

    		0.5 ms

  





  

    		2024-09-30 16:10:51.137693

    		-0.2 ms

  





  

    		2024-09-30 17:10:53.591986

    		-0.7 ms

  





  

    		2024-09-30 18:10:55.068393

    		2.0 ms

  





  

    		2024-09-30 19:10:57.032755

    		0.5 ms

  





  

    		2024-09-30 20:10:59.014633

    		-0.5 ms

  





  

    		2024-09-30 21:11:01.435752

    		-2.4 ms

  





  

    		2024-09-30 22:11:03.724811

    		-1.2 ms

  





  

    		2024-09-30 23:11:06.360501

    		-1.6 ms

  





  

    		2024-10-01 00:11:09.773068

    		-4.7 ms

  





  

    		2024-10-01 01:11:11.489019

    		0.0 ms

  





  

    		2024-10-01 02:11:14.532185

    		-0.5 ms

  





  

    		2024-10-01 03:11:18.067863

    		1.6 ms

  





  

    		2024-10-01 04:11:21.023798

    		0.0 ms

  





  

    		2024-10-01 05:11:23.174701

    		0.1 ms

  





  

    		2024-10-01 06:11:24.987663

    		2.9 ms

  





  

    		2024-10-01 07:11:26.714659

    		1.7 ms

  





  

    		2024-10-01 08:11:28.988465

    		2.0 ms

  





  

    		2024-10-01 09:11:31.169977

    		0.1 ms

  





  

    		2024-10-01 10:11:32.740269

    		2.6 ms

  





  

    		2024-10-01 11:11:34.823268

    		0.7 ms

  





  

    		2024-10-01 12:11:37.287129

    		0.7 ms

  





  

    		2024-10-01 13:11:38.805142

    		0.1 ms

  





  

    		2024-10-01 14:11:40.925737

    		0.9 ms

  





  

    		2024-10-01 15:11:43.207994

    		-0.8 ms

  





  

    		2024-10-01 16:11:45.349898

    		2.3 ms

  





  

    		2024-10-01 17:11:46.929809

    		2.8 ms

  





  

    		2024-10-01 18:11:48.832827

    		-3.7 ms

  





  

    		2024-10-01 19:11:50.434735

    		-1.3 ms

  





  

    		2024-10-01 20:11:54.352563

    		-0.9 ms

  





  

    		2024-10-01 21:11:56.085732

    		-2.4 ms

  





  

    		2024-10-01 22:11:57.839919

    		0.7 ms

  





  

    		2024-10-01 23:12:00.848346

    		-0.1 ms

  





  

    		2024-10-02 00:12:02.839413

    		0.5 ms

  





  

    		2024-10-02 01:12:05.288462

    		-1.3 ms

  





  

    		2024-10-02 02:12:06.919355

    		1.7 ms

  





  

    		2024-10-02 03:12:09.002733

    		3.4 ms

  





  

    		2024-10-02 04:12:12.034295

    		0.1 ms

  





  

    		2024-10-02 05:12:14.836676

    		1.1 ms

  





  

    		2024-10-02 06:12:17.190175

    		1.3 ms

  





  

    		2024-10-02 07:12:18.972835

    		0.3 ms

  





  

    		2024-10-02 08:12:20.993867

    		1.9 ms

  





  

    		2024-10-02 09:12:22.776516

    		-1.2 ms

  





  

    		2024-10-02 10:12:25.007252

    		0.0 ms

  





  

    		2024-10-02 11:12:27.403723

    		-0.9 ms

  





  

    		2024-10-02 12:12:30.400895

    		1.9 ms

  





  

    		2024-10-02 13:12:31.848862

    		-1.7 ms

  





  

    		2024-10-02 14:12:33.484753

    		0.8 ms

  





  

    		2024-10-02 15:12:36.04927

    		1.3 ms

  





  

    		2024-10-02 16:12:37.823562

    		-1.4 ms

  





  

    		2024-10-02 17:12:39.733824

    		-0.8 ms

  





  

    		2024-10-02 18:12:42.048122

    		-1.9 ms

  





  

    		2024-10-02 19:12:44.094957

    		0.9 ms

  





  

    		2024-10-02 20:12:46.516749

    		0.8 ms

  





  

    		2024-10-02 21:12:48.321632

    		-0.5 ms

  





  

    		2024-10-02 22:12:51.245732

    		-3.5 ms

  





  

    		2024-10-02 23:12:53.321353

    		1.1 ms

  





  

    		2024-10-03 00:12:56.876419

    		0.0 ms

  





  

    		2024-10-03 01:12:58.46798

    		-0.8 ms

  





  

    		2024-10-03 02:13:02.068684

    		0.7 ms

  





  

    		2024-10-03 03:13:04.595805

    		-0.8 ms

  





  

    		2024-10-03 04:13:06.151738

    		-0.9 ms

  





  

    		2024-10-03 05:13:10.156572

    		-1.7 ms

  





  

    		2024-10-03 06:13:11.817111

    		-1.6 ms

  





  

    		2024-10-03 07:13:14.580811

    		0.6 ms

  





  

    		2024-10-03 08:13:16.72516

    		1.9 ms

  





  

    		2024-10-03 09:13:18.608663

    		2.9 ms

  





  

    		2024-10-03 10:13:21.077117

    		2.1 ms

  





  

    		2024-10-03 11:13:22.880402

    		0.8 ms

  





  

    		2024-10-03 12:13:24.43723

    		-1.8 ms

  





  

    		2024-10-03 13:13:25.99753

    		-1.6 ms

  





  

    		2024-10-03 14:13:27.726975

    		-2.7 ms

  





  

    		2024-10-03 15:13:29.191352

    		0.3 ms

  





  

    		2024-10-03 16:13:31.482129

    		-1.0 ms

  





  

    		2024-10-03 17:13:33.185474

    		1.1 ms

  





  

    		2024-10-03 18:13:34.686374

    		0.8 ms

  





  

    		2024-10-03 19:13:36.815731

    		-1.5 ms

  





  

    		2024-10-03 20:13:38.560474

    		-1.7 ms

  





  

    		2024-10-03 21:13:41.349377

    		2.0 ms

  





  

    		2024-10-03 22:13:43.980534

    		-0.2 ms

  





  

    		2024-10-03 23:13:47.750946

    		0.4 ms

  





  

    		2024-10-04 00:13:49.26384

    		0.6 ms

  





  

    		2024-10-04 01:13:50.759493

    		0.3 ms

  





  

    		2024-10-04 02:13:53.30762

    		-0.5 ms

  





  

    		2024-10-04 03:13:56.274313

    		-0.6 ms

  





  

    		2024-10-04 04:13:58.186153

    		-0.3 ms

  





  

    		2024-10-04 05:13:59.904233

    		0.3 ms

  





  

    		2024-10-04 06:14:01.608578

    		-0.5 ms

  





  

    		2024-10-04 07:14:04.174755

    		3.3 ms

  





  

    		2024-10-04 08:14:05.790084

    		2.2 ms

  





  

    		2024-10-04 09:14:09.120816

    		1.6 ms

  





  

    		2024-10-04 10:14:10.7196

    		-1.9 ms

  





  

    		2024-10-04 11:14:13.366331

    		0.2 ms

  





  

    		2024-10-04 12:14:14.933924

    		1.5 ms

  





  

    		2024-10-04 13:14:17.438513

    		-2.5 ms

  





  

    		2024-10-04 14:14:19.115436

    		-1.2 ms

  





  

    		2024-10-04 15:14:21.857471

    		-0.5 ms

  





  

    		2024-10-04 16:14:23.750669

    		-1.8 ms

  





  

    		2024-10-04 17:14:25.625044

    		-1.1 ms

  





  

    		2024-10-04 18:14:27.449693

    		1.1 ms

  





  

    		2024-10-04 19:14:29.606169

    		-0.7 ms

  





  

    		2024-10-04 20:14:31.261865

    		2.5 ms

  





  

    		2024-10-04 21:14:33.77052

    		0.6 ms

  





  

    		2024-10-04 22:14:35.916602

    		-1.1 ms

  





  

    		2024-10-04 23:14:38.447073

    		-1.1 ms

  





  

    		2024-10-05 00:14:40.552697

    		0.8 ms

  





  

    		2024-10-05 01:14:42.074999

    		0.0 ms

  





  

    		2024-10-05 02:14:43.916824

    		-0.7 ms

  





  

    		2024-10-05 03:14:46.188199

    		0.3 ms

  





  

    		2024-10-05 04:14:48.099417

    		-0.3 ms

  





  

    		2024-10-05 05:14:50.558893

    		1.6 ms

  





  

    		2024-10-05 06:14:52.77039

    		0.1 ms

  





  

    		2024-10-05 07:14:54.702943

    		-0.5 ms

  





  

    		2024-10-05 08:14:56.146824

    		1.4 ms

  





  

    		2024-10-05 09:14:58.403882

    		-2.0 ms

  





  

    		2024-10-05 10:14:59.966629

    		1.7 ms

  





  

    		2024-10-05 11:15:01.711143

    		-1.0 ms

  





  

    		2024-10-05 12:15:03.789095

    		0.7 ms

  





  

    		2024-10-05 13:15:07.670704

    		0.4 ms

  





  

    		2024-10-05 14:15:09.880232

    		2.3 ms

  





  

    		2024-10-05 15:15:12.989255

    		-0.7 ms

  





  

    		2024-10-05 16:15:14.697653

    		0.8 ms

  





  

    		2024-10-05 17:15:16.784036

    		-0.1 ms

  





  

    		2024-10-05 18:15:18.853648

    		-1.9 ms

  





  

    		2024-10-05 19:15:21.879833

    		0.7 ms

  





  

    		2024-10-05 20:15:24.497418

    		-0.5 ms

  





  

    		2024-10-05 21:15:26.157649

    		-2.0 ms

  





  

    		2024-10-05 22:15:29.836482

    		0.7 ms

  





  

    		2024-10-05 23:15:32.75114

    		-1.3 ms

  





  

    		2024-10-06 00:15:34.761197

    		-1.9 ms

  





  

    		2024-10-06 01:15:36.512979

    		-0.4 ms

  





  

    		2024-10-06 02:15:38.462914

    		-0.5 ms

  





  

    		2024-10-06 03:15:41.972077

    		-1.1 ms

  





  

    		2024-10-06 04:15:43.792235

    		-1.0 ms

  





  

    		2024-10-06 05:15:45.289044

    		1.8 ms

  





  

    		2024-10-06 06:15:47.563581

    		-0.8 ms

  





  

    		2024-10-06 07:15:49.259057

    		0.0 ms

  





  

    		2024-10-06 08:15:52.617342

    		2.0 ms

  





  

    		2024-10-06 09:15:54.14596

    		-0.5 ms

  





  

    		2024-10-06 10:15:56.113435

    		-0.1 ms

  





  

    		2024-10-06 11:15:59.549946

    		-0.4 ms

  





  

    		2024-10-06 12:16:01.455285

    		0.6 ms

  





  

    		2024-10-06 13:16:03.62125

    		0.6 ms

  





  

    		2024-10-06 14:16:05.204459

    		-0.4 ms

  





  

    		2024-10-06 15:16:08.002599

    		-0.9 ms

  





  

    		2024-10-06 16:16:11.273877

    		0.4 ms

  





  

    		2024-10-06 17:16:15.265264

    		-1.0 ms

  





  

    		2024-10-06 18:16:18.5254

    		1.2 ms

  





  

    		2024-10-06 19:16:22.255471

    		0.3 ms

  





  

    		2024-10-06 20:16:23.871432

    		-2.1 ms

  





  

    		2024-10-06 21:16:25.559856

    		0.7 ms

  





  

    		2024-10-06 22:16:27.337013

    		-0.6 ms

  





  

    		2024-10-06 23:16:30.013741

    		0.2 ms

  





  

    		2024-10-07 00:16:32.324375

    		0.5 ms

  





  

    		2024-10-07 01:16:34.701804

    		-0.7 ms

  





  

    		2024-10-07 02:16:36.531442

    		-1.5 ms

  





  

    		2024-10-07 03:16:38.842144

    		1.0 ms

  





  

    		2024-10-07 04:16:40.707555

    		-0.8 ms

  





  

    		2024-10-07 05:16:42.61978

    		-0.3 ms

  





  

    		2024-10-07 06:16:46.041124

    		0.3 ms

  





  

    		2024-10-07 07:16:47.780773

    		0.1 ms

  





  

    		2024-10-07 08:16:51.434516

    		1.9 ms

  





  

    		2024-10-07 09:16:53.003084

    		-3.2 ms

  





  

    		2024-10-07 10:16:54.547303

    		-0.2 ms

  





  

    		2024-10-07 11:16:56.026495

    		-0.9 ms

  





  

    		2024-10-07 12:16:57.999619

    		-2.1 ms

  





  

    		2024-10-07 13:17:00.104387

    		0.6 ms

  





  

    		2024-10-07 14:17:02.032866

    		3.2 ms

  





  

    		2024-10-07 15:17:03.844572

    		-5.3 ms

  





  

    		2024-10-07 16:17:05.53258

    		-0.8 ms

  





  

    		2024-10-07 17:17:07.337553

    		1.6 ms

  





  

    		2024-10-07 18:17:08.986976

    		-3.6 ms

  





  

    		2024-10-07 19:17:10.722561

    		5.6 ms

  





  

    		2024-10-07 20:17:12.509152

    		-0.9 ms

  





  

    		2024-10-07 21:17:13.941309

    		2.9 ms

  





  

    		2024-10-07 22:17:18.033938

    		-0.4 ms

  





  

    		2024-10-07 23:17:20.672163

    		-0.6 ms

  





  

    		2024-10-08 00:17:23.484024

    		-2.7 ms

  





  

    		2024-10-08 01:17:27.616801

    		1.1 ms

  





  

    		2024-10-08 02:17:29.72271

    		-0.6 ms

  





  

    		2024-10-08 03:17:31.213121

    		1.3 ms

  





  

    		2024-10-08 04:17:33.219981

    		0.0 ms

  





  

    		2024-10-08 05:17:34.822118

    		-0.2 ms

  





  

    		2024-10-08 06:17:37.613233

    		0.2 ms

  





  

    		2024-10-08 07:17:39.487713

    		1.6 ms

  





  

    		2024-10-08 08:17:41.666811

    		2.4 ms

  





  

    		2024-10-08 09:17:44.166054

    		1.9 ms

  





  

    		2024-10-08 10:17:45.776286

    		-0.4 ms

  





  

    		2024-10-08 11:17:48.042384

    		-0.7 ms

  





  

    		2024-10-08 12:17:50.497039

    		-0.7 ms

  





  

    		2024-10-08 13:17:51.95847

    		-0.6 ms

  





  

    		2024-10-08 14:17:53.546829

    		2.8 ms

  





  

    		2024-10-08 15:17:55.220373

    		1.5 ms

  





  

    		2024-10-08 16:17:57.448546

    		-0.7 ms

  





  

    		2024-10-08 17:18:00.400511

    		0.5 ms

  





  

    		2024-10-08 18:18:04.683432

    		2.1 ms

  





  

    		2024-10-08 19:18:08.825423

    		-0.8 ms

  





  

    		2024-10-08 20:18:10.797796

    		0.0 ms

  





  

    		2024-10-08 21:18:13.32148

    		-2.1 ms

  





  

    		2024-10-08 22:18:14.873875

    		-1.8 ms

  





  

    		2024-10-08 23:18:16.950713

    		-2.8 ms

  





  

    		2024-10-09 00:18:19.271299

    		0.1 ms

  





  

    		2024-10-09 01:18:20.76653

    		-0.9 ms

  





  

    		2024-10-09 02:18:22.924764

    		1.7 ms

  





  

    		2024-10-09 03:18:25.574282

    		3.0 ms

  





  

    		2024-10-09 04:18:27.624827

    		-1.4 ms

  





  

    		2024-10-09 05:18:29.275694

    		-1.4 ms

  





  

    		2024-10-09 06:18:32.263706

    		-1.0 ms

  





  

    		2024-10-09 07:18:34.207536

    		-1.9 ms

  





  

    		2024-10-09 08:18:36.207934

    		7.4 ms

  





  

    		2024-10-09 09:18:37.6929

    		0.1 ms

  





  

    		2024-10-09 10:18:39.142339

    		0.8 ms

  





  

    		2024-10-09 11:18:40.808672

    		1.1 ms

  





  

    		2024-10-09 12:18:42.394586

    		-1.0 ms

  





  

    		2024-10-09 13:18:43.960108

    		-1.2 ms

  





  

    		2024-10-09 14:18:45.630668

    		-1.3 ms

  





  

    		2024-10-09 15:18:47.662833

    		1.8 ms

  





  

    		2024-10-09 16:18:51.425847

    		1.2 ms

  





  

    		2024-10-09 17:18:53.432317

    		-0.7 ms

  





  

    		2024-10-09 18:18:57.209712

    		-0.9 ms

  





  

    		2024-10-09 19:18:59.032233

    		2.4 ms

  





  

    		2024-10-09 20:19:03.359005

    		-1.2 ms

  





  

    		2024-10-09 21:19:07.237508

    		-2.0 ms

  





  

    		2024-10-09 22:19:11.254058

    		-0.9 ms

  





  

    		2024-10-09 23:19:12.747713

    		-0.2 ms

  





  

    		2024-10-10 00:19:14.405772

    		-1.2 ms

  





  

    		2024-10-10 01:19:16.148713

    		-0.8 ms

  





  

    		2024-10-10 02:19:18.463224

    		-0.9 ms

  





  

    		2024-10-10 03:19:21.664429

    		-0.4 ms

  





  

    		2024-10-10 04:19:24.115886

    		0.0 ms

  





  

    		2024-10-10 05:19:26.95607

    		-1.1 ms

  





  

    		2024-10-10 06:19:29.911862

    		-0.8 ms

  





  

    		2024-10-10 07:19:31.754549

    		-1.1 ms

  





  

    		2024-10-10 08:19:34.098696

    		-0.1 ms

  





  

    		2024-10-10 09:19:36.000304

    		0.2 ms

  





  

    		2024-10-10 10:19:37.977771

    		2.6 ms

  





  

    		2024-10-10 11:19:39.959065

    		-1.5 ms

  





  

    		2024-10-10 12:19:42.743171

    		0.9 ms

  





  

    		2024-10-10 13:19:44.846439

    		1.2 ms

  





  

    		2024-10-10 14:19:46.568049

    		1.4 ms

  





  

    		2024-10-10 15:19:48.342398

    		-0.5 ms

  





  

    		2024-10-10 16:19:50.54825

    		-2.0 ms

  





  

    		2024-10-10 17:19:52.887428

    		-0.8 ms

  





  

    		2024-10-10 18:19:54.842285

    		0.7 ms

  





  

    		2024-10-10 19:19:57.243113

    		-0.9 ms

  





  

    		2024-10-10 20:20:00.759066

    		-1.6 ms

  





  

    		2024-10-10 21:20:02.261124

    		-1.9 ms

  





  

    		2024-10-10 22:20:05.448074

    		-0.1 ms

  





  

    		2024-10-10 23:20:08.866242

    		-0.7 ms

  





  

    		2024-10-11 00:20:12.229803

    		-1.0 ms

  





  

    		2024-10-11 01:20:14.102005

    		1.7 ms

  





  

    		2024-10-11 02:20:17.98284

    		0.1 ms

  





  

    		2024-10-11 03:20:20.143269

    		3.8 ms

  





  

    		2024-10-11 04:20:22.977605

    		0.3 ms

  





  

    		2024-10-11 05:20:24.972535

    		1.4 ms

  





  

    		2024-10-11 06:20:26.789153

    		0.1 ms

  





  

    		2024-10-11 07:20:29.397684

    		0.3 ms

  





  

    		2024-10-11 08:20:30.805149

    		1.0 ms

  





  

    		2024-10-11 09:20:32.434084

    		1.4 ms

  





  

    		2024-10-11 10:20:34.817563

    		1.9 ms

  





  

    		2024-10-11 11:20:37.248793

    		0.2 ms

  





  

    		2024-10-11 12:20:38.807952

    		-4.4 ms

  





  

    		2024-10-11 13:20:40.27524

    		-0.4 ms

  





  

    		2024-10-11 14:20:42.915427

    		-12.6 ms

  





  

    		2024-10-11 15:20:45.195237

    		0.6 ms

  





  

    		2024-10-11 16:20:46.71159

    		-0.2 ms

  





  

    		2024-10-11 17:20:48.77382

    		-1.8 ms

  





  

    		2024-10-11 18:20:50.339649

    		1.4 ms

  





  

    		2024-10-11 19:20:51.926525

    		-0.6 ms

  





  

    		2024-10-11 20:20:54.245084

    		2.0 ms

  





  

    		2024-10-11 21:20:55.949161

    		1.2 ms

  





  

    		2024-10-11 22:20:57.941445

    		-2.3 ms

  





  

    		2024-10-11 23:21:00.121544

    		-9.4 ms

  





  

    		2024-10-12 00:21:03.055464

    		-12.1 ms

  





  

    		2024-10-12 01:21:06.260172

    		-3.1 ms

  





  

    		2024-10-12 02:21:08.284746

    		-0.6 ms

  





  

    		2024-10-12 03:21:10.96043

    		-2.4 ms

  





  

    		2024-10-12 04:21:13.745555

    		-0.7 ms

  





  

    		2024-10-12 05:21:17.358616

    		-1.1 ms

  





  

    		2024-10-12 06:21:19.502109

    		0.0 ms

  





  

    		2024-10-12 07:21:21.267914

    		1.1 ms

  





  

    		2024-10-12 08:21:23.757794

    		-0.3 ms

  





  

    		2024-10-12 09:21:25.562743

    		-0.5 ms

  





  

    		2024-10-12 10:21:28.644188

    		-1.1 ms

  





  

    		2024-10-12 11:21:30.460033

    		1.8 ms

  





  

    		2024-10-12 12:21:33.820173

    		0.6 ms

  





  

    		2024-10-12 13:21:36.574481

    		-0.2 ms

  





  

    		2024-10-12 14:21:38.749531

    		-1.6 ms

  





  

    		2024-10-12 15:21:41.455549

    		-0.9 ms

  





  

    		2024-10-12 16:21:43.757432

    		2.9 ms

  





  

    		2024-10-12 17:21:46.811672

    		0.2 ms

  





  

    		2024-10-12 18:21:49.178465

    		-4.2 ms

  





  

    		2024-10-12 19:21:51.278202

    		-3.4 ms

  





  

    		2024-10-12 20:21:52.802233

    		-0.7 ms

  





  

    		2024-10-12 21:21:56.096456

    		0.2 ms

  





  

    		2024-10-12 22:21:58.853977

    		-0.7 ms

  





  

    		2024-10-12 23:22:02.152184

    		0.8 ms

  





  

    		2024-10-13 00:22:04.506622

    		1.9 ms

  





  

    		2024-10-13 01:22:06.726615

    		0.3 ms

  





  

    		2024-10-13 02:22:08.443639

    		-1.5 ms

  





  

    		2024-10-13 03:22:10.393223

    		1.7 ms

  





  

    		2024-10-13 04:22:11.915042

    		-0.8 ms

  





  

    		2024-10-13 05:22:15.169936

    		1.1 ms

  





  

    		2024-10-13 06:22:17.046499

    		-0.2 ms

  





  

    		2024-10-13 07:22:18.781244

    		-0.1 ms

  





  

    		2024-10-13 08:22:21.500743

    		1.9 ms

  





  

    		2024-10-13 09:22:24.516434

    		2.5 ms

  





  

    		2024-10-13 10:22:26.942003

    		0.6 ms

  





  

    		2024-10-13 11:22:30.053371

    		1.5 ms

  





  

    		2024-10-13 12:22:33.705508

    		-0.8 ms

  





  

    		2024-10-13 13:22:37.373368

    		0.8 ms

  





  

    		2024-10-13 14:22:39.01276

    		-0.2 ms

  





  

    		2024-10-13 15:22:43.018073

    		1.0 ms

  





  

    		2024-10-13 16:22:46.774438

    		0.8 ms

  





  

    		2024-10-13 17:22:48.808297

    		-0.3 ms

  





  

    		2024-10-13 18:22:51.894508

    		1.1 ms

  





  

    		2024-10-13 19:22:55.462742

    		1.2 ms

  





  

    		2024-10-13 20:22:58.119525

    		-0.8 ms

  





  

    		2024-10-13 21:22:59.549082

    		-1.3 ms

  





  

    		2024-10-13 22:23:01.552556

    		0.7 ms

  





  

    		2024-10-13 23:23:03.721694

    		-0.4 ms

  





  

    		2024-10-14 00:23:05.859828

    		-1.4 ms

  





  

    		2024-10-14 01:23:07.785647

    		-1.1 ms

  





  

    		2024-10-14 02:23:09.515745

    		-1.2 ms

  





  

    		2024-10-14 03:23:11.203477

    		-1.2 ms

  





  

    		2024-10-14 04:23:13.284049

    		0.6 ms

  





  

    		2024-10-14 05:23:16.265631

    		0.9 ms

  





  

    		2024-10-14 06:23:19.229911

    		2.7 ms

  





  

    		2024-10-14 07:23:20.895169

    		0.9 ms

  





  

    		2024-10-14 08:23:24.074938

    		0.7 ms

  





  

    		2024-10-14 09:23:26.146763

    		1.6 ms

  





  

    		2024-10-14 10:23:27.793427

    		1.2 ms

  





  

    		2024-10-14 11:23:29.260913

    		-0.3 ms

  





  

    		2024-10-14 12:23:31.021394

    		2.1 ms

  





  

    		2024-10-14 13:23:33.940953

    		1.4 ms

  





  

    		2024-10-14 14:23:36.168065

    		-0.8 ms

  





  

    		2024-10-14 15:23:37.600866

    		-0.6 ms

  





  

    		2024-10-14 16:23:39.15246

    		-2.4 ms

  





  

    		2024-10-14 17:23:40.815137

    		0.4 ms

  





  

    		2024-10-14 18:23:43.04366

    		-0.1 ms

  





  

    		2024-10-14 19:23:44.505179

    		-1.3 ms

  





  

    		2024-10-14 20:23:46.864969

    		-0.1 ms

  





  

    		2024-10-14 21:23:49.079043

    		-1.9 ms

  





  

    		2024-10-14 22:23:50.860434

    		1.3 ms

  





  

    		2024-10-14 23:23:53.504321

    		-1.1 ms

  





  

    		2024-10-15 00:23:56.568856

    		-0.8 ms

  





  

    		2024-10-15 01:23:59.473558

    		-0.3 ms

  





  

    		2024-10-15 02:24:02.536341

    		3.1 ms

  





  

    		2024-10-15 03:24:04.395338

    		1.7 ms

  





  

    		2024-10-15 04:24:07.097048

    		-0.2 ms

  





  

    		2024-10-15 05:24:09.123433

    		0.3 ms

  





  

    		2024-10-15 06:24:12.132035

    		1.5 ms

  





  

    		2024-10-15 07:24:14.340086

    		1.4 ms

  





  

    		2024-10-15 08:24:16.098135

    		-0.4 ms

  





  

    		2024-10-15 09:24:17.990365

    		0.0 ms

  





  

    		2024-10-15 10:24:20.263647

    		-1.4 ms

  





  

    		2024-10-15 11:24:22.179325

    		0.2 ms

  





  

    		2024-10-15 12:24:23.774733

    		-0.4 ms

  





  

    		2024-10-15 13:24:25.333103

    		-0.2 ms

  





  

    		2024-10-15 14:24:26.940858

    		-2.3 ms

  





  

    		2024-10-15 15:24:28.758334

    		2.0 ms

  





  

    		2024-10-15 16:24:31.735924

    		-1.3 ms

  





  

    		2024-10-15 17:24:33.301836

    		0.7 ms

  





  

    		2024-10-15 18:24:36.376595

    		1.8 ms

  





  

    		2024-10-15 19:24:38.973037

    		1.9 ms

  





  

    		2024-10-15 20:24:41.44614

    		0.2 ms

  





  

    		2024-10-15 21:24:43.593899

    		-0.7 ms

  





  

    		2024-10-15 22:24:45.988155

    		0.5 ms

  





  

    		2024-10-15 23:24:49.014461

    		-1.7 ms

  





  

    		2024-10-16 00:24:50.963535

    		-0.6 ms

  





  

    		2024-10-16 01:24:54.721205

    		0.3 ms

  





  

    		2024-10-16 02:24:58.459301

    		0.3 ms

  





  

    		2024-10-16 03:25:00.64179

    		1.3 ms

  





  

    		2024-10-16 04:25:04.884334

    		1.4 ms

  





  

    		2024-10-16 05:25:08.863911

    		0.0 ms

  





  

    		2024-10-16 06:25:10.453733

    		2.2 ms

  





  

    		2024-10-16 07:25:12.046303

    		0.4 ms

  





  

    		2024-10-16 08:25:13.519199

    		2.4 ms

  





  

    		2024-10-16 09:25:15.663107

    		0.8 ms

  





  

    		2024-10-16 10:25:17.655088

    		1.6 ms

  





  

    		2024-10-16 11:25:19.970825

    		0.7 ms

  





  

    		2024-10-16 12:25:21.724984

    		2.3 ms

  





  

    		2024-10-16 13:25:23.586843

    		2.6 ms

  





  

    		2024-10-16 14:25:25.147521

    		1.9 ms

  





  

    		2024-10-16 15:25:26.878284

    		1.5 ms

  





  

    		2024-10-16 16:25:28.985271

    		1.3 ms

  





  

    		2024-10-16 17:25:30.815942

    		-0.7 ms

  





  

    		2024-10-16 18:25:33.029592

    		-0.5 ms

  





  

    		2024-10-16 19:25:35.203571

    		0.5 ms

  





  

    		2024-10-16 20:25:36.791595

    		1.6 ms

  





  

    		2024-10-16 21:25:38.354633

    		0.2 ms

  





  

    		2024-10-16 22:25:41.652311

    		0.0 ms

  





  

    		2024-10-16 23:25:43.919685

    		-0.1 ms

  





  

    		2024-10-17 00:25:45.737316

    		3.7 ms

  





  

    		2024-10-17 01:25:47.368152

    		-0.8 ms

  





  

    		2024-10-17 02:25:49.586273

    		1.9 ms

  





  

    		2024-10-17 03:25:51.788391

    		-0.1 ms

  





  

    		2024-10-17 04:25:55.507177

    		1.0 ms

  





  

    		2024-10-17 05:25:57.518738

    		1.2 ms

  





  

    		2024-10-17 06:25:59.326453

    		2.5 ms

  





  

    		2024-10-17 07:26:00.957399

    		1.2 ms

  





  

    		2024-10-17 08:26:02.836806

    		1.7 ms

  





  

    		2024-10-17 09:26:04.404091

    		1.0 ms

  





  

    		2024-10-17 10:26:05.857189

    		1.5 ms

  





  

    		2024-10-17 11:26:09.087029

    		0.1 ms

  





  

    		2024-10-17 12:26:10.721441

    		-0.6 ms

  





  

    		2024-10-17 13:26:12.457378

    		1.7 ms

  





  

    		2024-10-17 14:26:14.252437

    		1.6 ms

  





  

    		2024-10-17 15:26:16.233533

    		-0.3 ms

  





  

    		2024-10-17 16:26:22.705337

    		2.0 ms

  





  

    		2024-10-17 17:26:24.822949

    		1.4 ms

  





  

    		2024-10-17 18:26:26.475968

    		2.7 ms

  





  

    		2024-10-17 19:26:28.843565

    		1.0 ms

  





  

    		2024-10-17 20:26:32.775668

    		1.6 ms

  





  

    		2024-10-17 21:26:35.410364

    		-0.8 ms

  





  

    		2024-10-17 22:26:38.52921

    		0.4 ms

  





  

    		2024-10-17 23:26:40.607662

    		0.2 ms

  





  

    		2024-10-18 00:26:42.950331

    		0.2 ms

  





  

    		2024-10-18 01:26:45.172367

    		-1.5 ms

  





  

    		2024-10-18 02:26:47.13643

    		1.4 ms

  





  

    		2024-10-18 03:26:48.87227

    		2.1 ms

  





  

    		2024-10-18 04:26:51.668018

    		0.5 ms

  





  

    		2024-10-18 05:26:53.268815

    		1.2 ms

  





  

    		2024-10-18 06:26:55.792834

    		2.1 ms

  





  

    		2024-10-18 07:26:58.035313

    		0.1 ms

  





  

    		2024-10-18 08:27:00.052878

    		-0.1 ms

  





  

    		2024-10-18 09:27:02.753187

    		-0.3 ms

  





  

    		2024-10-18 10:27:04.474153

    		1.6 ms

  





  

    		2024-10-18 11:27:06.294474

    		-3.2 ms

  





  

    		2024-10-18 12:27:08.015293

    		0.5 ms

  





  

    		2024-10-18 13:27:09.802634

    		-0.3 ms

  





  

    		2024-10-18 14:27:11.834756

    		4.0 ms

  





  

    		2024-10-18 15:27:13.497339

    		2.2 ms

  





  

    		2024-10-18 16:27:16.360107

    		1.2 ms

  





  

    		2024-10-18 17:27:18.817818

    		-2.7 ms

  





  

    		2024-10-18 18:27:20.378539

    		-0.1 ms

  





  

    		2024-10-18 19:27:22.855704

    		-1.1 ms

  





  

    		2024-10-18 20:27:25.243332

    		-2.7 ms

  





  

    		2024-10-18 21:27:27.065359

    		-0.6 ms

  





  

    		2024-10-18 22:27:31.379825

    		-0.8 ms

  





  

    		2024-10-18 23:27:32.965993

    		-3.6 ms

  





  

    		2024-10-19 00:27:34.701061

    		2.0 ms

  





  

    		2024-10-19 01:27:36.678453

    		0.2 ms

  





  

    		2024-10-19 02:27:39.888488

    		-1.4 ms

  





  

    		2024-10-19 03:27:42.063383

    		-0.9 ms

  





  

    		2024-10-19 04:27:43.916367

    		1.2 ms

  





  

    		2024-10-19 05:27:46.343556

    		-1.8 ms

  





  

    		2024-10-19 06:27:48.982291

    		-1.2 ms

  





  

    		2024-10-19 07:27:51.047237

    		1.6 ms

  





  

    		2024-10-19 08:27:53.402338

    		-0.7 ms

  





  

    		2024-10-19 09:27:56.150714

    		1.1 ms

  





  

    		2024-10-19 10:27:58.943538

    		2.2 ms

  





  

    		2024-10-19 11:28:02.2837

    		2.6 ms

  





  

    		2024-10-19 12:28:05.239949

    		0.9 ms

  





  

    		2024-10-19 13:28:06.760552

    		0.1 ms

  





  

    		2024-10-19 14:28:09.216806

    		2.6 ms

  





  

    		2024-10-19 15:28:11.416443

    		1.5 ms

  





  

    		2024-10-19 16:28:13.31352

    		0.0 ms

  





  

    		2024-10-19 17:28:15.495877

    		1.9 ms

  





  

    		2024-10-19 18:28:17.682809

    		1.9 ms

  





  

    		2024-10-19 19:28:19.543393

    		-0.7 ms

  





  

    		2024-10-19 20:28:22.267504

    		1.1 ms

  





  

    		2024-10-19 21:28:24.316812

    		1.8 ms

  





  

    		2024-10-19 22:28:27.456434

    		1.4 ms

  





  

    		2024-10-19 23:28:29.056049

    		-1.1 ms

  





  

    		2024-10-20 00:28:31.010409

    		1.5 ms

  





  

    		2024-10-20 01:28:33.676091

    		-1.0 ms

  





  

    		2024-10-20 02:28:35.648072

    		-0.9 ms

  





  

    		2024-10-20 03:28:37.436797

    		2.5 ms

  





  

    		2024-10-20 04:28:39.903946

    		2.2 ms

  





  

    		2024-10-20 05:28:41.773725

    		1.1 ms

  





  

    		2024-10-20 06:28:43.378933

    		-2.0 ms

  





  

    		2024-10-20 07:28:45.82213

    		2.0 ms

  





  

    		2024-10-20 08:28:47.434923

    		0.2 ms

  





  

    		2024-10-20 09:28:49.258485

    		-0.9 ms

  





  

    		2024-10-20 10:28:52.921127

    		0.1 ms

  





  

    		2024-10-20 11:28:55.075966

    		-0.6 ms

  





  

    		2024-10-20 12:28:58.277255

    		-1.5 ms

  





  

    		2024-10-20 13:29:01.076098

    		1.7 ms

  





  

    		2024-10-20 14:29:02.683518

    		-1.8 ms

  





  

    		2024-10-20 15:29:04.971273

    		-1.5 ms

  





  

    		2024-10-20 16:29:07.563148

    		-1.0 ms

  





  

    		2024-10-20 17:29:09.416312

    		0.6 ms

  





  

    		2024-10-20 18:29:11.113763

    		0.1 ms

  





  

    		2024-10-20 19:29:14.154364

    		0.2 ms

  





  

    		2024-10-20 20:29:16.481787

    		-0.4 ms

  





  

    		2024-10-20 21:29:18.351674

    		-0.7 ms

  





  

    		2024-10-20 22:29:20.227961

    		-1.5 ms

  





  

    		2024-10-20 23:29:23.567549

    		-0.4 ms

  





  

    		2024-10-21 00:29:26.731257

    		-1.7 ms

  





  

    		2024-10-21 01:29:29.797025

    		-1.5 ms

  





  

    		2024-10-21 02:29:32.044281

    		0.7 ms

  





  

    		2024-10-21 03:29:34.55257

    		-0.6 ms

  





  

    		2024-10-21 04:29:36.605665

    		-2.2 ms

  





  

    		2024-10-21 05:29:39.019585

    		-1.4 ms

  





  

    		2024-10-21 06:29:42.146761

    		-0.8 ms

  





  

    		2024-10-21 07:29:43.87754

    		0.6 ms

  





  

    		2024-10-21 08:29:46.667239

    		-0.7 ms

  





  

    		2024-10-21 09:29:49.597697

    		-0.2 ms

  





  

    		2024-10-21 10:29:51.641443

    		7.9 ms

  





  

    		2024-10-21 11:29:54.243932

    		3.2 ms

  





  

    		2024-10-21 12:29:56.328316

    		-0.2 ms

  





  

    		2024-10-21 13:29:58.207046

    		4.9 ms

  





  

    		2024-10-21 14:30:00.418766

    		2.2 ms

  





  

    		2024-10-21 15:30:02.03966

    		0.0 ms

  





  

    		2024-10-21 16:30:03.532046

    		-0.4 ms

  





  

    		2024-10-21 17:30:05.050472

    		-0.6 ms

  





  

    		2024-10-21 18:30:06.859717

    		-1.9 ms

  





  

    		2024-10-21 19:30:08.81982

    		-0.2 ms

  





  

    		2024-10-21 20:30:10.495909

    		1.0 ms

  





  

    		2024-10-21 21:30:14.747144

    		0.9 ms

  





  

    		2024-10-21 22:30:16.920986

    		1.1 ms

  





  

    		2024-10-21 23:30:19.165412

    		0.6 ms

  





  

    		2024-10-22 00:30:20.887153

    		0.7 ms

  





  

    		2024-10-22 01:30:24.067452

    		-0.3 ms

  





  

    		2024-10-22 02:30:27.020632

    		0.8 ms

  





  

    		2024-10-22 03:30:29.421965

    		0.4 ms

  





  

    		2024-10-22 04:30:31.480078

    		0.0 ms

  





  

    		2024-10-22 05:30:35.718304

    		1.0 ms

  





  

    		2024-10-22 06:30:37.845377

    		1.8 ms

  





  

    		2024-10-22 07:30:40.89673

    		1.9 ms

  





  

    		2024-10-22 08:30:43.461681

    		-2.6 ms

  





  

    		2024-10-22 09:30:45.456615

    		0.3 ms

  





  

    		2024-10-22 10:30:47.973941

    		1.0 ms

  





  

    		2024-10-22 11:30:50.620461

    		-0.1 ms

  





  

    		2024-10-22 12:30:53.787981

    		2.5 ms

  





  

    		2024-10-22 13:30:55.487919

    		0.5 ms

  





  

    		2024-10-22 14:30:58.014468

    		-0.3 ms

  





  

    		2024-10-22 15:31:01.752279

    		0.6 ms

  





  

    		2024-10-22 16:31:03.329393

    		-1.4 ms

  





  

    		2024-10-22 17:31:04.855962

    		-0.3 ms

  





  

    		2024-10-22 18:31:06.972374

    		-0.1 ms

  





  

    		2024-10-22 19:31:09.519202

    		0.7 ms

  





  

    		2024-10-22 20:31:11.999755

    		-1.7 ms

  





  

    		2024-10-22 21:31:14.974652

    		1.7 ms

  





  

    		2024-10-22 22:31:16.993594

    		-1.5 ms

  





  

    		2024-10-22 23:31:19.002225

    		-1.1 ms

  





  

    		2024-10-23 00:31:20.814401

    		-1.2 ms

  





  

    		2024-10-23 01:31:22.511548

    		0.0 ms

  





  

    		2024-10-23 02:31:25.532428

    		-1.2 ms

  





  

    		2024-10-23 03:31:29.129553

    		-0.8 ms

  





  

    		2024-10-23 04:31:30.968239

    		-1.2 ms

  





  

    		2024-10-23 05:31:34.11147

    		0.2 ms

  





  

    		2024-10-23 06:31:37.576046

    		1.0 ms

  





  

    		2024-10-23 07:31:39.85748

    		-0.3 ms

  





  

    		2024-10-23 08:31:42.166132

    		0.7 ms

  





  

    		2024-10-23 09:31:43.729052

    		-0.5 ms

  





  

    		2024-10-23 10:31:45.379384

    		-0.3 ms

  





  

    		2024-10-23 11:31:48.04819

    		-2.4 ms

  





  

    		2024-10-23 12:31:50.227488

    		5.3 ms

  





  

    		2024-10-23 13:31:51.870817

    		1.7 ms

  





  

    		2024-10-23 14:31:54.045628

    		-0.4 ms

  





  

    		2024-10-23 15:31:56.318419

    		-2.3 ms

  





  

    		2024-10-23 16:31:58.090573

    		1.9 ms

  





  

    		2024-10-23 17:32:02.201583

    		2.3 ms

  





  

    		2024-10-23 18:32:04.554484

    		-4.7 ms

  





  

    		2024-10-23 19:32:07.47582

    		-1.4 ms

  





  

    		2024-10-23 20:32:09.072164

    		-3.4 ms

  





  

    		2024-10-23 21:32:12.617148

    		0.2 ms

  





  

    		2024-10-23 22:32:14.354272

    		-2.4 ms

  





  

    		2024-10-23 23:32:16.950201

    		14.7 ms

  





  

    		2024-10-24 00:32:18.676415

    		8.3 ms

  





  

    		2024-10-24 01:32:20.657515

    		-1.3 ms

  





  

    		2024-10-24 02:32:22.349425

    		-1.7 ms

  





  

    		2024-10-24 03:32:23.929577

    		-1.9 ms

  





  

    		2024-10-24 04:32:25.897212

    		0.6 ms

  





  

    		2024-10-24 05:32:28.834908

    		3.7 ms

  





  

    		2024-10-24 06:32:31.825985

    		2.8 ms

  





  

    		2024-10-24 07:32:34.183624

    		-0.5 ms

  





  

    		2024-10-24 08:32:35.640926

    		1.3 ms

  





  

    		2024-10-24 09:32:37.463448

    		-1.1 ms

  





  

    		2024-10-24 10:32:39.166487

    		0.7 ms

  





  

    		2024-10-24 11:32:41.220322

    		-2.8 ms

  





  

    		2024-10-24 12:32:43.054283

    		0.3 ms

  





  

    		2024-10-24 13:32:45.106187

    		-0.4 ms

  





  

    		2024-10-24 14:32:46.987037

    		-0.5 ms

  





  

    		2024-10-24 15:32:49.333867

    		-0.9 ms

  





  

    		2024-10-24 16:32:51.001389

    		0.1 ms

  





  

    		2024-10-24 17:32:54.399883

    		2.0 ms

  





  

    		2024-10-24 18:32:56.791786

    		0.9 ms

  





  

    		2024-10-24 19:32:58.387993

    		0.5 ms

  





  

    		2024-10-24 20:33:00.524912

    		1.5 ms

  





  

    		2024-10-24 21:33:03.622459

    		-0.8 ms

  





  

    		2024-10-24 22:33:06.128151

    		0.7 ms

  





  

    		2024-10-24 23:33:09.433746

    		1.0 ms

  





  

    		2024-10-25 00:33:11.329465

    		-0.9 ms

  





  

    		2024-10-25 01:33:16.875195

    		0.7 ms

  





  

    		2024-10-25 02:33:19.153721

    		0.0 ms

  





  

    		2024-10-25 03:33:21.283716

    		1.1 ms

  





  

    		2024-10-25 04:33:22.896189

    		0.5 ms

  





  

    		2024-10-25 05:33:24.583664

    		0.5 ms

  





  

    		2024-10-25 06:33:26.011076

    		1.2 ms

  





  

    		2024-10-25 07:33:27.734112

    		-0.8 ms

  





  

    		2024-10-25 08:33:29.450818

    		4.1 ms

  





  

    		2024-10-25 09:33:31.136368

    		1.4 ms

  





  

    		2024-10-25 10:33:32.814461

    		-0.9 ms

  





  

    		2024-10-25 11:33:35.031855

    		1.0 ms

  





  

    		2024-10-25 12:33:37.288942

    		1.1 ms

  





  

    		2024-10-25 13:33:39.067449

    		0.7 ms

  





  

    		2024-10-25 14:33:40.962158

    		1.6 ms

  





  

    		2024-10-25 15:33:42.47487

    		2.9 ms

  





  

    		2024-10-25 16:33:45.919923

    		-0.1 ms

  





  

    		2024-10-25 17:33:48.857911

    		1.7 ms

  





  

    		2024-10-25 18:33:51.690084

    		-0.9 ms

  





  

    		2024-10-25 19:33:54.59711

    		-4.3 ms

  





  

    		2024-10-25 20:33:56.474239

    		-0.9 ms

  





  

    		2024-10-25 21:33:58.355216

    		-1.1 ms

  





  

    		2024-10-25 22:34:01.451027

    		-2.4 ms

  





  

    		2024-10-25 23:34:04.35761

    		-1.7 ms

  





  

    		2024-10-26 00:34:08.549138

    		-3.0 ms

  





  

    		2024-10-26 01:34:11.397099

    		-2.6 ms

  





  

    		2024-10-26 02:34:15.31666

    		0.1 ms

  





  

    		2024-10-26 03:34:17.756187

    		-1.2 ms

  





  

    		2024-10-26 04:34:21.910836

    		2.7 ms

  





  

    		2024-10-26 05:34:24.074503

    		-0.9 ms

  





  

    		2024-10-26 06:34:25.785064

    		3.6 ms

  





  

    		2024-10-26 07:34:28.84452

    		-0.5 ms

  





  

    		2024-10-26 08:34:30.570656

    		-0.6 ms

  





  

    		2024-10-26 09:34:32.298543

    		0.3 ms

  





  

    		2024-10-26 10:34:34.055738

    		-0.1 ms

  





  

    		2024-10-26 11:34:36.174589

    		-0.6 ms

  





  

    		2024-10-26 12:34:37.9803

    		2.1 ms

  





  

    		2024-10-26 13:34:40.356446

    		1.5 ms

  





  

    		2024-10-26 14:34:42.413885

    		-0.8 ms

  





  

    		2024-10-26 15:34:44.246228

    		-1.0 ms

  





  

    		2024-10-26 16:34:46.127013

    		-0.4 ms

  





  

    		2024-10-26 17:34:49.936015

    		2.3 ms

  





  

    		2024-10-26 18:34:53.172672

    		0.4 ms

  





  

    		2024-10-26 19:34:55.70449

    		0.3 ms

  





  

    		2024-10-26 20:34:57.319412

    		-1.2 ms

  





  

    		2024-10-26 21:35:01.070635

    		0.5 ms

  





  

    		2024-10-26 22:35:02.809244

    		0.2 ms

  





  

    		2024-10-26 23:35:06.436387

    		-1.9 ms

  





  

    		2024-10-27 00:35:09.196074

    		-0.6 ms

  





  

    		2024-10-27 01:35:11.353865

    		1.9 ms

  





  

    		2024-10-27 02:35:14.261077

    		-0.9 ms

  





  

    		2024-10-27 03:35:16.915051

    		-1.1 ms

  





  

    		2024-10-27 04:35:19.537842

    		-1.0 ms

  





  

    		2024-10-27 05:35:21.39628

    		1.1 ms

  





  

    		2024-10-27 06:35:23.592146

    		0.9 ms

  





  

    		2024-10-27 07:35:25.673129

    		1.4 ms

  





  

    		2024-10-27 08:35:29.893696

    		-1.0 ms

  





  

    		2024-10-27 09:35:31.692551

    		-0.4 ms

  





  

    		2024-10-27 10:35:35.138065

    		-0.5 ms

  





  

    		2024-10-27 11:35:36.653372

    		1.1 ms

  





  

    		2024-10-27 12:35:39.843715

    		-0.2 ms

  





  

    		2024-10-27 13:35:41.593616

    		1.3 ms

  





  

    		2024-10-27 14:35:45.021433

    		4.0 ms

  





  

    		2024-10-27 15:35:47.559221

    		1.0 ms

  





  

    		2024-10-27 16:35:49.991562

    		-0.4 ms

  





  

    		2024-10-27 17:35:51.726095

    		0.2 ms

  





  

    		2024-10-27 18:35:54.82665

    		1.2 ms

  





  

    		2024-10-27 19:35:56.889917

    		0.1 ms

  





  

    		2024-10-27 20:35:59.759324

    		1.6 ms

  





  

    		2024-10-27 21:36:02.247229

    		-1.2 ms

  





  

    		2024-10-27 22:36:04.673027

    		0.0 ms

  





  

    		2024-10-27 23:36:06.836533

    		-0.1 ms

  





  

    		2024-10-28 00:36:09.342964

    		-0.5 ms

  





  

    		2024-10-28 01:36:11.650125

    		-1.6 ms

  





  

    		2024-10-28 02:36:13.756542

    		-1.2 ms

  





  

    		2024-10-28 03:36:17.113611

    		-1.0 ms

  





  

    		2024-10-28 04:36:18.859586

    		-0.2 ms

  





  

    		2024-10-28 05:36:23.319683

    		-5.2 ms

  





  

    		2024-10-28 06:36:25.383071

    		-1.3 ms

  





  

    		2024-10-28 07:36:28.282638

    		-0.4 ms

  





  

    		2024-10-28 08:36:30.709141

    		0.0 ms

  





  

    		2024-10-28 09:36:32.398246

    		0.6 ms

  





  

    		2024-10-28 10:36:34.180307

    		2.9 ms

  





  

    		2024-10-28 11:36:35.988545

    		-0.8 ms

  





  

    		2024-10-28 12:36:38.381232

    		2.2 ms

  





  

    		2024-10-28 13:36:39.875562

    		1.5 ms

  





  

    		2024-10-28 14:36:41.535808

    		2.8 ms

  





  

    		2024-10-28 15:36:43.288433

    		0.8 ms

  





  

    		2024-10-28 16:36:45.573186

    		1.9 ms

  





  

    		2024-10-28 17:36:47.585545

    		-0.5 ms

  





  

    		2024-10-28 18:36:49.269093

    		2.0 ms

  





  

    		2024-10-28 19:36:50.895138

    		-1.9 ms

  





  

    		2024-10-28 20:36:54.877055

    		-0.3 ms

  





  

    		2024-10-28 21:36:58.843036

    		-0.6 ms

  





  

    		2024-10-28 22:37:02.64476

    		1.3 ms

  





  

    		2024-10-28 23:37:05.218445

    		-2.7 ms

  





  

    		2024-10-29 00:37:09.048244

    		-0.7 ms

  





  

    		2024-10-29 01:37:11.337928

    		2.1 ms

  





  

    		2024-10-29 02:37:13.807219

    		0.3 ms

  





  

    		2024-10-29 03:37:16.195051

    		1.1 ms

  





  

    		2024-10-29 04:37:19.678474

    		-1.0 ms

  





  

    		2024-10-29 05:37:21.21543

    		-0.3 ms

  





  

    		2024-10-29 06:37:22.883894

    		0.6 ms

  





  

    		2024-10-29 07:37:24.502356

    		2.8 ms

  





  

    		2024-10-29 08:37:26.823866

    		2.5 ms

  





  

    		2024-10-29 09:37:29.410856

    		1.7 ms

  





  

    		2024-10-29 10:37:31.657095

    		-1.3 ms

  





  

    		2024-10-29 11:37:34.942743

    		-0.9 ms

  





  

    		2024-10-29 12:37:37.244859

    		1.5 ms

  





  

    		2024-10-29 13:37:40.177172

    		2.1 ms

  





  

    		2024-10-29 14:37:42.619169

    		0.7 ms

  





  

    		2024-10-29 15:37:45.236007

    		-1.4 ms

  





  

    		2024-10-29 16:37:47.412754

    		2.1 ms

  





  

    		2024-10-29 17:37:49.870291

    		-2.0 ms

  





  

    		2024-10-29 18:37:51.835341

    		0.8 ms

  





  

    		2024-10-29 19:37:53.950141

    		3.8 ms

  





  

    		2024-10-29 20:37:56.23807

    		1.3 ms

  





  

    		2024-10-29 21:37:59.657507

    		-1.7 ms

  





  

    		2024-10-29 22:38:01.838988

    		-3.8 ms

  





  

    		2024-10-29 23:38:05.170397

    		-2.2 ms

  





  

    		2024-10-30 00:38:07.209906

    		-1.4 ms

  





  

    		2024-10-30 01:38:09.354615

    		-0.7 ms

  





  

    		2024-10-30 02:38:11.862352

    		-1.9 ms

  





  

    		2024-10-30 03:38:14.713381

    		1.5 ms

  





  

    		2024-10-30 04:38:19.295508

    		-1.2 ms

  





  

    		2024-10-30 05:38:22.089749

    		-0.2 ms

  





  

    		2024-10-30 06:38:23.943232

    		-0.4 ms

  





  

    		2024-10-30 07:38:26.037431

    		1.2 ms

  





  

    		2024-10-30 08:38:27.838019

    		0.4 ms

  





  

    		2024-10-30 09:38:29.468013

    		-0.8 ms

  





  

    		2024-10-30 10:38:31.769174

    		2.0 ms

  





  

    		2024-10-30 11:38:33.779015

    		3.6 ms

  





  

    		2024-10-30 12:38:35.936589

    		-0.5 ms

  





  

    		2024-10-30 13:38:37.601146

    		-1.0 ms

  





  

    		2024-10-30 14:38:39.751098

    		2.3 ms

  





  

    		2024-10-30 15:38:41.431606

    		1.5 ms

  





  

    		2024-10-30 16:38:44.249698

    		0.6 ms

  





  

    		2024-10-30 17:38:47.000763

    		0.2 ms

  





  

    		2024-10-30 18:38:49.040552

    		-1.0 ms

  





  

    		2024-10-30 19:38:50.893338

    		-2.0 ms

  





  

    		2024-10-30 20:38:52.613447

    		-0.5 ms

  





  

    		2024-10-30 21:38:54.370156

    		-0.7 ms

  





  

    		2024-10-30 22:38:56.260736

    		-0.9 ms

  





  

    		2024-10-30 23:38:58.434405

    		-1.2 ms

  





  

    		2024-10-31 00:39:01.261356

    		-2.4 ms

  





  

    		2024-10-31 01:39:04.387124

    		0.9 ms

  





  

    		2024-10-31 02:39:06.935345

    		0.3 ms

  





  

    		2024-10-31 03:39:10.001444

    		2.3 ms

  





  

    		2024-10-31 04:39:11.959755

    		1.8 ms

  





  

    		2024-10-31 05:39:14.138838

    		1.0 ms

  





  

    		2024-10-31 06:39:16.212881

    		1.8 ms

  





  

    		2024-10-31 07:39:19.227714

    		2.2 ms

  





  

    		2024-10-31 08:39:23.022671

    		2.5 ms

  





  

    		2024-10-31 09:39:25.125531

    		1.2 ms

  





  

    		2024-10-31 10:39:27.624617

    		-0.1 ms

  





  

    		2024-10-31 11:39:30.213504

    		1.7 ms

  





  

    		2024-10-31 12:39:31.755687

    		-0.5 ms

  





  

    		2024-10-31 13:39:34.443226

    		2.1 ms

  





  

    		2024-10-31 14:39:36.646557

    		1.1 ms

  





  

    		2024-10-31 15:39:38.302944

    		1.8 ms

  





  

    		2024-10-31 16:39:40.961283

    		-1.3 ms

  





  

    		2024-10-31 17:39:42.804537

    		-1.0 ms

  





  

    		2024-10-31 18:39:44.996181

    		-2.7 ms

  





  

    		2024-10-31 19:39:46.643566

    		-3.1 ms

  





  

    		2024-10-31 20:39:48.758352

    		-2.8 ms

  





  

    		2024-10-31 21:39:52.636305

    		0.0 ms

  





  

    		2024-10-31 22:39:56.602613

    		0.4 ms

  





  

    		2024-10-31 23:39:59.093186

    		-1.2 ms

  





  

    		2024-11-01 00:40:02.889078

    		0.4 ms

  





  

    		2024-11-01 01:40:05.567822

    		-0.1 ms

  





  

    		2024-11-01 02:40:07.792465

    		0.4 ms

  





  

    		2024-11-01 03:40:09.327216

    		-0.3 ms

  





  

    		2024-11-01 04:40:11.098572

    		-1.8 ms

  





  

    		2024-11-01 05:40:12.774379

    		-0.6 ms

  





  

    		2024-11-01 06:40:15.583889

    		-0.5 ms

  





  

    		2024-11-01 07:40:17.543885

    		1.8 ms

  





  

    		2024-11-01 08:40:19.624421

    		2.0 ms

  





  

    		2024-11-01 09:40:22.11242

    		0.0 ms

  





  

    		2024-11-01 10:40:23.846183

    		-0.8 ms

  





  

    		2024-11-01 11:40:25.630034

    		-1.2 ms

  





  

    		2024-11-01 12:40:27.72842

    		1.9 ms

  





  

    		2024-11-01 13:40:30.0627

    		0.9 ms

  





  

    		2024-11-01 14:40:32.24983

    		0.8 ms

  





  

    		2024-11-01 15:40:35.598594

    		1.1 ms

  





  

    		2024-11-01 16:40:37.31503

    		-0.2 ms

  





  

    		2024-11-01 17:40:38.903448

    		-0.4 ms

  





  

    		2024-11-01 18:40:40.425772

    		1.8 ms

  





  

    		2024-11-01 19:40:42.399308

    		0.0 ms

  





  

    		2024-11-01 20:40:44.283691

    		-0.9 ms

  





  

    		2024-11-01 21:40:47.540558

    		-0.8 ms

  





  

    		2024-11-01 22:40:49.503422

    		-0.5 ms

  





  

    		2024-11-01 23:40:51.051233

    		1.5 ms

  





  

    		2024-11-02 00:40:52.662892

    		0.1 ms

  





  

    		2024-11-02 01:40:55.563277

    		2.1 ms

  





  

    		2024-11-02 02:40:57.598818

    		-0.8 ms

  





  

    		2024-11-02 03:40:59.221933

    		-0.7 ms

  





  

    		2024-11-02 04:41:00.729912

    		-1.1 ms

  





  

    		2024-11-02 05:41:02.261089

    		2.2 ms

  





  

    		2024-11-02 06:41:03.744376

    		0.1 ms

  





  

    		2024-11-02 07:41:06.018811

    		-0.2 ms

  





  

    		2024-11-02 08:41:09.687032

    		3.9 ms

  





  

    		2024-11-02 09:41:12.497765

    		4.0 ms

  





  

    		2024-11-02 10:41:16.066461

    		-1.1 ms

  





  

    		2024-11-02 11:41:20.199915

    		-0.2 ms

  





  

    		2024-11-02 12:41:22.439144

    		-0.1 ms

  





  

    		2024-11-02 13:41:25.018888

    		1.7 ms

  





  

    		2024-11-02 14:41:27.054541

    		1.7 ms

  





  

    		2024-11-02 15:41:28.810696

    		-0.6 ms

  





  

    		2024-11-02 16:41:30.471749

    		0.5 ms

  





  

    		2024-11-02 17:41:32.027607

    		-1.3 ms

  





  

    		2024-11-02 18:41:33.991219

    		0.5 ms

  





  

    		2024-11-02 19:41:36.941128

    		-0.8 ms

  





  

    		2024-11-02 20:41:39.688845

    		0.0 ms

  





  

    		2024-11-02 21:41:41.597528

    		-1.1 ms

  





  

    		2024-11-02 22:41:43.74373

    		-1.0 ms

  





  

    		2024-11-02 23:41:45.839645

    		-1.7 ms

  





  

    		2024-11-03 00:41:49.038832

    		-3.6 ms

  





  

    		2024-11-03 01:41:51.60517

    		-0.2 ms

  





  

    		2024-11-03 02:41:54.313233

    		0.3 ms

  





  

    		2024-11-03 03:41:56.380439

    		-2.3 ms

  





  

    		2024-11-03 04:41:58.472838

    		0.6 ms

  





  

    		2024-11-03 05:42:00.613636

    		2.6 ms

  





  

    		2024-11-03 06:42:04.014683

    		0.7 ms

  





  

    		2024-11-03 07:42:05.7129

    		0.4 ms

  





  

    		2024-11-03 08:42:07.733248

    		-0.4 ms

  





  

    		2024-11-03 09:42:09.858107

    		-1.1 ms

  





  

    		2024-11-03 10:42:11.607988

    		-0.7 ms

  





  

    		2024-11-03 11:42:14.756438

    		1.6 ms

  





  

    		2024-11-03 12:42:16.94403

    		-0.4 ms

  





  

    		2024-11-03 13:42:19.028628

    		9.3 ms

  





  

    		2024-11-03 14:42:21.19484

    		-0.8 ms

  





  

    		2024-11-03 15:42:23.88192

    		2.4 ms

  





  

    		2024-11-03 16:42:26.300161

    		-0.5 ms

  





  

    		2024-11-03 17:42:29.096551

    		0.6 ms

  





  

    		2024-11-03 18:42:32.570755

    		-0.1 ms

  





  

    		2024-11-03 19:42:34.422195

    		-0.3 ms

  





  

    		2024-11-03 20:42:37.23959

    		-0.1 ms

  





  

    		2024-11-03 21:42:40.246241

    		-0.5 ms

  





  

    		2024-11-03 22:42:42.319172

    		-1.1 ms

  





  

    		2024-11-03 23:42:44.152163

    		0.8 ms

  





  

    		2024-11-04 00:42:46.643483

    		-1.1 ms

  





  

    		2024-11-04 01:42:48.154613

    		-2.0 ms

  





  

    		2024-11-04 02:42:50.625739

    		-0.9 ms

  





  

    		2024-11-04 03:42:54.566554

    		1.0 ms

  





  

    		2024-11-04 04:42:56.380137

    		0.7 ms

  





  

    		2024-11-04 05:42:59.616449

    		2.0 ms

  





  

    		2024-11-04 06:43:02.232567

    		-0.8 ms

  





  

    		2024-11-04 07:43:04.41116

    		1.5 ms

  





  

    		2024-11-04 08:43:06.272807

    		-0.4 ms

  





  

    		2024-11-04 09:43:07.783812

    		3.4 ms

  





  

    		2024-11-04 10:43:09.596508

    		-1.7 ms

  





  

    		2024-11-04 11:43:11.061269

    		2.2 ms

  





  

    		2024-11-04 12:43:12.70721

    		2.4 ms

  





  

    		2024-11-04 13:43:14.512041

    		0.8 ms

  





  

    		2024-11-04 14:43:16.396066

    		-0.3 ms

  





  

    		2024-11-04 15:43:18.915897

    		0.0 ms

  





  

    		2024-11-04 16:43:20.528308

    		2.0 ms

  





  

    		2024-11-04 17:43:23.553931

    		-0.2 ms

  





  

    		2024-11-04 18:43:25.195359

    		-1.7 ms

  





  

    		2024-11-04 19:43:26.926279

    		-8.6 ms

  





  

    		2024-11-04 20:43:30.059585

    		1.5 ms

  





  

    		2024-11-04 21:43:31.758169

    		-1.8 ms

  





  

    		2024-11-04 22:43:33.64454

    		0.9 ms

  





  

    		2024-11-04 23:43:38.000894

    		1.4 ms

  





  

    		2024-11-05 00:43:39.753267

    		-1.2 ms

  





  

    		2024-11-05 01:43:42.108875

    		-1.8 ms

  





  

    		2024-11-05 02:43:45.530379

    		5.1 ms

  





  

    		2024-11-05 03:43:47.473582

    		0.8 ms

  





  

    		2024-11-05 04:43:49.068395

    		0.1 ms

  





  

    		2024-11-05 05:43:50.85797

    		-0.6 ms

  





  

    		2024-11-05 06:43:54.993267

    		-0.2 ms

  





  

    		2024-11-05 07:43:57.581144

    		-9.0 ms

  





  

    		2024-11-05 08:43:59.519894

    		0.6 ms

  





  

    		2024-11-05 09:44:02.275945

    		3.2 ms

  





  

    		2024-11-05 10:44:04.315485

    		4.5 ms

  





  

    		2024-11-05 11:44:06.92165

    		5.3 ms

  





  

    		2024-11-05 12:44:09.310652

    		8.7 ms

  





  

    		2024-11-05 13:44:11.668892

    		1.6 ms

  





  

    		2024-11-05 14:44:13.41984

    		0.8 ms

  





  

    		2024-11-05 15:44:16.079729

    		-0.1 ms

  





  

    		2024-11-05 16:44:17.735468

    		1.1 ms

  





  

    		2024-11-05 17:44:19.989948

    		1.5 ms

  





  

    		2024-11-05 18:44:22.915938

    		0.5 ms

  





  

    		2024-11-05 19:44:25.473069

    		6.2 ms

  





  

    		2024-11-05 20:44:27.372525

    		1.3 ms

  





  

    		2024-11-05 21:44:29.374728

    		1.9 ms

  





  

    		2024-11-05 22:44:31.442095

    		-0.1 ms

  





  

    		2024-11-05 23:44:33.419809

    		-1.0 ms

  





  

    		2024-11-06 00:44:36.01367

    		0.4 ms

  





  

    		2024-11-06 01:44:39.079047

    		0.1 ms

  





  

    		2024-11-06 02:44:41.360214

    		-0.2 ms

  





  

    		2024-11-06 03:44:43.193724

    		-0.6 ms

  





  

    		2024-11-06 04:44:44.999159

    		-0.5 ms

  





  

    		2024-11-06 05:44:46.989869

    		-0.7 ms

  





  

    		2024-11-06 06:44:49.391522

    		0.0 ms

  





  

    		2024-11-06 07:44:51.821484

    		2.0 ms

  





  

    		2024-11-06 08:44:53.587677

    		1.9 ms

  





  

    		2024-11-06 09:44:55.490704

    		-0.2 ms

  





  

    		2024-11-06 10:44:57.000821

    		-4.4 ms

  





  

    		2024-11-06 11:44:58.575687

    		0.1 ms

  





  

    		2024-11-06 12:45:00.624653

    		2.3 ms

  





  

    		2024-11-06 13:45:02.369831

    		-2.0 ms

  





  

    		2024-11-06 14:45:04.031055

    		1.4 ms

  





  

    		2024-11-06 15:45:05.69727

    		-1.9 ms

  





  

    		2024-11-06 16:45:07.329171

    		-1.8 ms

  





  

    		2024-11-06 17:45:09.018796

    		-1.2 ms

  





  

    		2024-11-06 18:45:13.129207

    		-1.6 ms

  





  

    		2024-11-06 19:45:16.313687

    		0.1 ms

  





  

    		2024-11-06 20:45:18.674558

    		0.6 ms

  





  

    		2024-11-06 21:45:20.937267

    		-1.2 ms

  





  

    		2024-11-06 22:45:23.106955

    		0.0 ms

  





  

    		2024-11-06 23:45:26.823853

    		-0.1 ms

  





  

    		2024-11-07 00:45:30.581789

    		-0.8 ms

  





  

    		2024-11-07 01:45:32.647719

    		1.6 ms

  





  

    		2024-11-07 02:45:35.46397

    		-2.3 ms

  





  

    		2024-11-07 03:45:38.263182

    		0.5 ms

  





  

    		2024-11-07 04:45:41.367233

    		1.7 ms

  





  

    		2024-11-07 05:45:43.597659

    		-0.5 ms

  





  

    		2024-11-07 06:45:45.43664

    		0.3 ms

  





  

    		2024-11-07 07:45:48.415944

    		2.0 ms

  





  

    		2024-11-07 08:45:51.102046

    		3.1 ms

  





  

    		2024-11-07 09:45:53.70443

    		0.3 ms

  





  

    		2024-11-07 10:45:55.463601

    		10.6 ms

  





  

    		2024-11-07 11:45:58.792611

    		3.8 ms

  





  

    		2024-11-07 12:46:00.95981

    		-1.0 ms

  





  

    		2024-11-07 13:46:02.614695

    		2.9 ms

  





  

    		2024-11-07 14:46:05.482885

    		1.5 ms
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
Fsta) - 1522 2






 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 






	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	  
	  
	
	
	  
	  
	






	

		
		0
	




	

	

	

	

	

	

	

	

	

		
		10
	




	

	

	

	

	

	

	

	

	

		
		20
	




	

	

	

	

	

	

	

	

	

		
		30
	




	

	

	

	

	

	

	

	

	

		
		40
	




	

	

	

	

	

	

	

	

	

		
		50
	




	

	

	

	

	

	

	

	

	

		
		60
	




	

	

	

	

	

	

	

	

	

		
		70
	




	

	

	

	

	

	

	

	

	

		
		80
	




	

	

	

	

	

	

	

	

	

		
		90
	




	

	

	

	

	

	

	

	

	

		
		100
	




	

		
		-0.01
	




	

	

	

	

	

	

	

	

	

		
		-0.008
	




	

	

	

	

	

	

	

	

	

		
		-0.006
	




	

	

	

	

	

	

	

	

	

		
		-0.004
	




	

	

	

	

	

	

	

	

	

		
		-0.002
	




	

	

	

	

	

	

	

	

	

		
		 0
	




	

	

	

	

	

	

	

	

	

		
		 0.002
	




	

	

	

	

	

	

	

	

	

		
		 0.004
	




	

	

	

	

	

	

	

	

	

		
		 0.006
	




	

	

	

	

	

	

	

	

	

		
		 0.008
	




	

	

	

	

	

	

	

	

	

		
		 0.01
	




	

	
		Probability [%]
	


	
		Clock error [s]
	



	empirical cdf



	
		empirical cdf
	


		


	
	estimated cdf

	
		estimated cdf
	


		


	
	difference

	
		difference
	


		


	





	







4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.12 ms

		standard deviation: 1.52 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.782%

		|e| < 5 ms: ≈99.892%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-09-27 00:07:28.816976 UTC and 2024-11-07 15:46:07.079523 UTC:







  		Time collected

  		Clock offset







  

    		2024-09-27 00:07:28.816976

    		-0.1 ms

  





  

    		2024-09-27 01:07:31.013521

    		-1.7 ms

  





  

    		2024-09-27 02:07:33.445938

    		-0.8 ms

  





  

    		2024-09-27 03:07:36.486108

    		-0.9 ms

  





  

    		2024-09-27 04:07:38.474655

    		-0.4 ms

  





  

    		2024-09-27 05:07:41.310726

    		3.1 ms

  





  

    		2024-09-27 06:07:43.760859

    		2.5 ms

  





  

    		2024-09-27 07:07:46.060637

    		-0.6 ms

  





  

    		2024-09-27 08:07:48.892988

    		1.1 ms

  





  

    		2024-09-27 09:07:50.951527

    		-1.0 ms

  





  

    		2024-09-27 10:07:52.912506

    		0.8 ms

  





  

    		2024-09-27 11:07:56.122932

    		0.2 ms

  





  

    		2024-09-27 12:07:58.630022

    		0.8 ms

  





  

    		2024-09-27 13:08:01.416817

    		1.8 ms

  





  

    		2024-09-27 14:08:03.313146

    		0.0 ms

  





  

    		2024-09-27 15:08:06.470901

    		1.2 ms

  





  

    		2024-09-27 16:08:08.055487

    		-0.6 ms

  





  

    		2024-09-27 17:08:10.111072

    		-1.0 ms

  





  

    		2024-09-27 18:08:12.578253

    		-1.5 ms

  





  

    		2024-09-27 19:08:15.500327

    		-0.2 ms

  





  

    		2024-09-27 20:08:17.888733

    		0.3 ms

  





  

    		2024-09-27 21:08:19.50986

    		-1.1 ms

  





  

    		2024-09-27 22:08:21.648708

    		0.8 ms

  





  

    		2024-09-27 23:08:23.811344

    		-2.2 ms

  





  

    		2024-09-28 00:08:26.20909

    		-1.6 ms

  





  

    		2024-09-28 01:08:29.03118

    		0.6 ms

  





  

    		2024-09-28 02:08:31.868643

    		-1.4 ms

  





  

    		2024-09-28 03:08:34.554034

    		-0.3 ms

  





  

    		2024-09-28 04:08:36.855078

    		2.3 ms

  





  

    		2024-09-28 05:08:39.50956

    		0.6 ms

  





  

    		2024-09-28 06:08:41.311365

    		-0.1 ms

  





  

    		2024-09-28 07:08:43.120124

    		0.7 ms

  





  

    		2024-09-28 08:08:45.491572

    		3.0 ms

  





  

    		2024-09-28 09:08:47.093306

    		-1.2 ms

  





  

    		2024-09-28 10:08:49.086084

    		0.2 ms

  





  

    		2024-09-28 11:08:50.783218

    		-0.6 ms

  





  

    		2024-09-28 12:08:52.390209

    		0.7 ms

  





  

    		2024-09-28 13:08:54.747814

    		3.3 ms

  





  

    		2024-09-28 14:08:56.390614

    		-0.1 ms

  





  

    		2024-09-28 15:08:58.693933

    		1.8 ms

  





  

    		2024-09-28 16:09:01.136909

    		-0.7 ms

  





  

    		2024-09-28 17:09:03.054791

    		1.4 ms

  





  

    		2024-09-28 18:09:06.572138

    		-1.2 ms

  





  

    		2024-09-28 19:09:08.643163

    		0.0 ms

  





  

    		2024-09-28 20:09:10.368074

    		-1.7 ms

  





  

    		2024-09-28 21:09:12.348602

    		-2.1 ms

  





  

    		2024-09-28 22:09:14.129303

    		-0.9 ms

  





  

    		2024-09-28 23:09:17.098182

    		-1.0 ms

  





  

    		2024-09-29 00:09:19.431677

    		-2.1 ms

  





  

    		2024-09-29 01:09:21.758828

    		-1.0 ms

  





  

    		2024-09-29 02:09:24.608629

    		-0.1 ms

  





  

    		2024-09-29 03:09:27.127044

    		-0.3 ms

  





  

    		2024-09-29 04:09:30.119564

    		-0.2 ms

  





  

    		2024-09-29 05:09:33.170894

    		2.9 ms

  





  

    		2024-09-29 06:09:35.935475

    		1.0 ms

  





  

    		2024-09-29 07:09:37.725837

    		3.0 ms

  





  

    		2024-09-29 08:09:39.554152

    		0.2 ms

  





  

    		2024-09-29 09:09:41.633053

    		-0.8 ms

  





  

    		2024-09-29 10:09:43.388479

    		0.7 ms

  





  

    		2024-09-29 11:09:45.027987

    		-0.8 ms

  





  

    		2024-09-29 12:09:47.915515

    		0.7 ms

  





  

    		2024-09-29 13:09:49.431659

    		-1.5 ms

  





  

    		2024-09-29 14:09:53.542024

    		0.0 ms

  





  

    		2024-09-29 15:09:55.231471

    		-0.6 ms

  





  

    		2024-09-29 16:09:56.802747

    		-0.2 ms

  





  

    		2024-09-29 17:09:59.764265

    		1.1 ms

  





  

    		2024-09-29 18:10:01.735658

    		-1.7 ms

  





  

    		2024-09-29 19:10:04.00124

    		-2.0 ms

  





  

    		2024-09-29 20:10:05.627347

    		-0.2 ms

  





  

    		2024-09-29 21:10:07.335861

    		2.2 ms

  





  

    		2024-09-29 22:10:09.88149

    		2.0 ms

  





  

    		2024-09-29 23:10:12.703103

    		1.3 ms

  





  

    		2024-09-30 00:10:15.239943

    		-0.9 ms

  





  

    		2024-09-30 01:10:16.939518

    		-2.7 ms

  





  

    		2024-09-30 02:10:19.909148

    		0.0 ms

  





  

    		2024-09-30 03:10:21.633303

    		0.6 ms

  





  

    		2024-09-30 04:10:24.53442

    		-0.5 ms

  





  

    		2024-09-30 05:10:27.038837

    		1.5 ms

  





  

    		2024-09-30 06:10:29.301153

    		0.3 ms

  





  

    		2024-09-30 07:10:32.503641

    		-0.1 ms

  





  

    		2024-09-30 08:10:34.571463

    		-0.5 ms

  





  

    		2024-09-30 09:10:36.35262

    		0.1 ms

  





  

    		2024-09-30 10:10:39.25849

    		-1.4 ms

  





  

    		2024-09-30 11:10:41.64769

    		-0.6 ms

  





  

    		2024-09-30 12:10:44.174435

    		-1.4 ms

  





  

    		2024-09-30 13:10:45.641012

    		-1.3 ms

  





  

    		2024-09-30 14:10:47.620004

    		0.3 ms

  





  

    		2024-09-30 15:10:49.144615

    		0.5 ms

  





  

    		2024-09-30 16:10:51.137693

    		-0.2 ms

  





  

    		2024-09-30 17:10:53.591986

    		-0.7 ms

  





  

    		2024-09-30 18:10:55.068393

    		2.0 ms

  





  

    		2024-09-30 19:10:57.032755

    		0.5 ms

  





  

    		2024-09-30 20:10:59.014633

    		-0.5 ms

  





  

    		2024-09-30 21:11:01.435752

    		-2.4 ms

  





  

    		2024-09-30 22:11:03.724811

    		-1.2 ms

  





  

    		2024-09-30 23:11:06.360501

    		-1.6 ms

  





  

    		2024-10-01 00:11:09.773068

    		-4.7 ms

  





  

    		2024-10-01 01:11:11.489019

    		0.0 ms

  





  

    		2024-10-01 02:11:14.532185

    		-0.5 ms

  





  

    		2024-10-01 03:11:18.067863

    		1.6 ms

  





  

    		2024-10-01 04:11:21.023798

    		0.0 ms

  





  

    		2024-10-01 05:11:23.174701

    		0.1 ms

  





  

    		2024-10-01 06:11:24.987663

    		2.9 ms

  





  

    		2024-10-01 07:11:26.714659

    		1.7 ms

  





  

    		2024-10-01 08:11:28.988465

    		2.0 ms

  





  

    		2024-10-01 09:11:31.169977

    		0.1 ms

  





  

    		2024-10-01 10:11:32.740269

    		2.6 ms

  





  

    		2024-10-01 11:11:34.823268

    		0.7 ms

  





  

    		2024-10-01 12:11:37.287129

    		0.7 ms

  





  

    		2024-10-01 13:11:38.805142

    		0.1 ms

  





  

    		2024-10-01 14:11:40.925737

    		0.9 ms

  





  

    		2024-10-01 15:11:43.207994

    		-0.8 ms

  





  

    		2024-10-01 16:11:45.349898

    		2.3 ms

  





  

    		2024-10-01 17:11:46.929809

    		2.8 ms

  





  

    		2024-10-01 18:11:48.832827

    		-3.7 ms

  





  

    		2024-10-01 19:11:50.434735

    		-1.3 ms

  





  

    		2024-10-01 20:11:54.352563

    		-0.9 ms

  





  

    		2024-10-01 21:11:56.085732

    		-2.4 ms

  





  

    		2024-10-01 22:11:57.839919

    		0.7 ms

  





  

    		2024-10-01 23:12:00.848346

    		-0.1 ms

  





  

    		2024-10-02 00:12:02.839413

    		0.5 ms

  





  

    		2024-10-02 01:12:05.288462

    		-1.3 ms

  





  

    		2024-10-02 02:12:06.919355

    		1.7 ms

  





  

    		2024-10-02 03:12:09.002733

    		3.4 ms

  





  

    		2024-10-02 04:12:12.034295

    		0.1 ms

  





  

    		2024-10-02 05:12:14.836676

    		1.1 ms

  





  

    		2024-10-02 06:12:17.190175

    		1.3 ms

  





  

    		2024-10-02 07:12:18.972835

    		0.3 ms

  





  

    		2024-10-02 08:12:20.993867

    		1.9 ms

  





  

    		2024-10-02 09:12:22.776516

    		-1.2 ms

  





  

    		2024-10-02 10:12:25.007252

    		0.0 ms

  





  

    		2024-10-02 11:12:27.403723

    		-0.9 ms

  





  

    		2024-10-02 12:12:30.400895

    		1.9 ms

  





  

    		2024-10-02 13:12:31.848862

    		-1.7 ms

  





  

    		2024-10-02 14:12:33.484753

    		0.8 ms

  





  

    		2024-10-02 15:12:36.04927

    		1.3 ms

  





  

    		2024-10-02 16:12:37.823562

    		-1.4 ms

  





  

    		2024-10-02 17:12:39.733824

    		-0.8 ms

  





  

    		2024-10-02 18:12:42.048122

    		-1.9 ms

  





  

    		2024-10-02 19:12:44.094957

    		0.9 ms

  





  

    		2024-10-02 20:12:46.516749

    		0.8 ms

  





  

    		2024-10-02 21:12:48.321632

    		-0.5 ms

  





  

    		2024-10-02 22:12:51.245732

    		-3.5 ms

  





  

    		2024-10-02 23:12:53.321353

    		1.1 ms

  





  

    		2024-10-03 00:12:56.876419

    		0.0 ms

  





  

    		2024-10-03 01:12:58.46798

    		-0.8 ms

  





  

    		2024-10-03 02:13:02.068684

    		0.7 ms

  





  

    		2024-10-03 03:13:04.595805

    		-0.8 ms

  





  

    		2024-10-03 04:13:06.151738

    		-0.9 ms

  





  

    		2024-10-03 05:13:10.156572

    		-1.7 ms

  





  

    		2024-10-03 06:13:11.817111

    		-1.6 ms

  





  

    		2024-10-03 07:13:14.580811

    		0.6 ms

  





  

    		2024-10-03 08:13:16.72516

    		1.9 ms

  





  

    		2024-10-03 09:13:18.608663

    		2.9 ms

  





  

    		2024-10-03 10:13:21.077117

    		2.1 ms

  





  

    		2024-10-03 11:13:22.880402

    		0.8 ms

  





  

    		2024-10-03 12:13:24.43723

    		-1.8 ms

  





  

    		2024-10-03 13:13:25.99753

    		-1.6 ms

  





  

    		2024-10-03 14:13:27.726975

    		-2.7 ms

  





  

    		2024-10-03 15:13:29.191352

    		0.3 ms

  





  

    		2024-10-03 16:13:31.482129

    		-1.0 ms

  





  

    		2024-10-03 17:13:33.185474

    		1.1 ms

  





  

    		2024-10-03 18:13:34.686374

    		0.8 ms

  





  

    		2024-10-03 19:13:36.815731

    		-1.5 ms

  





  

    		2024-10-03 20:13:38.560474

    		-1.7 ms

  





  

    		2024-10-03 21:13:41.349377

    		2.0 ms

  





  

    		2024-10-03 22:13:43.980534

    		-0.2 ms

  





  

    		2024-10-03 23:13:47.750946

    		0.4 ms

  





  

    		2024-10-04 00:13:49.26384

    		0.6 ms

  





  

    		2024-10-04 01:13:50.759493

    		0.3 ms

  





  

    		2024-10-04 02:13:53.30762

    		-0.5 ms

  





  

    		2024-10-04 03:13:56.274313

    		-0.6 ms

  





  

    		2024-10-04 04:13:58.186153

    		-0.3 ms

  





  

    		2024-10-04 05:13:59.904233

    		0.3 ms

  





  

    		2024-10-04 06:14:01.608578

    		-0.5 ms

  





  

    		2024-10-04 07:14:04.174755

    		3.3 ms

  





  

    		2024-10-04 08:14:05.790084

    		2.2 ms

  





  

    		2024-10-04 09:14:09.120816

    		1.6 ms

  





  

    		2024-10-04 10:14:10.7196

    		-1.9 ms

  





  

    		2024-10-04 11:14:13.366331

    		0.2 ms

  





  

    		2024-10-04 12:14:14.933924

    		1.5 ms

  





  

    		2024-10-04 13:14:17.438513

    		-2.5 ms

  





  

    		2024-10-04 14:14:19.115436

    		-1.2 ms

  





  

    		2024-10-04 15:14:21.857471

    		-0.5 ms

  





  

    		2024-10-04 16:14:23.750669

    		-1.8 ms

  





  

    		2024-10-04 17:14:25.625044

    		-1.1 ms

  





  

    		2024-10-04 18:14:27.449693

    		1.1 ms

  





  

    		2024-10-04 19:14:29.606169

    		-0.7 ms

  





  

    		2024-10-04 20:14:31.261865

    		2.5 ms

  





  

    		2024-10-04 21:14:33.77052

    		0.6 ms

  





  

    		2024-10-04 22:14:35.916602

    		-1.1 ms

  





  

    		2024-10-04 23:14:38.447073

    		-1.1 ms

  





  

    		2024-10-05 00:14:40.552697

    		0.8 ms

  





  

    		2024-10-05 01:14:42.074999

    		0.0 ms

  





  

    		2024-10-05 02:14:43.916824

    		-0.7 ms

  





  

    		2024-10-05 03:14:46.188199

    		0.3 ms

  





  

    		2024-10-05 04:14:48.099417

    		-0.3 ms

  





  

    		2024-10-05 05:14:50.558893

    		1.6 ms

  





  

    		2024-10-05 06:14:52.77039

    		0.1 ms

  





  

    		2024-10-05 07:14:54.702943

    		-0.5 ms

  





  

    		2024-10-05 08:14:56.146824

    		1.4 ms

  





  

    		2024-10-05 09:14:58.403882

    		-2.0 ms

  





  

    		2024-10-05 10:14:59.966629

    		1.7 ms

  





  

    		2024-10-05 11:15:01.711143

    		-1.0 ms

  





  

    		2024-10-05 12:15:03.789095

    		0.7 ms

  





  

    		2024-10-05 13:15:07.670704

    		0.4 ms

  





  

    		2024-10-05 14:15:09.880232

    		2.3 ms

  





  

    		2024-10-05 15:15:12.989255

    		-0.7 ms

  





  

    		2024-10-05 16:15:14.697653

    		0.8 ms

  





  

    		2024-10-05 17:15:16.784036

    		-0.1 ms

  





  

    		2024-10-05 18:15:18.853648

    		-1.9 ms

  





  

    		2024-10-05 19:15:21.879833

    		0.7 ms

  





  

    		2024-10-05 20:15:24.497418

    		-0.5 ms

  





  

    		2024-10-05 21:15:26.157649

    		-2.0 ms

  





  

    		2024-10-05 22:15:29.836482

    		0.7 ms

  





  

    		2024-10-05 23:15:32.75114

    		-1.3 ms

  





  

    		2024-10-06 00:15:34.761197

    		-1.9 ms

  





  

    		2024-10-06 01:15:36.512979

    		-0.4 ms

  





  

    		2024-10-06 02:15:38.462914

    		-0.5 ms

  





  

    		2024-10-06 03:15:41.972077

    		-1.1 ms

  





  

    		2024-10-06 04:15:43.792235

    		-1.0 ms

  





  

    		2024-10-06 05:15:45.289044

    		1.8 ms

  





  

    		2024-10-06 06:15:47.563581

    		-0.8 ms

  





  

    		2024-10-06 07:15:49.259057

    		0.0 ms

  





  

    		2024-10-06 08:15:52.617342

    		2.0 ms

  





  

    		2024-10-06 09:15:54.14596

    		-0.5 ms

  





  

    		2024-10-06 10:15:56.113435

    		-0.1 ms

  





  

    		2024-10-06 11:15:59.549946

    		-0.4 ms

  





  

    		2024-10-06 12:16:01.455285

    		0.6 ms

  





  

    		2024-10-06 13:16:03.62125

    		0.6 ms

  





  

    		2024-10-06 14:16:05.204459

    		-0.4 ms

  





  

    		2024-10-06 15:16:08.002599

    		-0.9 ms

  





  

    		2024-10-06 16:16:11.273877

    		0.4 ms

  





  

    		2024-10-06 17:16:15.265264

    		-1.0 ms

  





  

    		2024-10-06 18:16:18.5254

    		1.2 ms

  





  

    		2024-10-06 19:16:22.255471

    		0.3 ms

  





  

    		2024-10-06 20:16:23.871432

    		-2.1 ms

  





  

    		2024-10-06 21:16:25.559856

    		0.7 ms

  





  

    		2024-10-06 22:16:27.337013

    		-0.6 ms

  





  

    		2024-10-06 23:16:30.013741

    		0.2 ms

  





  

    		2024-10-07 00:16:32.324375

    		0.5 ms

  





  

    		2024-10-07 01:16:34.701804

    		-0.7 ms

  





  

    		2024-10-07 02:16:36.531442

    		-1.5 ms

  





  

    		2024-10-07 03:16:38.842144

    		1.0 ms

  





  

    		2024-10-07 04:16:40.707555

    		-0.8 ms

  





  

    		2024-10-07 05:16:42.61978

    		-0.3 ms

  





  

    		2024-10-07 06:16:46.041124

    		0.3 ms

  





  

    		2024-10-07 07:16:47.780773

    		0.1 ms

  





  

    		2024-10-07 08:16:51.434516

    		1.9 ms

  





  

    		2024-10-07 09:16:53.003084

    		-3.2 ms

  





  

    		2024-10-07 10:16:54.547303

    		-0.2 ms

  





  

    		2024-10-07 11:16:56.026495

    		-0.9 ms

  





  

    		2024-10-07 12:16:57.999619

    		-2.1 ms

  





  

    		2024-10-07 13:17:00.104387

    		0.6 ms

  





  

    		2024-10-07 14:17:02.032866

    		3.2 ms

  





  

    		2024-10-07 15:17:03.844572

    		-5.3 ms

  





  

    		2024-10-07 16:17:05.53258

    		-0.8 ms

  





  

    		2024-10-07 17:17:07.337553

    		1.6 ms

  





  

    		2024-10-07 18:17:08.986976

    		-3.6 ms

  





  

    		2024-10-07 19:17:10.722561

    		5.6 ms

  





  

    		2024-10-07 20:17:12.509152

    		-0.9 ms

  





  

    		2024-10-07 21:17:13.941309

    		2.9 ms

  





  

    		2024-10-07 22:17:18.033938

    		-0.4 ms

  





  

    		2024-10-07 23:17:20.672163

    		-0.6 ms

  





  

    		2024-10-08 00:17:23.484024

    		-2.7 ms

  





  

    		2024-10-08 01:17:27.616801

    		1.1 ms

  





  

    		2024-10-08 02:17:29.72271

    		-0.6 ms

  





  

    		2024-10-08 03:17:31.213121

    		1.3 ms

  





  

    		2024-10-08 04:17:33.219981

    		0.0 ms

  





  

    		2024-10-08 05:17:34.822118

    		-0.2 ms

  





  

    		2024-10-08 06:17:37.613233

    		0.2 ms

  





  

    		2024-10-08 07:17:39.487713

    		1.6 ms

  





  

    		2024-10-08 08:17:41.666811

    		2.4 ms

  





  

    		2024-10-08 09:17:44.166054

    		1.9 ms

  





  

    		2024-10-08 10:17:45.776286

    		-0.4 ms

  





  

    		2024-10-08 11:17:48.042384

    		-0.7 ms

  





  

    		2024-10-08 12:17:50.497039

    		-0.7 ms

  





  

    		2024-10-08 13:17:51.95847

    		-0.6 ms

  





  

    		2024-10-08 14:17:53.546829

    		2.8 ms

  





  

    		2024-10-08 15:17:55.220373

    		1.5 ms

  





  

    		2024-10-08 16:17:57.448546

    		-0.7 ms

  





  

    		2024-10-08 17:18:00.400511

    		0.5 ms

  





  

    		2024-10-08 18:18:04.683432

    		2.1 ms

  





  

    		2024-10-08 19:18:08.825423

    		-0.8 ms

  





  

    		2024-10-08 20:18:10.797796

    		0.0 ms

  





  

    		2024-10-08 21:18:13.32148

    		-2.1 ms

  





  

    		2024-10-08 22:18:14.873875

    		-1.8 ms

  





  

    		2024-10-08 23:18:16.950713

    		-2.8 ms

  





  

    		2024-10-09 00:18:19.271299

    		0.1 ms

  





  

    		2024-10-09 01:18:20.76653

    		-0.9 ms

  





  

    		2024-10-09 02:18:22.924764

    		1.7 ms

  





  

    		2024-10-09 03:18:25.574282

    		3.0 ms

  





  

    		2024-10-09 04:18:27.624827

    		-1.4 ms

  





  

    		2024-10-09 05:18:29.275694

    		-1.4 ms

  





  

    		2024-10-09 06:18:32.263706

    		-1.0 ms

  





  

    		2024-10-09 07:18:34.207536

    		-1.9 ms

  





  

    		2024-10-09 08:18:36.207934

    		7.4 ms

  





  

    		2024-10-09 09:18:37.6929

    		0.1 ms

  





  

    		2024-10-09 10:18:39.142339

    		0.8 ms

  





  

    		2024-10-09 11:18:40.808672

    		1.1 ms

  





  

    		2024-10-09 12:18:42.394586

    		-1.0 ms

  





  

    		2024-10-09 13:18:43.960108

    		-1.2 ms

  





  

    		2024-10-09 14:18:45.630668

    		-1.3 ms

  





  

    		2024-10-09 15:18:47.662833

    		1.8 ms

  





  

    		2024-10-09 16:18:51.425847

    		1.2 ms

  





  

    		2024-10-09 17:18:53.432317

    		-0.7 ms

  





  

    		2024-10-09 18:18:57.209712

    		-0.9 ms

  





  

    		2024-10-09 19:18:59.032233

    		2.4 ms

  





  

    		2024-10-09 20:19:03.359005

    		-1.2 ms

  





  

    		2024-10-09 21:19:07.237508

    		-2.0 ms

  





  

    		2024-10-09 22:19:11.254058

    		-0.9 ms

  





  

    		2024-10-09 23:19:12.747713

    		-0.2 ms

  





  

    		2024-10-10 00:19:14.405772

    		-1.2 ms

  





  

    		2024-10-10 01:19:16.148713

    		-0.8 ms

  





  

    		2024-10-10 02:19:18.463224

    		-0.9 ms

  





  

    		2024-10-10 03:19:21.664429

    		-0.4 ms

  





  

    		2024-10-10 04:19:24.115886

    		0.0 ms

  





  

    		2024-10-10 05:19:26.95607

    		-1.1 ms

  





  

    		2024-10-10 06:19:29.911862

    		-0.8 ms

  





  

    		2024-10-10 07:19:31.754549

    		-1.1 ms

  





  

    		2024-10-10 08:19:34.098696

    		-0.1 ms

  





  

    		2024-10-10 09:19:36.000304

    		0.2 ms

  





  

    		2024-10-10 10:19:37.977771

    		2.6 ms

  





  

    		2024-10-10 11:19:39.959065

    		-1.5 ms

  





  

    		2024-10-10 12:19:42.743171

    		0.9 ms

  





  

    		2024-10-10 13:19:44.846439

    		1.2 ms

  





  

    		2024-10-10 14:19:46.568049

    		1.4 ms

  





  

    		2024-10-10 15:19:48.342398

    		-0.5 ms

  





  

    		2024-10-10 16:19:50.54825

    		-2.0 ms

  





  

    		2024-10-10 17:19:52.887428

    		-0.8 ms

  





  

    		2024-10-10 18:19:54.842285

    		0.7 ms

  





  

    		2024-10-10 19:19:57.243113

    		-0.9 ms

  





  

    		2024-10-10 20:20:00.759066

    		-1.6 ms

  





  

    		2024-10-10 21:20:02.261124

    		-1.9 ms

  





  

    		2024-10-10 22:20:05.448074

    		-0.1 ms

  





  

    		2024-10-10 23:20:08.866242

    		-0.7 ms

  





  

    		2024-10-11 00:20:12.229803

    		-1.0 ms

  





  

    		2024-10-11 01:20:14.102005

    		1.7 ms

  





  

    		2024-10-11 02:20:17.98284

    		0.1 ms

  





  

    		2024-10-11 03:20:20.143269

    		3.8 ms

  





  

    		2024-10-11 04:20:22.977605

    		0.3 ms

  





  

    		2024-10-11 05:20:24.972535

    		1.4 ms

  





  

    		2024-10-11 06:20:26.789153

    		0.1 ms

  





  

    		2024-10-11 07:20:29.397684

    		0.3 ms

  





  

    		2024-10-11 08:20:30.805149

    		1.0 ms

  





  

    		2024-10-11 09:20:32.434084

    		1.4 ms

  





  

    		2024-10-11 10:20:34.817563

    		1.9 ms

  





  

    		2024-10-11 11:20:37.248793

    		0.2 ms

  





  

    		2024-10-11 12:20:38.807952

    		-4.4 ms

  





  

    		2024-10-11 13:20:40.27524

    		-0.4 ms

  





  

    		2024-10-11 14:20:42.915427

    		-12.6 ms

  





  

    		2024-10-11 15:20:45.195237

    		0.6 ms

  





  

    		2024-10-11 16:20:46.71159

    		-0.2 ms

  





  

    		2024-10-11 17:20:48.77382

    		-1.8 ms

  





  

    		2024-10-11 18:20:50.339649

    		1.4 ms

  





  

    		2024-10-11 19:20:51.926525

    		-0.6 ms

  





  

    		2024-10-11 20:20:54.245084

    		2.0 ms

  





  

    		2024-10-11 21:20:55.949161

    		1.2 ms

  





  

    		2024-10-11 22:20:57.941445

    		-2.3 ms

  





  

    		2024-10-11 23:21:00.121544

    		-9.4 ms

  





  

    		2024-10-12 00:21:03.055464

    		-12.1 ms

  





  

    		2024-10-12 01:21:06.260172

    		-3.1 ms

  





  

    		2024-10-12 02:21:08.284746

    		-0.6 ms

  





  

    		2024-10-12 03:21:10.96043

    		-2.4 ms

  





  

    		2024-10-12 04:21:13.745555

    		-0.7 ms

  





  

    		2024-10-12 05:21:17.358616

    		-1.1 ms

  





  

    		2024-10-12 06:21:19.502109

    		0.0 ms

  





  

    		2024-10-12 07:21:21.267914

    		1.1 ms

  





  

    		2024-10-12 08:21:23.757794

    		-0.3 ms

  





  

    		2024-10-12 09:21:25.562743

    		-0.5 ms

  





  

    		2024-10-12 10:21:28.644188

    		-1.1 ms

  





  

    		2024-10-12 11:21:30.460033

    		1.8 ms

  





  

    		2024-10-12 12:21:33.820173

    		0.6 ms

  





  

    		2024-10-12 13:21:36.574481

    		-0.2 ms

  





  

    		2024-10-12 14:21:38.749531

    		-1.6 ms

  





  

    		2024-10-12 15:21:41.455549

    		-0.9 ms

  





  

    		2024-10-12 16:21:43.757432

    		2.9 ms

  





  

    		2024-10-12 17:21:46.811672

    		0.2 ms

  





  

    		2024-10-12 18:21:49.178465

    		-4.2 ms

  





  

    		2024-10-12 19:21:51.278202

    		-3.4 ms

  





  

    		2024-10-12 20:21:52.802233

    		-0.7 ms

  





  

    		2024-10-12 21:21:56.096456

    		0.2 ms

  





  

    		2024-10-12 22:21:58.853977

    		-0.7 ms

  





  

    		2024-10-12 23:22:02.152184

    		0.8 ms

  





  

    		2024-10-13 00:22:04.506622

    		1.9 ms

  





  

    		2024-10-13 01:22:06.726615

    		0.3 ms

  





  

    		2024-10-13 02:22:08.443639

    		-1.5 ms

  





  

    		2024-10-13 03:22:10.393223

    		1.7 ms

  





  

    		2024-10-13 04:22:11.915042

    		-0.8 ms

  





  

    		2024-10-13 05:22:15.169936

    		1.1 ms

  





  

    		2024-10-13 06:22:17.046499

    		-0.2 ms

  





  

    		2024-10-13 07:22:18.781244

    		-0.1 ms

  





  

    		2024-10-13 08:22:21.500743

    		1.9 ms

  





  

    		2024-10-13 09:22:24.516434

    		2.5 ms

  





  

    		2024-10-13 10:22:26.942003

    		0.6 ms

  





  

    		2024-10-13 11:22:30.053371

    		1.5 ms

  





  

    		2024-10-13 12:22:33.705508

    		-0.8 ms

  





  

    		2024-10-13 13:22:37.373368

    		0.8 ms

  





  

    		2024-10-13 14:22:39.01276

    		-0.2 ms

  





  

    		2024-10-13 15:22:43.018073

    		1.0 ms

  





  

    		2024-10-13 16:22:46.774438

    		0.8 ms

  





  

    		2024-10-13 17:22:48.808297

    		-0.3 ms

  





  

    		2024-10-13 18:22:51.894508

    		1.1 ms

  





  

    		2024-10-13 19:22:55.462742

    		1.2 ms

  





  

    		2024-10-13 20:22:58.119525

    		-0.8 ms

  





  

    		2024-10-13 21:22:59.549082

    		-1.3 ms

  





  

    		2024-10-13 22:23:01.552556

    		0.7 ms

  





  

    		2024-10-13 23:23:03.721694

    		-0.4 ms

  





  

    		2024-10-14 00:23:05.859828

    		-1.4 ms

  





  

    		2024-10-14 01:23:07.785647

    		-1.1 ms

  





  

    		2024-10-14 02:23:09.515745

    		-1.2 ms

  





  

    		2024-10-14 03:23:11.203477

    		-1.2 ms

  





  

    		2024-10-14 04:23:13.284049

    		0.6 ms

  





  

    		2024-10-14 05:23:16.265631

    		0.9 ms

  





  

    		2024-10-14 06:23:19.229911

    		2.7 ms

  





  

    		2024-10-14 07:23:20.895169

    		0.9 ms

  





  

    		2024-10-14 08:23:24.074938

    		0.7 ms

  





  

    		2024-10-14 09:23:26.146763

    		1.6 ms

  





  

    		2024-10-14 10:23:27.793427

    		1.2 ms

  





  

    		2024-10-14 11:23:29.260913

    		-0.3 ms

  





  

    		2024-10-14 12:23:31.021394

    		2.1 ms

  





  

    		2024-10-14 13:23:33.940953

    		1.4 ms

  





  

    		2024-10-14 14:23:36.168065

    		-0.8 ms

  





  

    		2024-10-14 15:23:37.600866

    		-0.6 ms

  





  

    		2024-10-14 16:23:39.15246

    		-2.4 ms

  





  

    		2024-10-14 17:23:40.815137

    		0.4 ms

  





  

    		2024-10-14 18:23:43.04366

    		-0.1 ms

  





  

    		2024-10-14 19:23:44.505179

    		-1.3 ms

  





  

    		2024-10-14 20:23:46.864969

    		-0.1 ms

  





  

    		2024-10-14 21:23:49.079043

    		-1.9 ms

  





  

    		2024-10-14 22:23:50.860434

    		1.3 ms

  





  

    		2024-10-14 23:23:53.504321

    		-1.1 ms

  





  

    		2024-10-15 00:23:56.568856

    		-0.8 ms

  





  

    		2024-10-15 01:23:59.473558

    		-0.3 ms

  





  

    		2024-10-15 02:24:02.536341

    		3.1 ms

  





  

    		2024-10-15 03:24:04.395338

    		1.7 ms

  





  

    		2024-10-15 04:24:07.097048

    		-0.2 ms

  





  

    		2024-10-15 05:24:09.123433

    		0.3 ms

  





  

    		2024-10-15 06:24:12.132035

    		1.5 ms

  





  

    		2024-10-15 07:24:14.340086

    		1.4 ms

  





  

    		2024-10-15 08:24:16.098135

    		-0.4 ms

  





  

    		2024-10-15 09:24:17.990365

    		0.0 ms

  





  

    		2024-10-15 10:24:20.263647

    		-1.4 ms

  





  

    		2024-10-15 11:24:22.179325

    		0.2 ms

  





  

    		2024-10-15 12:24:23.774733

    		-0.4 ms

  





  

    		2024-10-15 13:24:25.333103

    		-0.2 ms

  





  

    		2024-10-15 14:24:26.940858

    		-2.3 ms

  





  

    		2024-10-15 15:24:28.758334

    		2.0 ms

  





  

    		2024-10-15 16:24:31.735924

    		-1.3 ms

  





  

    		2024-10-15 17:24:33.301836

    		0.7 ms

  





  

    		2024-10-15 18:24:36.376595

    		1.8 ms

  





  

    		2024-10-15 19:24:38.973037

    		1.9 ms

  





  

    		2024-10-15 20:24:41.44614

    		0.2 ms

  





  

    		2024-10-15 21:24:43.593899

    		-0.7 ms

  





  

    		2024-10-15 22:24:45.988155

    		0.5 ms

  





  

    		2024-10-15 23:24:49.014461

    		-1.7 ms

  





  

    		2024-10-16 00:24:50.963535

    		-0.6 ms

  





  

    		2024-10-16 01:24:54.721205

    		0.3 ms

  





  

    		2024-10-16 02:24:58.459301

    		0.3 ms

  





  

    		2024-10-16 03:25:00.64179

    		1.3 ms

  





  

    		2024-10-16 04:25:04.884334

    		1.4 ms

  





  

    		2024-10-16 05:25:08.863911

    		0.0 ms

  





  

    		2024-10-16 06:25:10.453733

    		2.2 ms

  





  

    		2024-10-16 07:25:12.046303

    		0.4 ms

  





  

    		2024-10-16 08:25:13.519199

    		2.4 ms

  





  

    		2024-10-16 09:25:15.663107

    		0.8 ms

  





  

    		2024-10-16 10:25:17.655088

    		1.6 ms

  





  

    		2024-10-16 11:25:19.970825

    		0.7 ms

  





  

    		2024-10-16 12:25:21.724984

    		2.3 ms

  





  

    		2024-10-16 13:25:23.586843

    		2.6 ms

  





  

    		2024-10-16 14:25:25.147521

    		1.9 ms

  





  

    		2024-10-16 15:25:26.878284

    		1.5 ms

  





  

    		2024-10-16 16:25:28.985271

    		1.3 ms

  





  

    		2024-10-16 17:25:30.815942

    		-0.7 ms

  





  

    		2024-10-16 18:25:33.029592

    		-0.5 ms

  





  

    		2024-10-16 19:25:35.203571

    		0.5 ms

  





  

    		2024-10-16 20:25:36.791595

    		1.6 ms

  





  

    		2024-10-16 21:25:38.354633

    		0.2 ms

  





  

    		2024-10-16 22:25:41.652311

    		0.0 ms

  





  

    		2024-10-16 23:25:43.919685

    		-0.1 ms

  





  

    		2024-10-17 00:25:45.737316

    		3.7 ms

  





  

    		2024-10-17 01:25:47.368152

    		-0.8 ms

  





  

    		2024-10-17 02:25:49.586273

    		1.9 ms

  





  

    		2024-10-17 03:25:51.788391

    		-0.1 ms

  





  

    		2024-10-17 04:25:55.507177

    		1.0 ms

  





  

    		2024-10-17 05:25:57.518738

    		1.2 ms

  





  

    		2024-10-17 06:25:59.326453

    		2.5 ms

  





  

    		2024-10-17 07:26:00.957399

    		1.2 ms

  





  

    		2024-10-17 08:26:02.836806

    		1.7 ms

  





  

    		2024-10-17 09:26:04.404091

    		1.0 ms

  





  

    		2024-10-17 10:26:05.857189

    		1.5 ms

  





  

    		2024-10-17 11:26:09.087029

    		0.1 ms

  





  

    		2024-10-17 12:26:10.721441

    		-0.6 ms

  





  

    		2024-10-17 13:26:12.457378

    		1.7 ms

  





  

    		2024-10-17 14:26:14.252437

    		1.6 ms

  





  

    		2024-10-17 15:26:16.233533

    		-0.3 ms

  





  

    		2024-10-17 16:26:22.705337

    		2.0 ms

  





  

    		2024-10-17 17:26:24.822949

    		1.4 ms

  





  

    		2024-10-17 18:26:26.475968

    		2.7 ms

  





  

    		2024-10-17 19:26:28.843565

    		1.0 ms

  





  

    		2024-10-17 20:26:32.775668

    		1.6 ms

  





  

    		2024-10-17 21:26:35.410364

    		-0.8 ms

  





  

    		2024-10-17 22:26:38.52921

    		0.4 ms

  





  

    		2024-10-17 23:26:40.607662

    		0.2 ms

  





  

    		2024-10-18 00:26:42.950331

    		0.2 ms

  





  

    		2024-10-18 01:26:45.172367

    		-1.5 ms

  





  

    		2024-10-18 02:26:47.13643

    		1.4 ms

  





  

    		2024-10-18 03:26:48.87227

    		2.1 ms

  





  

    		2024-10-18 04:26:51.668018

    		0.5 ms

  





  

    		2024-10-18 05:26:53.268815

    		1.2 ms

  





  

    		2024-10-18 06:26:55.792834

    		2.1 ms

  





  

    		2024-10-18 07:26:58.035313

    		0.1 ms

  





  

    		2024-10-18 08:27:00.052878

    		-0.1 ms

  





  

    		2024-10-18 09:27:02.753187

    		-0.3 ms

  





  

    		2024-10-18 10:27:04.474153

    		1.6 ms

  





  

    		2024-10-18 11:27:06.294474

    		-3.2 ms

  





  

    		2024-10-18 12:27:08.015293

    		0.5 ms

  





  

    		2024-10-18 13:27:09.802634

    		-0.3 ms

  





  

    		2024-10-18 14:27:11.834756

    		4.0 ms

  





  

    		2024-10-18 15:27:13.497339

    		2.2 ms

  





  

    		2024-10-18 16:27:16.360107

    		1.2 ms

  





  

    		2024-10-18 17:27:18.817818

    		-2.7 ms

  





  

    		2024-10-18 18:27:20.378539

    		-0.1 ms

  





  

    		2024-10-18 19:27:22.855704

    		-1.1 ms

  





  

    		2024-10-18 20:27:25.243332

    		-2.7 ms

  





  

    		2024-10-18 21:27:27.065359

    		-0.6 ms

  





  

    		2024-10-18 22:27:31.379825

    		-0.8 ms

  





  

    		2024-10-18 23:27:32.965993

    		-3.6 ms

  





  

    		2024-10-19 00:27:34.701061

    		2.0 ms

  





  

    		2024-10-19 01:27:36.678453

    		0.2 ms

  





  

    		2024-10-19 02:27:39.888488

    		-1.4 ms

  





  

    		2024-10-19 03:27:42.063383

    		-0.9 ms

  





  

    		2024-10-19 04:27:43.916367

    		1.2 ms

  





  

    		2024-10-19 05:27:46.343556

    		-1.8 ms

  





  

    		2024-10-19 06:27:48.982291

    		-1.2 ms

  





  

    		2024-10-19 07:27:51.047237

    		1.6 ms

  





  

    		2024-10-19 08:27:53.402338

    		-0.7 ms

  





  

    		2024-10-19 09:27:56.150714

    		1.1 ms

  





  

    		2024-10-19 10:27:58.943538

    		2.2 ms

  





  

    		2024-10-19 11:28:02.2837

    		2.6 ms

  





  

    		2024-10-19 12:28:05.239949

    		0.9 ms

  





  

    		2024-10-19 13:28:06.760552

    		0.1 ms

  





  

    		2024-10-19 14:28:09.216806

    		2.6 ms

  





  

    		2024-10-19 15:28:11.416443

    		1.5 ms

  





  

    		2024-10-19 16:28:13.31352

    		0.0 ms

  





  

    		2024-10-19 17:28:15.495877

    		1.9 ms

  





  

    		2024-10-19 18:28:17.682809

    		1.9 ms

  





  

    		2024-10-19 19:28:19.543393

    		-0.7 ms

  





  

    		2024-10-19 20:28:22.267504

    		1.1 ms

  





  

    		2024-10-19 21:28:24.316812

    		1.8 ms

  





  

    		2024-10-19 22:28:27.456434

    		1.4 ms

  





  

    		2024-10-19 23:28:29.056049

    		-1.1 ms

  





  

    		2024-10-20 00:28:31.010409

    		1.5 ms

  





  

    		2024-10-20 01:28:33.676091

    		-1.0 ms

  





  

    		2024-10-20 02:28:35.648072

    		-0.9 ms

  





  

    		2024-10-20 03:28:37.436797

    		2.5 ms

  





  

    		2024-10-20 04:28:39.903946

    		2.2 ms

  





  

    		2024-10-20 05:28:41.773725

    		1.1 ms

  





  

    		2024-10-20 06:28:43.378933

    		-2.0 ms

  





  

    		2024-10-20 07:28:45.82213

    		2.0 ms

  





  

    		2024-10-20 08:28:47.434923

    		0.2 ms

  





  

    		2024-10-20 09:28:49.258485

    		-0.9 ms

  





  

    		2024-10-20 10:28:52.921127

    		0.1 ms

  





  

    		2024-10-20 11:28:55.075966

    		-0.6 ms

  





  

    		2024-10-20 12:28:58.277255

    		-1.5 ms

  





  

    		2024-10-20 13:29:01.076098

    		1.7 ms

  





  

    		2024-10-20 14:29:02.683518

    		-1.8 ms

  





  

    		2024-10-20 15:29:04.971273

    		-1.5 ms

  





  

    		2024-10-20 16:29:07.563148

    		-1.0 ms

  





  

    		2024-10-20 17:29:09.416312

    		0.6 ms

  





  

    		2024-10-20 18:29:11.113763

    		0.1 ms

  





  

    		2024-10-20 19:29:14.154364

    		0.2 ms

  





  

    		2024-10-20 20:29:16.481787

    		-0.4 ms

  





  

    		2024-10-20 21:29:18.351674

    		-0.7 ms

  





  

    		2024-10-20 22:29:20.227961

    		-1.5 ms

  





  

    		2024-10-20 23:29:23.567549

    		-0.4 ms

  





  

    		2024-10-21 00:29:26.731257

    		-1.7 ms

  





  

    		2024-10-21 01:29:29.797025

    		-1.5 ms

  





  

    		2024-10-21 02:29:32.044281

    		0.7 ms

  





  

    		2024-10-21 03:29:34.55257

    		-0.6 ms

  





  

    		2024-10-21 04:29:36.605665

    		-2.2 ms

  





  

    		2024-10-21 05:29:39.019585

    		-1.4 ms

  





  

    		2024-10-21 06:29:42.146761

    		-0.8 ms

  





  

    		2024-10-21 07:29:43.87754

    		0.6 ms

  





  

    		2024-10-21 08:29:46.667239

    		-0.7 ms

  





  

    		2024-10-21 09:29:49.597697

    		-0.2 ms

  





  

    		2024-10-21 10:29:51.641443

    		7.9 ms

  





  

    		2024-10-21 11:29:54.243932

    		3.2 ms

  





  

    		2024-10-21 12:29:56.328316

    		-0.2 ms

  





  

    		2024-10-21 13:29:58.207046

    		4.9 ms

  





  

    		2024-10-21 14:30:00.418766

    		2.2 ms

  





  

    		2024-10-21 15:30:02.03966

    		0.0 ms

  





  

    		2024-10-21 16:30:03.532046

    		-0.4 ms

  





  

    		2024-10-21 17:30:05.050472

    		-0.6 ms

  





  

    		2024-10-21 18:30:06.859717

    		-1.9 ms

  





  

    		2024-10-21 19:30:08.81982

    		-0.2 ms

  





  

    		2024-10-21 20:30:10.495909

    		1.0 ms

  





  

    		2024-10-21 21:30:14.747144

    		0.9 ms

  





  

    		2024-10-21 22:30:16.920986

    		1.1 ms

  





  

    		2024-10-21 23:30:19.165412

    		0.6 ms

  





  

    		2024-10-22 00:30:20.887153

    		0.7 ms

  





  

    		2024-10-22 01:30:24.067452

    		-0.3 ms

  





  

    		2024-10-22 02:30:27.020632

    		0.8 ms

  





  

    		2024-10-22 03:30:29.421965

    		0.4 ms

  





  

    		2024-10-22 04:30:31.480078

    		0.0 ms

  





  

    		2024-10-22 05:30:35.718304

    		1.0 ms

  





  

    		2024-10-22 06:30:37.845377

    		1.8 ms

  





  

    		2024-10-22 07:30:40.89673

    		1.9 ms

  





  

    		2024-10-22 08:30:43.461681

    		-2.6 ms

  





  

    		2024-10-22 09:30:45.456615

    		0.3 ms

  





  

    		2024-10-22 10:30:47.973941

    		1.0 ms

  





  

    		2024-10-22 11:30:50.620461

    		-0.1 ms

  





  

    		2024-10-22 12:30:53.787981

    		2.5 ms

  





  

    		2024-10-22 13:30:55.487919

    		0.5 ms

  





  

    		2024-10-22 14:30:58.014468

    		-0.3 ms

  





  

    		2024-10-22 15:31:01.752279

    		0.6 ms

  





  

    		2024-10-22 16:31:03.329393

    		-1.4 ms

  





  

    		2024-10-22 17:31:04.855962

    		-0.3 ms

  





  

    		2024-10-22 18:31:06.972374

    		-0.1 ms

  





  

    		2024-10-22 19:31:09.519202

    		0.7 ms

  





  

    		2024-10-22 20:31:11.999755

    		-1.7 ms

  





  

    		2024-10-22 21:31:14.974652

    		1.7 ms

  





  

    		2024-10-22 22:31:16.993594

    		-1.5 ms

  





  

    		2024-10-22 23:31:19.002225

    		-1.1 ms

  





  

    		2024-10-23 00:31:20.814401

    		-1.2 ms

  





  

    		2024-10-23 01:31:22.511548

    		0.0 ms

  





  

    		2024-10-23 02:31:25.532428

    		-1.2 ms

  





  

    		2024-10-23 03:31:29.129553

    		-0.8 ms

  





  

    		2024-10-23 04:31:30.968239

    		-1.2 ms

  





  

    		2024-10-23 05:31:34.11147

    		0.2 ms

  





  

    		2024-10-23 06:31:37.576046

    		1.0 ms

  





  

    		2024-10-23 07:31:39.85748

    		-0.3 ms

  





  

    		2024-10-23 08:31:42.166132

    		0.7 ms

  





  

    		2024-10-23 09:31:43.729052

    		-0.5 ms

  





  

    		2024-10-23 10:31:45.379384

    		-0.3 ms

  





  

    		2024-10-23 11:31:48.04819

    		-2.4 ms

  





  

    		2024-10-23 12:31:50.227488

    		5.3 ms

  





  

    		2024-10-23 13:31:51.870817

    		1.7 ms

  





  

    		2024-10-23 14:31:54.045628

    		-0.4 ms

  





  

    		2024-10-23 15:31:56.318419

    		-2.3 ms

  





  

    		2024-10-23 16:31:58.090573

    		1.9 ms

  





  

    		2024-10-23 17:32:02.201583

    		2.3 ms

  





  

    		2024-10-23 18:32:04.554484

    		-4.7 ms

  





  

    		2024-10-23 19:32:07.47582

    		-1.4 ms

  





  

    		2024-10-23 20:32:09.072164

    		-3.4 ms

  





  

    		2024-10-23 21:32:12.617148

    		0.2 ms

  





  

    		2024-10-23 22:32:14.354272

    		-2.4 ms

  





  

    		2024-10-23 23:32:16.950201

    		14.7 ms

  





  

    		2024-10-24 00:32:18.676415

    		8.3 ms

  





  

    		2024-10-24 01:32:20.657515

    		-1.3 ms

  





  

    		2024-10-24 02:32:22.349425

    		-1.7 ms

  





  

    		2024-10-24 03:32:23.929577

    		-1.9 ms

  





  

    		2024-10-24 04:32:25.897212

    		0.6 ms

  





  

    		2024-10-24 05:32:28.834908

    		3.7 ms

  





  

    		2024-10-24 06:32:31.825985

    		2.8 ms

  





  

    		2024-10-24 07:32:34.183624

    		-0.5 ms

  





  

    		2024-10-24 08:32:35.640926

    		1.3 ms

  





  

    		2024-10-24 09:32:37.463448

    		-1.1 ms

  





  

    		2024-10-24 10:32:39.166487

    		0.7 ms

  





  

    		2024-10-24 11:32:41.220322

    		-2.8 ms

  





  

    		2024-10-24 12:32:43.054283

    		0.3 ms

  





  

    		2024-10-24 13:32:45.106187

    		-0.4 ms

  





  

    		2024-10-24 14:32:46.987037

    		-0.5 ms

  





  

    		2024-10-24 15:32:49.333867

    		-0.9 ms

  





  

    		2024-10-24 16:32:51.001389

    		0.1 ms

  





  

    		2024-10-24 17:32:54.399883

    		2.0 ms

  





  

    		2024-10-24 18:32:56.791786

    		0.9 ms

  





  

    		2024-10-24 19:32:58.387993

    		0.5 ms

  





  

    		2024-10-24 20:33:00.524912

    		1.5 ms

  





  

    		2024-10-24 21:33:03.622459

    		-0.8 ms

  





  

    		2024-10-24 22:33:06.128151

    		0.7 ms

  





  

    		2024-10-24 23:33:09.433746

    		1.0 ms

  





  

    		2024-10-25 00:33:11.329465

    		-0.9 ms

  





  

    		2024-10-25 01:33:16.875195

    		0.7 ms

  





  

    		2024-10-25 02:33:19.153721

    		0.0 ms

  





  

    		2024-10-25 03:33:21.283716

    		1.1 ms

  





  

    		2024-10-25 04:33:22.896189

    		0.5 ms

  





  

    		2024-10-25 05:33:24.583664

    		0.5 ms

  





  

    		2024-10-25 06:33:26.011076

    		1.2 ms

  





  

    		2024-10-25 07:33:27.734112

    		-0.8 ms

  





  

    		2024-10-25 08:33:29.450818

    		4.1 ms

  





  

    		2024-10-25 09:33:31.136368

    		1.4 ms

  





  

    		2024-10-25 10:33:32.814461

    		-0.9 ms

  





  

    		2024-10-25 11:33:35.031855

    		1.0 ms

  





  

    		2024-10-25 12:33:37.288942

    		1.1 ms

  





  

    		2024-10-25 13:33:39.067449

    		0.7 ms

  





  

    		2024-10-25 14:33:40.962158

    		1.6 ms

  





  

    		2024-10-25 15:33:42.47487

    		2.9 ms

  





  

    		2024-10-25 16:33:45.919923

    		-0.1 ms

  





  

    		2024-10-25 17:33:48.857911

    		1.7 ms

  





  

    		2024-10-25 18:33:51.690084

    		-0.9 ms

  





  

    		2024-10-25 19:33:54.59711

    		-4.3 ms

  





  

    		2024-10-25 20:33:56.474239

    		-0.9 ms

  





  

    		2024-10-25 21:33:58.355216

    		-1.1 ms

  





  

    		2024-10-25 22:34:01.451027

    		-2.4 ms

  





  

    		2024-10-25 23:34:04.35761

    		-1.7 ms

  





  

    		2024-10-26 00:34:08.549138

    		-3.0 ms

  





  

    		2024-10-26 01:34:11.397099

    		-2.6 ms

  





  

    		2024-10-26 02:34:15.31666

    		0.1 ms

  





  

    		2024-10-26 03:34:17.756187

    		-1.2 ms

  





  

    		2024-10-26 04:34:21.910836

    		2.7 ms

  





  

    		2024-10-26 05:34:24.074503

    		-0.9 ms

  





  

    		2024-10-26 06:34:25.785064

    		3.6 ms

  





  

    		2024-10-26 07:34:28.84452

    		-0.5 ms

  





  

    		2024-10-26 08:34:30.570656

    		-0.6 ms

  





  

    		2024-10-26 09:34:32.298543

    		0.3 ms

  





  

    		2024-10-26 10:34:34.055738

    		-0.1 ms

  





  

    		2024-10-26 11:34:36.174589

    		-0.6 ms

  





  

    		2024-10-26 12:34:37.9803

    		2.1 ms

  





  

    		2024-10-26 13:34:40.356446

    		1.5 ms

  





  

    		2024-10-26 14:34:42.413885

    		-0.8 ms

  





  

    		2024-10-26 15:34:44.246228

    		-1.0 ms

  





  

    		2024-10-26 16:34:46.127013

    		-0.4 ms

  





  

    		2024-10-26 17:34:49.936015

    		2.3 ms

  





  

    		2024-10-26 18:34:53.172672

    		0.4 ms

  





  

    		2024-10-26 19:34:55.70449

    		0.3 ms

  





  

    		2024-10-26 20:34:57.319412

    		-1.2 ms

  





  

    		2024-10-26 21:35:01.070635

    		0.5 ms

  





  

    		2024-10-26 22:35:02.809244

    		0.2 ms

  





  

    		2024-10-26 23:35:06.436387

    		-1.9 ms

  





  

    		2024-10-27 00:35:09.196074

    		-0.6 ms

  





  

    		2024-10-27 01:35:11.353865

    		1.9 ms

  





  

    		2024-10-27 02:35:14.261077

    		-0.9 ms

  





  

    		2024-10-27 03:35:16.915051

    		-1.1 ms

  





  

    		2024-10-27 04:35:19.537842

    		-1.0 ms

  





  

    		2024-10-27 05:35:21.39628

    		1.1 ms

  





  

    		2024-10-27 06:35:23.592146

    		0.9 ms

  





  

    		2024-10-27 07:35:25.673129

    		1.4 ms

  





  

    		2024-10-27 08:35:29.893696

    		-1.0 ms

  





  

    		2024-10-27 09:35:31.692551

    		-0.4 ms

  





  

    		2024-10-27 10:35:35.138065

    		-0.5 ms

  





  

    		2024-10-27 11:35:36.653372

    		1.1 ms

  





  

    		2024-10-27 12:35:39.843715

    		-0.2 ms

  





  

    		2024-10-27 13:35:41.593616

    		1.3 ms

  





  

    		2024-10-27 14:35:45.021433

    		4.0 ms

  





  

    		2024-10-27 15:35:47.559221

    		1.0 ms

  





  

    		2024-10-27 16:35:49.991562

    		-0.4 ms

  





  

    		2024-10-27 17:35:51.726095

    		0.2 ms

  





  

    		2024-10-27 18:35:54.82665

    		1.2 ms

  





  

    		2024-10-27 19:35:56.889917

    		0.1 ms

  





  

    		2024-10-27 20:35:59.759324

    		1.6 ms

  





  

    		2024-10-27 21:36:02.247229

    		-1.2 ms

  





  

    		2024-10-27 22:36:04.673027

    		0.0 ms

  





  

    		2024-10-27 23:36:06.836533

    		-0.1 ms

  





  

    		2024-10-28 00:36:09.342964

    		-0.5 ms

  





  

    		2024-10-28 01:36:11.650125

    		-1.6 ms

  





  

    		2024-10-28 02:36:13.756542

    		-1.2 ms

  





  

    		2024-10-28 03:36:17.113611

    		-1.0 ms

  





  

    		2024-10-28 04:36:18.859586

    		-0.2 ms

  





  

    		2024-10-28 05:36:23.319683

    		-5.2 ms

  





  

    		2024-10-28 06:36:25.383071

    		-1.3 ms

  





  

    		2024-10-28 07:36:28.282638

    		-0.4 ms

  





  

    		2024-10-28 08:36:30.709141

    		0.0 ms

  





  

    		2024-10-28 09:36:32.398246

    		0.6 ms

  





  

    		2024-10-28 10:36:34.180307

    		2.9 ms

  





  

    		2024-10-28 11:36:35.988545

    		-0.8 ms

  





  

    		2024-10-28 12:36:38.381232

    		2.2 ms

  





  

    		2024-10-28 13:36:39.875562

    		1.5 ms

  





  

    		2024-10-28 14:36:41.535808

    		2.8 ms

  





  

    		2024-10-28 15:36:43.288433

    		0.8 ms

  





  

    		2024-10-28 16:36:45.573186

    		1.9 ms

  





  

    		2024-10-28 17:36:47.585545

    		-0.5 ms

  





  

    		2024-10-28 18:36:49.269093

    		2.0 ms

  





  

    		2024-10-28 19:36:50.895138

    		-1.9 ms

  





  

    		2024-10-28 20:36:54.877055

    		-0.3 ms

  





  

    		2024-10-28 21:36:58.843036

    		-0.6 ms

  





  

    		2024-10-28 22:37:02.64476

    		1.3 ms

  





  

    		2024-10-28 23:37:05.218445

    		-2.7 ms

  





  

    		2024-10-29 00:37:09.048244

    		-0.7 ms

  





  

    		2024-10-29 01:37:11.337928

    		2.1 ms

  





  

    		2024-10-29 02:37:13.807219

    		0.3 ms

  





  

    		2024-10-29 03:37:16.195051

    		1.1 ms

  





  

    		2024-10-29 04:37:19.678474

    		-1.0 ms

  





  

    		2024-10-29 05:37:21.21543

    		-0.3 ms

  





  

    		2024-10-29 06:37:22.883894

    		0.6 ms

  





  

    		2024-10-29 07:37:24.502356

    		2.8 ms

  





  

    		2024-10-29 08:37:26.823866

    		2.5 ms

  





  

    		2024-10-29 09:37:29.410856

    		1.7 ms

  





  

    		2024-10-29 10:37:31.657095

    		-1.3 ms

  





  

    		2024-10-29 11:37:34.942743

    		-0.9 ms

  





  

    		2024-10-29 12:37:37.244859

    		1.5 ms

  





  

    		2024-10-29 13:37:40.177172

    		2.1 ms

  





  

    		2024-10-29 14:37:42.619169

    		0.7 ms

  





  

    		2024-10-29 15:37:45.236007

    		-1.4 ms

  





  

    		2024-10-29 16:37:47.412754

    		2.1 ms

  





  

    		2024-10-29 17:37:49.870291

    		-2.0 ms

  





  

    		2024-10-29 18:37:51.835341

    		0.8 ms

  





  

    		2024-10-29 19:37:53.950141

    		3.8 ms

  





  

    		2024-10-29 20:37:56.23807

    		1.3 ms

  





  

    		2024-10-29 21:37:59.657507

    		-1.7 ms

  





  

    		2024-10-29 22:38:01.838988

    		-3.8 ms

  





  

    		2024-10-29 23:38:05.170397

    		-2.2 ms

  





  

    		2024-10-30 00:38:07.209906

    		-1.4 ms

  





  

    		2024-10-30 01:38:09.354615

    		-0.7 ms

  





  

    		2024-10-30 02:38:11.862352

    		-1.9 ms

  





  

    		2024-10-30 03:38:14.713381

    		1.5 ms

  





  

    		2024-10-30 04:38:19.295508

    		-1.2 ms

  





  

    		2024-10-30 05:38:22.089749

    		-0.2 ms

  





  

    		2024-10-30 06:38:23.943232

    		-0.4 ms

  





  

    		2024-10-30 07:38:26.037431

    		1.2 ms

  





  

    		2024-10-30 08:38:27.838019

    		0.4 ms

  





  

    		2024-10-30 09:38:29.468013

    		-0.8 ms

  





  

    		2024-10-30 10:38:31.769174

    		2.0 ms

  





  

    		2024-10-30 11:38:33.779015

    		3.6 ms

  





  

    		2024-10-30 12:38:35.936589

    		-0.5 ms

  





  

    		2024-10-30 13:38:37.601146

    		-1.0 ms

  





  

    		2024-10-30 14:38:39.751098

    		2.3 ms

  





  

    		2024-10-30 15:38:41.431606

    		1.5 ms

  





  

    		2024-10-30 16:38:44.249698

    		0.6 ms

  





  

    		2024-10-30 17:38:47.000763

    		0.2 ms

  





  

    		2024-10-30 18:38:49.040552

    		-1.0 ms

  





  

    		2024-10-30 19:38:50.893338

    		-2.0 ms

  





  

    		2024-10-30 20:38:52.613447

    		-0.5 ms

  





  

    		2024-10-30 21:38:54.370156

    		-0.7 ms

  





  

    		2024-10-30 22:38:56.260736

    		-0.9 ms

  





  

    		2024-10-30 23:38:58.434405

    		-1.2 ms

  





  

    		2024-10-31 00:39:01.261356

    		-2.4 ms

  





  

    		2024-10-31 01:39:04.387124

    		0.9 ms

  





  

    		2024-10-31 02:39:06.935345

    		0.3 ms

  





  

    		2024-10-31 03:39:10.001444

    		2.3 ms

  





  

    		2024-10-31 04:39:11.959755

    		1.8 ms

  





  

    		2024-10-31 05:39:14.138838

    		1.0 ms

  





  

    		2024-10-31 06:39:16.212881

    		1.8 ms

  





  

    		2024-10-31 07:39:19.227714

    		2.2 ms

  





  

    		2024-10-31 08:39:23.022671

    		2.5 ms

  





  

    		2024-10-31 09:39:25.125531

    		1.2 ms

  





  

    		2024-10-31 10:39:27.624617

    		-0.1 ms

  





  

    		2024-10-31 11:39:30.213504

    		1.7 ms

  





  

    		2024-10-31 12:39:31.755687

    		-0.5 ms

  





  

    		2024-10-31 13:39:34.443226

    		2.1 ms

  





  

    		2024-10-31 14:39:36.646557

    		1.1 ms

  





  

    		2024-10-31 15:39:38.302944

    		1.8 ms

  





  

    		2024-10-31 16:39:40.961283

    		-1.3 ms

  





  

    		2024-10-31 17:39:42.804537

    		-1.0 ms

  





  

    		2024-10-31 18:39:44.996181

    		-2.7 ms

  





  

    		2024-10-31 19:39:46.643566

    		-3.1 ms

  





  

    		2024-10-31 20:39:48.758352

    		-2.8 ms

  





  

    		2024-10-31 21:39:52.636305

    		0.0 ms

  





  

    		2024-10-31 22:39:56.602613

    		0.4 ms

  





  

    		2024-10-31 23:39:59.093186

    		-1.2 ms

  





  

    		2024-11-01 00:40:02.889078

    		0.4 ms

  





  

    		2024-11-01 01:40:05.567822

    		-0.1 ms

  





  

    		2024-11-01 02:40:07.792465

    		0.4 ms

  





  

    		2024-11-01 03:40:09.327216

    		-0.3 ms

  





  

    		2024-11-01 04:40:11.098572

    		-1.8 ms

  





  

    		2024-11-01 05:40:12.774379

    		-0.6 ms

  





  

    		2024-11-01 06:40:15.583889

    		-0.5 ms

  





  

    		2024-11-01 07:40:17.543885

    		1.8 ms

  





  

    		2024-11-01 08:40:19.624421

    		2.0 ms

  





  

    		2024-11-01 09:40:22.11242

    		0.0 ms

  





  

    		2024-11-01 10:40:23.846183

    		-0.8 ms

  





  

    		2024-11-01 11:40:25.630034

    		-1.2 ms

  





  

    		2024-11-01 12:40:27.72842

    		1.9 ms

  





  

    		2024-11-01 13:40:30.0627

    		0.9 ms

  





  

    		2024-11-01 14:40:32.24983

    		0.8 ms

  





  

    		2024-11-01 15:40:35.598594

    		1.1 ms

  





  

    		2024-11-01 16:40:37.31503

    		-0.2 ms

  





  

    		2024-11-01 17:40:38.903448

    		-0.4 ms

  





  

    		2024-11-01 18:40:40.425772

    		1.8 ms

  





  

    		2024-11-01 19:40:42.399308

    		0.0 ms

  





  

    		2024-11-01 20:40:44.283691

    		-0.9 ms

  





  

    		2024-11-01 21:40:47.540558

    		-0.8 ms

  





  

    		2024-11-01 22:40:49.503422

    		-0.5 ms

  





  

    		2024-11-01 23:40:51.051233

    		1.5 ms

  





  

    		2024-11-02 00:40:52.662892

    		0.1 ms

  





  

    		2024-11-02 01:40:55.563277

    		2.1 ms

  





  

    		2024-11-02 02:40:57.598818

    		-0.8 ms

  





  

    		2024-11-02 03:40:59.221933

    		-0.7 ms

  





  

    		2024-11-02 04:41:00.729912

    		-1.1 ms

  





  

    		2024-11-02 05:41:02.261089

    		2.2 ms

  





  

    		2024-11-02 06:41:03.744376

    		0.1 ms

  





  

    		2024-11-02 07:41:06.018811

    		-0.2 ms

  





  

    		2024-11-02 08:41:09.687032

    		3.9 ms

  





  

    		2024-11-02 09:41:12.497765

    		4.0 ms

  





  

    		2024-11-02 10:41:16.066461

    		-1.1 ms

  





  

    		2024-11-02 11:41:20.199915

    		-0.2 ms

  





  

    		2024-11-02 12:41:22.439144

    		-0.1 ms

  





  

    		2024-11-02 13:41:25.018888

    		1.7 ms

  





  

    		2024-11-02 14:41:27.054541

    		1.7 ms

  





  

    		2024-11-02 15:41:28.810696

    		-0.6 ms

  





  

    		2024-11-02 16:41:30.471749

    		0.5 ms

  





  

    		2024-11-02 17:41:32.027607

    		-1.3 ms

  





  

    		2024-11-02 18:41:33.991219

    		0.5 ms

  





  

    		2024-11-02 19:41:36.941128

    		-0.8 ms

  





  

    		2024-11-02 20:41:39.688845

    		0.0 ms

  





  

    		2024-11-02 21:41:41.597528

    		-1.1 ms

  





  

    		2024-11-02 22:41:43.74373

    		-1.0 ms

  





  

    		2024-11-02 23:41:45.839645

    		-1.7 ms

  





  

    		2024-11-03 00:41:49.038832

    		-3.6 ms

  





  

    		2024-11-03 01:41:51.60517

    		-0.2 ms

  





  

    		2024-11-03 02:41:54.313233

    		0.3 ms

  





  

    		2024-11-03 03:41:56.380439

    		-2.3 ms

  





  

    		2024-11-03 04:41:58.472838

    		0.6 ms

  





  

    		2024-11-03 05:42:00.613636

    		2.6 ms

  





  

    		2024-11-03 06:42:04.014683

    		0.7 ms

  





  

    		2024-11-03 07:42:05.7129

    		0.4 ms

  





  

    		2024-11-03 08:42:07.733248

    		-0.4 ms

  





  

    		2024-11-03 09:42:09.858107

    		-1.1 ms

  





  

    		2024-11-03 10:42:11.607988

    		-0.7 ms

  





  

    		2024-11-03 11:42:14.756438

    		1.6 ms

  





  

    		2024-11-03 12:42:16.94403

    		-0.4 ms

  





  

    		2024-11-03 13:42:19.028628

    		9.3 ms

  





  

    		2024-11-03 14:42:21.19484

    		-0.8 ms

  





  

    		2024-11-03 15:42:23.88192

    		2.4 ms

  





  

    		2024-11-03 16:42:26.300161

    		-0.5 ms

  





  

    		2024-11-03 17:42:29.096551

    		0.6 ms

  





  

    		2024-11-03 18:42:32.570755

    		-0.1 ms

  





  

    		2024-11-03 19:42:34.422195

    		-0.3 ms

  





  

    		2024-11-03 20:42:37.23959

    		-0.1 ms

  





  

    		2024-11-03 21:42:40.246241

    		-0.5 ms

  





  

    		2024-11-03 22:42:42.319172

    		-1.1 ms

  





  

    		2024-11-03 23:42:44.152163

    		0.8 ms

  





  

    		2024-11-04 00:42:46.643483

    		-1.1 ms

  





  

    		2024-11-04 01:42:48.154613

    		-2.0 ms

  





  

    		2024-11-04 02:42:50.625739

    		-0.9 ms

  





  

    		2024-11-04 03:42:54.566554

    		1.0 ms

  





  

    		2024-11-04 04:42:56.380137

    		0.7 ms

  





  

    		2024-11-04 05:42:59.616449

    		2.0 ms

  





  

    		2024-11-04 06:43:02.232567

    		-0.8 ms

  





  

    		2024-11-04 07:43:04.41116

    		1.5 ms

  





  

    		2024-11-04 08:43:06.272807

    		-0.4 ms

  





  

    		2024-11-04 09:43:07.783812

    		3.4 ms

  





  

    		2024-11-04 10:43:09.596508

    		-1.7 ms

  





  

    		2024-11-04 11:43:11.061269

    		2.2 ms

  





  

    		2024-11-04 12:43:12.70721

    		2.4 ms

  





  

    		2024-11-04 13:43:14.512041

    		0.8 ms

  





  

    		2024-11-04 14:43:16.396066

    		-0.3 ms

  





  

    		2024-11-04 15:43:18.915897

    		0.0 ms

  





  

    		2024-11-04 16:43:20.528308

    		2.0 ms

  





  

    		2024-11-04 17:43:23.553931

    		-0.2 ms

  





  

    		2024-11-04 18:43:25.195359

    		-1.7 ms

  





  

    		2024-11-04 19:43:26.926279

    		-8.6 ms

  





  

    		2024-11-04 20:43:30.059585

    		1.5 ms

  





  

    		2024-11-04 21:43:31.758169

    		-1.8 ms

  





  

    		2024-11-04 22:43:33.64454

    		0.9 ms

  





  

    		2024-11-04 23:43:38.000894

    		1.4 ms

  





  

    		2024-11-05 00:43:39.753267

    		-1.2 ms

  





  

    		2024-11-05 01:43:42.108875

    		-1.8 ms

  





  

    		2024-11-05 02:43:45.530379

    		5.1 ms

  





  

    		2024-11-05 03:43:47.473582

    		0.8 ms

  





  

    		2024-11-05 04:43:49.068395

    		0.1 ms

  





  

    		2024-11-05 05:43:50.85797

    		-0.6 ms

  





  

    		2024-11-05 06:43:54.993267

    		-0.2 ms

  





  

    		2024-11-05 07:43:57.581144

    		-9.0 ms

  





  

    		2024-11-05 08:43:59.519894

    		0.6 ms

  





  

    		2024-11-05 09:44:02.275945

    		3.2 ms

  





  

    		2024-11-05 10:44:04.315485

    		4.5 ms

  





  

    		2024-11-05 11:44:06.92165

    		5.3 ms

  





  

    		2024-11-05 12:44:09.310652

    		8.7 ms

  





  

    		2024-11-05 13:44:11.668892

    		1.6 ms

  





  

    		2024-11-05 14:44:13.41984

    		0.8 ms

  





  

    		2024-11-05 15:44:16.079729

    		-0.1 ms

  





  

    		2024-11-05 16:44:17.735468

    		1.1 ms

  





  

    		2024-11-05 17:44:19.989948

    		1.5 ms

  





  

    		2024-11-05 18:44:22.915938

    		0.5 ms

  





  

    		2024-11-05 19:44:25.473069

    		6.2 ms

  





  

    		2024-11-05 20:44:27.372525

    		1.3 ms

  





  

    		2024-11-05 21:44:29.374728

    		1.9 ms

  





  

    		2024-11-05 22:44:31.442095

    		-0.1 ms

  





  

    		2024-11-05 23:44:33.419809

    		-1.0 ms

  





  

    		2024-11-06 00:44:36.01367

    		0.4 ms

  





  

    		2024-11-06 01:44:39.079047

    		0.1 ms

  





  

    		2024-11-06 02:44:41.360214

    		-0.2 ms

  





  

    		2024-11-06 03:44:43.193724

    		-0.6 ms

  





  

    		2024-11-06 04:44:44.999159

    		-0.5 ms

  





  

    		2024-11-06 05:44:46.989869

    		-0.7 ms

  





  

    		2024-11-06 06:44:49.391522

    		0.0 ms

  





  

    		2024-11-06 07:44:51.821484

    		2.0 ms

  





  

    		2024-11-06 08:44:53.587677

    		1.9 ms

  





  

    		2024-11-06 09:44:55.490704

    		-0.2 ms

  





  

    		2024-11-06 10:44:57.000821

    		-4.4 ms

  





  

    		2024-11-06 11:44:58.575687

    		0.1 ms

  





  

    		2024-11-06 12:45:00.624653

    		2.3 ms

  





  

    		2024-11-06 13:45:02.369831

    		-2.0 ms

  





  

    		2024-11-06 14:45:04.031055

    		1.4 ms

  





  

    		2024-11-06 15:45:05.69727

    		-1.9 ms

  





  

    		2024-11-06 16:45:07.329171

    		-1.8 ms

  





  

    		2024-11-06 17:45:09.018796

    		-1.2 ms

  





  

    		2024-11-06 18:45:13.129207

    		-1.6 ms

  





  

    		2024-11-06 19:45:16.313687

    		0.1 ms

  





  

    		2024-11-06 20:45:18.674558

    		0.6 ms

  





  

    		2024-11-06 21:45:20.937267

    		-1.2 ms

  





  

    		2024-11-06 22:45:23.106955

    		0.0 ms

  





  

    		2024-11-06 23:45:26.823853

    		-0.1 ms

  





  

    		2024-11-07 00:45:30.581789

    		-0.8 ms

  





  

    		2024-11-07 01:45:32.647719

    		1.6 ms

  





  

    		2024-11-07 02:45:35.46397

    		-2.3 ms

  





  

    		2024-11-07 03:45:38.263182

    		0.5 ms

  





  

    		2024-11-07 04:45:41.367233

    		1.7 ms

  





  

    		2024-11-07 05:45:43.597659

    		-0.5 ms

  





  

    		2024-11-07 06:45:45.43664

    		0.3 ms

  





  

    		2024-11-07 07:45:48.415944

    		2.0 ms

  





  

    		2024-11-07 08:45:51.102046

    		3.1 ms

  





  

    		2024-11-07 09:45:53.70443

    		0.3 ms

  





  

    		2024-11-07 10:45:55.463601

    		10.6 ms

  





  

    		2024-11-07 11:45:58.792611

    		3.8 ms

  





  

    		2024-11-07 12:46:00.95981

    		-1.0 ms

  





  

    		2024-11-07 13:46:02.614695

    		2.9 ms

  





  

    		2024-11-07 14:46:05.482885

    		1.5 ms

  





  

    		2024-11-07 15:46:07.079523

    		0.9 ms
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-11-04 14:18:38.906 UTC

    		95.193.36.190

    		Jonas Törnqvist (JT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-04 14:40:02.531 UTC

    		95.193.36.190

    		Jonas Törnqvist (JT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-10-28 18:46:46 UTC.

  

  

    		2024-11-04 15:21:08.516 UTC

    		188.149.181.74

    		Mats Valstedt (MV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-04 15:21:36.865 UTC

    		188.149.181.74

    		Mats Valstedt (MV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-10-28 18:46:46 UTC.

  

  

    		2024-11-04 19:45:14.916 UTC

    		188.149.163.6

    		Carina Laurin Stensson (CLS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-04 19:45:36.4 UTC

    		188.149.163.6

    		Carina Laurin Stensson (CLS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-10-28 18:46:46 UTC.

  

  

    		2024-11-04 20:06:04.332 UTC

    		83.249.78.208

    		Margareta Lilja (ML) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-04 20:26:02.122 UTC

    		83.249.78.208

    		Margareta Lilja (ML) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-10-28 18:46:46 UTC.

  

  

    		2024-11-05 08:19:59.719 UTC

    		194.103.205.25

    		Caroline von Post (CvP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-05 08:20:51.259 UTC

    		194.103.205.25

    		Caroline von Post (CvP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-10-28 18:46:46 UTC.

  

  

    		2024-11-06 10:50:50.924 UTC

    		81.233.190.19

    		Marie Karlsson (MK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-06 11:00:26.775 UTC

    		81.233.190.19

    		Marie Karlsson (MK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-10-28 18:46:46 UTC.

  

  

    		2024-11-07 12:49:16.355 UTC

    		78.79.168.77

    		Lars-Göran Jöbo (LJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-07 12:50:19.78 UTC

    		78.79.168.77

    		Lars-Göran Jöbo (LJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-11-05 18:40:49 UTC.

  

  

    		2024-11-07 12:51:48.513 UTC

    		94.234.114.207

    		Sören Johansson (SJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-07 12:52:01.509 UTC

    		94.234.114.207

    		Sören Johansson (SJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-11-05 18:40:49 UTC.

  

  

    		2024-11-07 15:25:10.153 UTC

    		98.128.167.97

    		Magnus Gustafsson (MG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-07 15:25:22.432 UTC

    		98.128.167.97

    		Magnus Gustafsson (MG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-11-05 18:40:49 UTC.
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-11-07 15:26:46.561 UTC

    		98.128.167.97

    		Magnus Gustafsson (MG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-07 15:27:23.549 UTC

    		98.128.167.97

    		Magnus Gustafsson (MG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-11-05 18:40:49 UTC.

  

  

    		2024-11-07 15:59:48.83 UTC

    		83.253.249.157

    		Sören Johansson (SJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2024-11-07 16:00:36.159 UTC

    		83.253.249.157

    		Sören Johansson (SJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-11-05 18:40:49 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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